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- ASSFE: EBREERRIMNSEE, SSFARPRBISESEE, MIMEME
EEMX. &5l BREN,

- EEYE: TEREEEERTE, BTEERERRS.
- BEEVPCHEZEEHEETEMERBERENNLZZ.
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TRE,
- AEZeEMigiE ( QIENEHXE. NMENFIPGIRERS ) aTLAKTED
IPsec VPNEZHNGIR L VPCAIFIENERE
- YHERAPINESZERS|IRBIEN, TFEE=FEBHAFRR%.
o HiELE
- GE=ERESY, BEZEAYGIREBFNEEZE.
- IEEFIRSRSImEISSLIIEEE .
o IREEHIT
BE=HIHRS I X HE SR EHITEHEIT
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SERRSIFETRXAEL R A7 RIERIEERFAERS P R ABRE R
DERHSHIATE, TORERY, ULUGEEBER— XEHPIEI =1

X, REBEEENIBAXZEENNRTR. SFE—AIBARKEISER, FR9T
XA LA EtiR MRS, S8R T &R, A TIRSAEEM .

1.3 FmiEl

Kibana

Cerebro

CSSPREE ZFKibanaflCerebroHi4

Kibana@— N FHERREIEDIT S FES, SElasticsearchi$R5 |12 —icER, B
iZKibanaoJLAE 2R . BEETEHIEElasticsearchZ= 3 |hav%EE, BalLISCHILIEZE. i
BEERNETREE. KibanafIEAXIEEZSM: https://www.elastic.co/guide/en/
kibana/current/index.html

= RRSHElasticsearchEEBFBAIAIR{EKibana, TELREIE, BI—4EiH10
Kibana, ={$ZRiRZIA 7 HiEKibanamAl {L EBHF0ElasticsearchZE it 4r8ET -
o ZIEORMEIEEMS L

o  IFR20FEUESIT S

o ZIFEYE. RESFETMERE

CerebroZ{#3Scala. Play Framework. AngularJSFIBootstraptdzZHIEF
Elasticsearch Webf9FHERJ A EIETE , i@iJCerebron] AXTEREHITWebRJ ML E
I8, wnHfTRestisk. {EikElasticsearchBE . WSIRSCATAOREER . SERfMAE . ARER

.
ZREE
F=Fo

I RIRSAYE asticsearchEEREBAIANIR it Cerebro, TTEZEIFE, BIAT—§2iH0)
Cerebro, =iEZRRZTEFEFECerebro, EBcaxH0.8.4hR7A -

o TiFElasticsearchA] MK SCAT FAZLIATE .
o iFElasticsearchAl ML HUIEETE,
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BhEPREEEETARER . #F. EXERFFENINA.

UHAEER
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o LIMEOER: MABRHNEREEENMNEH S HRRITTHICR .
o DG RRENALBHEFHIEmEI TR .

o EEET RUSENN, TETEENESETAR.

EEREES

ZHERRESUHETFLZE[ELHT, SFEELBEE. REBEHE. FEMNARE. H
FKafkafENBEE TN, FTFHEIIEES, LogstashfAZ=EIBETL, Elasticsearchfi
EHIERRSDS, REBKbanal Al AXEMLEF .

o MMNILE: RAERMEH. SHMDE. FELE, MARLLEE30%+,

o SHNNF: EFFENTUAEIETSHERIIRE.

o ERAKHIMEEEN: TIFEXBTBRHMENE, IBMHEPBRLIEEIELIEEE

HiEFEERINE

ERRS AT INESIREESS, B8, YRt WSEEITEEsENEEs, &
EHIEEA. EaHAS. HitK. SEERENER, XEEHIBEEEERIFNE
ZHSRFMH, (BETPSAPAIEEENRKES, BIDBCSSIENBEIRE, EAEANR
FEITPSAPLMERES
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IEHf5ERILSS . ABHARERHERFXBMUENRIER, TixEREIEIY
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{

"products":[

{"productName":"201 7REEFRFRL Z4F42 2", "size™:"L"}
{"productName":"201 7R EEFR R Z4T 42T 2", "size":"M"}
{"productName":"2017RkZE #ﬁ}‘k}Zz,ﬁ?«,ﬁ ' "size™:"S"}
{"productName":"2018FZEFFR A FHE LT 2 S|ze":”M"}
{"productName":"201 8 FZEFFRAAFHELTEE", "size":"S"}
{"productName":"201 7 &2 FRIRRELLEE", "size":"L"}
{"productName":"201 7 EZEHFRIRRIMELTEE", "size":"S"}

1

}

®1: SlEEEE

THRRERSIECR, BFEBCIE— KR, HIBZR5|ZENEasticsearch, g0, 1
LABIEE—NEFRA “Sample-ESCluster” R9EERE. WWEBHNAT NI HESHER, ELM
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&),
ERI0ETRE, EERYIREECCIEMVER, FRRESH “aB” TRERCIE
B0

TE2: AR

=HEEIRS T IF@Id Logstash. KibanasiAPIGEIES A\ FlElasticsearch, EFKibana
=ElasticsearchfIEFALFR@E, BFREIIE, Fitt, XELAKibana ABINRSEEIE
S \ZlElasticsearchRUIE/ERIZ o

1. £ “SEHER THEERREESRERE, B “1BE7 3$8) “Kibana” HA
KibanaZE=zFMH-
- JEReE(a0EERE: BEIEHAKibanalEER A

- ZeERARNER: FTEAESRTEBABFZMEN, BE “Llog In” HA
Kibanal®{ERME . AP&EiAadmin, ZFEACIEERTZENEERR
5.

2. fEKibanaf9AMISARFIERE “Dev Tools” , #AConsoleRE, ME2-1F7R.

ConsoleZMIKIFHABNE, MNEAMRI=ARZNITaE<SEH; Consoleafll
PEREH X

2-1 Console &M

= Dev Tools

Console

History Settings Help

1 GET _search -Q 1
2=

3+  “query”: {

4 "match_all": {}

54 )

6=}

(0 588
AERRARIKIbana RESBMHER, BIALFRAE R,
3. fEConsolefR@E, HUTUI T arSeIEZERS| “my_store” o
( 7 XZHIRRA )

PUT /my_store

"settings": {
"number_of_shards": 1
b

"mappings": {
"products": {
"properties": {
"productName": {

|||||

|||||

}
}
}
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2 BIEANIT]

}
}

(7x2ZBhRA )

PUT /my_store
"settings": {

3
"mappings": {

"number_of _

"properti

shards": 1

es": {

"productName": {
"type": "text",
"analyzer": "ik_smart"

ER[EEERIN TR

"acknowledged" : true,
"shards_acknowledged" : true,

"index" : "my._

}

f£Console R, HFUTa<S, BEIESAE “my_store” E35|H,

store"

( 7 XZHIRRA )

POST /my_store/products/_bulk

{"index":{}}

{"productName

{"index":{}}

{"productName

{"index":{}}

{"productName":

{"index":{}}

{"productName":

{"index":{}}

{"productName":

{"index":{}}

{"productName":

{"index":{}}

{"productName":

""201 TRREEHIAN ZATHZ AR "size "L}
""201 TRREEHIA N ZATHZ A" "size™ "M "}
"201 TRRERHRFA ZATZ AR, "size ™S "}
"201 8B FAFHELLEE", "size":"M"}
"2018FLH R FAFHELLZE", "size":"S"}
"2017E LR AR EE", "size":"L"}
"2017EEHERRELER", "size":"S"}

(7xZ[RhRA )

POST /my_store/_doc/_bulk

{"index":{}}
{"productName

{"index":{}}

{"productName":

{"index":{}}

{"productName"

{"index":{}}

{"productName":

{"index":{}}

{"productName":

{"index":{}}

{"productName"

{"index":{}}

{"productName":

""201 TR EATAZ SR size":"L"}
"201 7TRKESHIE ZAT 3" "size":"M"}
201 TRRESHRFA L ZAI2 23" "size":"S"}
"201 8B I AFHEL A", "size""M"}
"201 8 BRI FHELLEE" "size™:"S"}
201 TEIIFRIRIEL S "size":"L"}
201 7EREHFIARREL " "size™"S"}

HIREIFERERSF “errors” FERAYEN “false” B, BRESABIRMIN.
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LR 3: BRYE

EXNER

BRIRAPENZEENLY, WEEERINRES “BEHFE AmER, I
LUER “BRHFE . XBEERKibana @A EREIEERSIIITHSH

IROIZER,
PATH S TR
(7. XZHIRRA )

GET /my_store/products/_search

"query": {"match": {
"productName": "EHiE4(FHE"
B
}

(7xZJEHRA )

GET /my_store/_search
{

"query": {"match": {
"productName": "&EiE4{F4E"

1
}
REIZERIN TR,
"took" : 3,
"timed_out" : false,
" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : 0
h?
"hits" : {
"total" : {
"value" : 4,
"relation" : "eq"
b
"max_score" : 1.7965372,
"hits" : [
{
"_index" : "my_store",
" _type" : "_doc",

"_id" : "9xf6VHIBfClt6SDjw7H5",
"_score" : 1.7965372,

"_source" : {
"productName" : "2018ELEH R (FHEL 2",
ngiza « "M"
}
B
{
"_index" : "my_store",
"_type" . "_dOC",

"_id" : "-Bf6VHIBfClt6SDjw7H5",
"_score" : 1.7965372,

"_source" : {
"productName" : "201 8B LR FHEL 2",
ngiz@m  nGH
}
B
{
"_index" : "my_store",
"_type" . "_dOC",

"_id" : "-Rf6VHIBfClt6SDjw7H5",
"_score" : 0.5945667,
"_source" : {
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"productName" : "2017&ZEFFMARET ",
"size" : "L"
}
b
{
"_index" : "my_store",
"_type" : "_doc",
"_id" : "-hf6VHIBfClt6SDjw7H5",
"_score" : 0.5945667,

" source" : {
"productName" : "2017 &L ARIELZ 2",
"size" : "S"

}

}
1
}
}

- Elasticsearch3z#F531a8, FEHMITHESSE “‘ERF(FHE" mElh ‘&FE7
0 OHAFHET S

-  Elasticsearch2iF2XiEER, FEWTHSSEMERREETERES
“HET o “HHMFE IIERER.

- Elasticsearch5ES#EIEEAR, CreElEHIRS | EEVTREILER .

- Elasticsearch3z#rF 0 HEFE, T LEREIERS, siREEmMEEFREATH
WMy “&E" M ‘M7 , EREEREERREMT “EE” , FRLE
MELEMESKRXBRENLEESS, 28ES, HFtEESER.

BEERER

ZEEEMIG T LRI R SR ERINEE, Fli0: X “&HE JWNAFmIZERE

P, FIHFAEARBIHE ., XEBEFHBKibanaBREBaERERINEEEESIHN

TapSFIIREIER,

PITa SRR

( 7xZHEIkRA )

GET /my_store/products/_search

"query": {

"match": { "productName": "&3" }
%,
"size": 0,
"aggs"™ {
"sizes": {
"terms": { "field": "size" }

}
}
}
(7X2ZFEhRA )

GET /my_store/_search
{

"query": {

"match": { "productName": "&H&" }

B

"size": 0,

"aggs": {

"sizes": {

"terms": { "field": "size" }

}

}

}

REIZERIN TR,
(7 xZBIhRAS )

{
"took" : 31,
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"timed_out" : false,
" shards" : {

"total" : 1,

"successful" : 1,

"skipped" : 0,

"failed" : 0

I
"hits" : {

"total" : 4,

"max_score" : 0.0,

"hits" : []

I
"aggregations" : {

"sizes" : {
"doc_count_error_upper_bound" : 0,
"sum_other_doc_count" : 0O,
"buckets" : [

{
"key" : "S",
"doc_count" : 2

%
{

"key" : "L",
"doc_count" : 1

1

{
"key" : "M",
"doc_count" : 1

}

1
}
}
}

(7xZfRhRA )

{

"took" : 3,

"timed_out" : false,

" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : 0

)2

"hits" : {

"total" : {
"value" : 4,
"relation" : "eq

b

"max_score" : null,

"hits" : [ ]

h?
"aggregations" : {

"sizes" : {
"doc_count_error_upper_bound" : 0,
"sum_other_doc_count" : 0,
"buckets" : [

n

l|key|l : HS!I’
"doc_count" : 2

b
{

"key" : "L",
"doc_count" : 1
I
{
"key" : "M",
"doc_count" : 1
}
1
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CSS BE N ERE&HEHI
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NREFKS, FEFIHZEGetBucketStoragePolicy. GetBucketLocation. ListBucket.
ListAllIMyBucketst¥{fE, Z8EEZIOBSHE,

BN AP eIEER .
{

"Version": "1.1",
"Statement": [
{
"Action": [
"css:cluster:create"”,
"vpc:securityGroups:get",
"vpc:securityGroups:create”,
"vpc:securityGroups:delete”,
"vpc:securityGroupRules:get",
"vpc:securityGroupRules:create",
"vpc:securityGroupRules:delete",
"vpc:vpces:list",
"vpc:privatelps:list",
"vpc:ports:get”,
"vpc:ports:create”,
"vpc:ports:update”,
"vpc:ports:delete"”,
"vpc:quotas:list",
"vpc:subnets:get",
"ecs:cloudServerFlavors:get",
"ecs:serverinterfaces:use",
"ecs:cloudServers:addNics",
"ecs:quotas:get",
"evs:types:get",
"evs:quotas:get"

1,
"Effect": "Allow"
}

M H%kRAS 01 (2024-10-30) WA © EARTERABIRAE 20



“IEEARSS(CSS)
FFisrm 3 IRELE

]
}

2 EERFRIPRERE .

IBEREEERNESHMREMER, SNREEAMER. BPEETFRRED, —
MERIRAIE IR R FEAlowF1Deny, UE{EDeny{i5EEN

INRELEAPIRFCSS AdminBIRFRES, (BEAFEMAFHACSS admindhiE XA
PrARSS AR, ERILABIE—SHIBERRRIRSAIBENERES, ARREHECSS
AdminFiEEREERE T AR, RIEDenyLEEN, NABFRILAXICSSHITIR 7 MIbRE
BEOMURREIRIE . EERIAIANT:

{

"Version": "1.1",
"Statement": [

{
"Effect": "Deny",
"Action": [
"css:cluster:delete"
1
}

]
}
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{
"Version": "1.1",
"Statement": [
{

"Action": [
"ecs:cloudServers:resize",
"ecs:cloudServers:delete",
"ecs:cloudServers:delete",
"css:cluster:restart",
"css:*:get™”,

"css:xlist*"

1,
"Effect": "Allow"
}
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gﬁM\ﬁﬁiﬁjfﬁo INRAEB(ERIRINGE, BIGTRERIRA, EFEERFIHIT
HET% .
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x 7-28 BLETNEIEE

25 5B

ESEiEEE ESEIEEEEMENEBISENEEE . BIAEEF

“FEH" BRERZAEENE.

o YEB(EXFBENFSTEIEEN, BF ‘8B
7, ERoE AR ESUE

o LANFEREFSEIEAER, BF “AMERLGIE
IpRIEEE

S=EERE S EEEERREREBIEEREEE .. BIAEEF

“FEH" BRERZAEIEE.

o HEEENMEBRIEFSEEAER, BE “F
7, ERoERNRESUE

o LNFEREFSFEEN, BF “AMERLOEE
ARIBRIEE

ExtrazE1a)ia/E ExtraFiaidFE R BRI ERHENERY T EE . BOAEE

“FEH” BRERZAEIEE.

o YUEFBEWTABMEXtraTiFiaAER, BF ‘&
7, EROEANEES .

o I R{FEMHExtraEiaERY, B “AMERLGEE"
ARIBRIEE

ExtralSidiaE | ExtrafFialia 2 RERIERHEIERIEXtralSiEEE . B0A

®iFE “AEHT R ERZMEERE.

o HEEEXIRERIEXtralZiTiAER, BF ‘&
7, ERSIUREE .

o I AfEMExtralZiaEERY, BE “NMEMLEE"
MBRiEIEE o

6. BE “RE7 , EREEPREE ‘AT . AESEETLZEM, WRHEERRES
;E?%EEP” o B LERFIDMAR, SEERERMAE, HERSEEN “K
I ” .

7. SREEFTERSIEEFEtrala EEIXANMEERY, R B RaRF A Ae(ERcERYE
Féigﬁ %{&iﬁrﬁﬁﬁ%ﬁ%ﬁ%&%ﬁ, TRERER . EREHNRERESES
JIHJEI:I E [}

7.5.1.2 {ERRH
7R AR

B EERRERENEE, 8 “QeFN” RENER, “‘R7 RENEE, “FF
B M ‘B’ REARNIE, EREEIFNVER, WNARE “SEFIERY
A7 #TREEER, EEXBEATENR; MXFAT ‘BOSRRETHREFLC”
HITEIMEER, ERRMEFEEHER.
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LTE—: BEEBENEE

1.

RIS (UTF-8EBOMASTUABAIN AN ) , LAEZIRIMOBSERIZ T -
FimEEXHFEEENE “GEFN” ; SREEXHFEEEE ‘7 5 BX
EEEXGHRES—EENXE “F0” M ‘&KX .
AR
HFRAMEFSEEREELRT ‘2 .
Bk, Wit EREETUARHELEE,
EERRSEEESS, BEAMSHER “SREE .

£ ‘EREET NH, RPEFEREBTENAENERZR, EANEHFELER

i

FEEMSHE, &R “BEXEE" , SEEEEENEAFEERIE1ESITR

1A

FEAEREEEENE, ROSERIIR. REERHEFIIAY “Kibana” ENE

g¥0

fEKibanafiE, BEZEMSA=RY “Dev Tools” , HNRFRHE.

PITANTar<, BEREEENXEAENAESIEREEID1ER

- fEAik smartDERENNARS “ERFIERFA” HiTHHE.
ENJEEE

POST /_analyze

‘M7 EERME, INRERRMIREEHT

"analyzer":"ik_smart",
“text":"EREFHLEMRIFA"
}

BiTERE, EEDEMR:
{

"tokens": [

{
"tOken"Z l|§ﬁg$$ﬂ:n,
"start_offset": 0,
"end_offset": 4,

"position": 0

"tOken"Z l|?Ey¥m|l’
"start_offset": 5,
"end_offset": 8,

"position™: 1
}
]
}

- {EMik_max_wordDIEREEXI N ARE “HaeFIN2RIFA” #H1
ANCTIRER

POST /_analyze

Qi
N
&
o

"analyzer":"ik_max_word",
“text":"EREFHEMRIFA"
}

BiTERE, EEDEMR:
{

"tokens" : [

{
ntokenn . H;EnﬁEgE*ﬂJu’

N#5hRZA 01 (2024-10-30)

WRIERE © LEARITERARERAF 73



“IEEARSS(CSS)
FFisr

7 Elasticsearch

"start_offset" : 0,
"end_offset" : 4,
"type" : "CN_WORD",
"position" : 0

i}

{
"token" : "&gE",
"start_offset" : 0,
"end_offset" : 2,
"type" : "CN_WORD",
"position" : 1

%
{

"token" : "&",
"start_offset" : 0,
"end_offset" : 1,
"type" : "CN_WORD",
"position" : 2

1

{
"token" : "BEF",
"start_offset" : 1,
"end_offset" : 3,
"type" : "CN_WORD",
"position" : 3

i}

{
"token" : "FH1",
"start_offset" : 2,
"end_offset" : 4,
"type" : "CN_WORD",
"position" : 4

%
{

"token" : "H1",
"start_offset" : 3,
"end_offset" : 4,
"type" : "CN_WORD",
"position" : 5

L
{
"token" : "fREFAR",

"start_offset" : 5,
"end_offset" : 8,
"type" : "CN_WORD",
"position" : 6

%
{

"token" : "fR&F",
"start_offset" : 5,
"end_offset" : 7,
"type" : "CN_WORD",
"position" : 7

%
{

"token" : "$¥F3",
"start_offset" : 6,
"end_offset" : 8,
"type" : "CN_WORD",
"position" : 8

1

{
"token" : "H",
"start_offset" : 7,
"end_offset" : 8,
"type" : "CN_WORD",
"position" : 9

}
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]
}

SE T FRXKEEER
Elasticsearch 7 xZBIAIRR AT Z ERIRRA, @S BERI, FrbADFFE6l,

o 7xZEIHIMRAS
a. BEZRS| “book” , BCEDERE.

Bk “analyzer” #0 “search_analyzer” BILURIBSCIREE
“ik_max_word” 3% “ik_smart” DiE5EA%, WALLL “ik_max_word” F9fl,
PUT /book
{
"settings": {
"number_of_shards": 2,
"number_of_replicas": 1
Iy
"mappings": {
"typel": {
"properties": {
"content": {
"type": "text",
"analyzer": "ik_max_word",
"search_analyzer": "ik_max word'
}
}
}
}
}

b. SAHUE, BXHKEESA “book” &5|4,

PUT /book/type1/1
{

}
c {ERXHEEE “HEEFH HITUMER, AEERRER.

GET /book/typel1/_search
{

"query": {
"match": {
"content": "EREFHL"
}
}
}
HRE
{
"took" : 20,
"timed_out" : false,
"_shards" : {
"total" : 2,
"successful" : 2,
"skipped" : 0,
"failed" : 0
B
"hits" : {
"total" : 1,
"max_score" : 1.1507283,
"hits" : [
{
"_index" : "book",
"_type" : "typel",
"id" o,
"_score" : 1.1507283,
" _source" : {

"content” : "EEEFHIERRIFA"
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}
]
}
}

o T xRZIGHIRA

a.

BUiEZR5| “book” , ECEDIEREE,

g “analyzer” #1 “search_analyzer” BJLURIBSEFREE
“ik_max_word” % “ik_smart” S31a5REE, WEALLA “ik_max_word” F9f,

PUT /book
{

"settings": {
"number_of_shards": 2,
"number_of_replicas": 1

%

"mappings": {
"properties": {
"content": {
"type": "text",
"analyzer": "ik_max_word",
"search_analyzer": "ik_max_word"'
}
}
}
}

SNHHE, BXHMEEEAN “book” F5|H,

PUT /book/_doc/1

{

"content":"&EEEFH 2 RIFAE"

}

FRAXHE “BeeF TR, HEEERER,

GET /book/_doc/_search
{

"query": {
"match": {
"content": "EHREFH"
}
}
}
RER:
"took" : 16,
"timed_out" : false,
"_shards" : {
"total" : 2,
"successful" : 2,
"skipped" : 0,
"failed" : 0
B
"hits" : {
"total" : {
"value" : 1,
"relation" : "eq"
I
"max_score" : 1.7260926,
"hits" : [
{
"_index" : "book",
"_type" : "_doc",
"id" e,
"_score" : 1.7260926,
" _source" : {
"content” : "EEEFHIERRIFA"
}
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}
]
}
}

LR=: ERRNEER

Elasticsearch 7 xZBIBIARAFIZ FRURRA, GsSBZE5, FRLADFFE4,

o 7xZEIHIARA
a. BIEEES| “myindex” , BEEDIARE.

PUT myindex
{
"settings": {
"analysis": {
"filter": {
"my_synonym": {
"type": "dynamic_synonym"
}
%
"analyzer": {
"ik_synonym": {
"filter": [
"my_synonym"
]

"type": "custom",
"tokenizer": "ik_smart"
}
}
}
B
"mappings": {
"mytype" {
"properties": {
"desc": {
"type": "text",
"analyzer": "ik_synonym"
}
}
}
}
}

b. SAHIE, BXHERSAN “myindex” &3I4,

PUT /myindex/mytype/1
{

“desc': "ROFIE T HRFFL"
}

¢ fEAENXE ‘BX’ BINAER, AEERRER.

GET /myindex/_search
{

"query": {
"match": {
"desc": "FH¢"
}
}
}

BRER:

{

"took" : 2,

"timed_out" : false,

"_shards" : {
"total" : 5,
"successful" : 5,
"skipped" : 0,
"failed" : 0
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by
"hits" : {
"total" : 1,
"max_score" : 0.49445358,
"hits" : [
{

n n.n

_index" : "myindex",

"_type" : "mytype",

"id"
"_score" : 0.49445358,
" _source" : {
"desc" : "ESRIRE T HBEFL"
}
}
1
}

}
o 7xRZIGHIKRAS
a. BUEZERS| “myindex” , ECEDIEAREE,

PUT myindex

{
"settings": {
"analysis": {
"filter": {
"my_synonym": {
"type": "dynamic_synonym"
)
"analyzer": {
"ik_synonym": {
"filter": [
"my_synonym"
"type": "custom",
"tokenizer": "ik_smart"
}
}
}
%
"mappings": {
"properties": {
"desc": {
"type": "text",
"analyzer": "ik_synonym"
}
}
}
}

b. S|AHIE, BYAKEESAN “myindex” &5|H,

PUT /myindex/_doc/1

"desc": "HeSRIRR T BARFHL"
}

¢ (EAREME ‘BT #HITNAER, AEERRER.

GET /myindex/_search
{

"query": {
"match": {
"desc": "H3¢"
}
}
}

RER:

"took" : 1,
"timed_out" : false,
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" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : 0
by
"hits" : {
"total" : {
"value" : 1,
"relation" : "eq"
1
"max_score" : 0.1519955,
"hits" : [
{
"_index" : "myindex",
"_type" : "_doc",
"id" o,
"_score" : 0.1519955,
"_source" : {
"desc" : "SRR T HBEFL
}
}
1
}
}

7.5.2 Bt & YML 2%
HERRS AP 1EKelasticsearch.ym3Z{4

(EHE - =

—_

ERTERRSEERHE.

2. & “EHER NH, PERBENSYRENERSZR, HANEHEREER
Ho

3. &R “SHEE’ , BE “RE , RESREXIMRROSHIE.

+& 7-29 ERSHSEIRA

BIRER | SEEWR eBH
Bigipia | http.cors.allow- EigihiaE iR E L ERIIACcess-Control-
credentials Allow-Credentials.,

BYESEE: true. false,
ZRINE: false,

http.cors.allow- FEFEBIRIAERIIP, BoEREAIAN
origin 122.122.122.122:9200,

http.cors.max-age | REERINEFATIE . WNREBLIZERIATE
&, BFEEER.

By .

ZRINME: 1728000,

http.cors.allow- BiRimaiFsheaders, BiEX-
headers Requested-With, Content-Type, Content-

Length, HRERESGESHITIED .
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BHREIR | 288 Lol
http.cors.enabled | 2B AIFERIHIE,
EYEBHE: true. false,
ZAE: false,
http.cors.allow- SiEpIa IRy %, BEOPTIONS,
methods HEAD, GET, POST, PUT, DELETE, FRiafgss
MESHITERD F.
EE+ER5| | reindexremotew | BeEIZSH LIS AER IR B S reindexiz
Efed hitelist O FRRIECERVERE, BEEHELI
122.122.122.122:9200,
BEME | indices.queries.cac | EAMERIEZAN,
T_?F he.size HR{E;E 1-100,
B %,
ZHANE: 10%,
AN | thread_pool.bulk. | BulkiE=RHIBAFIK /N . SINBISEUESEEEL
Bl A/ queue_size XK, WSHEZEEHITEEN RN,
BHAE: 200,
thread_pool.write. | Zf2itHENBAFIKRI . MINBISEBEHEE
queue_size EE, WSHEEEHITEEN R,
BUAME: 200,
thread_pool.force | FEftiforcemergefIBATIR NN, EINHISEL
_merge.size EWSEEESESit
INE: 1
HENX BRALRIESLIR | BEXSHAYEUE.
'E)R, BIEXS | jumg
HE . MBEEVSHES RE, NRENEAE
X, [valuel, valuel, valuel..],
o HEZEBENESHITIERT .
o BHEMNSHEDFEEEES,

4. (BGeRkfE, BEESRY B B “RERERE” B0, WASHEIREAIE

‘BHIENEFEFNERTREER

%E “ E%'_‘_‘ ”»

HTHHSHERINRER “1EIRE” B “mHIn” Ela‘, FREBRIRERIN. &
RERBRTR20ZESICRE .
5. IROEEFFIR, PEERHREIN ‘B > ER" ERER, FENEESE

X\Sz o

- WRENTSHERE, AERERH, Ui “SHEE" mER “ESRE”
EETRH “BREREH .

- NRENEERERF, “1E5

BXHKY

RE” Bn “BEERT , NRRELSHE
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7.5.3 SRR

ZERRSRET CEFET afthlikE, SWALUEED NEZ RV KREIRIETE

REStaEsE L, XNTHREEERDPRIRONSRERERSERAET

Mo

(1 588
o GBS, BEDRAYIE, REJRRETREMETRE, SEDTRA2THHATR.
o GFREIETIRRIRERY, STIFIRITIEEMasterfIClientTi .
o REETSXIFURNBET S, AR SIS (R BT ITHET F) -

RPEETIR

PRI ZERFRIRHRINRERERARYIET =, REETSRBSIT Lcoldirns, A
RERRTR, ANEMSIET B EANATR, SHFTLE “hot” 7%, AFH

LiBdECERRERS|, BEESERISAT R,
Bidig&Etemplate, AJLABISEFASHENAYIndexFERIIEE AT <o

AT, EFEEAIKIbana ConsoleTlHE, BcEmyindexJFkHZS|, EFELSTRLE
Mo XEFTLUBITENRECIZIAHEEmyindex* EIREEE SEHIET S L@,

o SRAMERLATar< eIEENR:

PUT _template/test
"order": 1,

"settings": {
"index": {
"refresh_interval": "30s",
"number_of_shards": "3",
"number_of_replicas": "1",

}
}
}

o 6.xRLALIRA(ERLA T an < el SR :

PUT _template/test
{

"order": 1,
"settings": {
"refresh_interval": "30s",

"number_of_shards": "3",
"number_of_replicas": "1",

}
}

IRt AT SRS B A2 IR T RIS [T

PUT myindex/_settings

}
A UAERSHEIRECE, T2 PEUIRIRERIN.
PUT myindex/_settings

{
"index.routing.allocation.require.box_type": null

}
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7.5.4 F5| S8

7.5.4.1 QlEREEERS|

Elasticsearch 7.6.28 LA EARAAIERBESTIF RS IKEETE, RS IKESEE (ISM) 22—
M, BIiziE, STLRIBEZRS (ERAR, RSN EEHI T (it & ix L
EEARSTIRIRE, \NMEEIBEL. ERISMIEERT, SaLRIBEEEE X BiitiE
RS RN MIPRAVREE .

(1 5 BA
INTRIELER, LA7.6.2ElasticsearchhRAH6, FEMAIIKibanaREBLZER, BRRIER
1u0
BUER S |TRRS
1. ZHKibana, FEAMERE “IM” 8¢ “Index Management” , HARS|EIER
H o

2. AfIEECreate policy, SIEZRSIHKEE.
3. 7fEPolicy IDZPHIMNERRID, Define policyZBHHINIERAIER

7-11 BLE SRS

Create policy

4. BifCreateThZ S |IRIZAICIEE

B REEMINEIRS

BUIEERSIRISE, TTLUSLSRERMIINEI— 21 3KR5|, EOZERS EREIZELAIER
S| EBISHEMINIZEREE o
o HAI1: Kibanadp$iT

fEKibanafy “Dev Tools” THE, HITUITaSERSIHEIRPFEXREZID,

PUT _template/<template_name>

{
"index_patterns": ["index_name-*"],
"settings": {
"opendistro.index_state_management.policy_id": "policy id"
}
}
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<template_name>: FTEHIRHCIEIIERS EIRE .
policy id: FEEIRFIBENBIZKEEID, BlPolicy ID,

BEOERS BRIV 2EE5 [1ER
e H32: Kibanald4ld

a.

fEKibana “Index Management” TifH, #%iFIndices,

7-12 i%&3$F Indices

K Index Management = Indices

Index Management

Index Policies

Managed Indices

h  [lodices |

fEIndicesy R B E M IMNEIEAI— PN HBNERE] .
B A FaBApply policy, SFINN SRS .

7-13 iRONS | SIS

agement

Indices

ssssss

MPolicy IDZEH, EFELIZEAIRES

y
7-14 %%
. X
Apply policy
Choose the policy you want to use for the selected indices. A copy of the
policy will be created and applied to the indices.
Palicy ID
| ~
new01

e

nnnnnnnn
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e. EFApply.
BEREEMINNEIRSE, ISMERIARIRBRESDHEIT—IRAWEL, LIRITERES
1BRE, RERHHFBRSIERATEIVRE.

EERS|RS
1. i%&EManaged Indices,
2. WNEREEHEXEREE, AJLA%EChange policy, ¥ IEESETEEKES,
3. WIREEMIPRIERE, BIEEEAUREE, AFi%IERemove policy.
4. WMREESFHREE, BERERIRE, A& Retry policy.
BMERTSERS|IEEELNA.
7.5.4.2 TEEHERE
LR MHTIEERE KL, (BRISMB—EAREHF T URRRIEENASHEIAER
5l

NRZRS | RAEEIRIRTS, KAHT, AEEEAERERE, BHERITRIEEE
SIRREEERAVATS (B, BF, INFEE) . EXMERT, BMERERETHT
B{E, ISMBEN FEFRES .

REAESERMNERIER FEHREE, NISMXESIPAS TRIFTERIFRITN
[EAEHRE . 5, BRLEIEREPIEEERE, ARIEREER.

fEKibanarfR B EBER, BIFSRINT:

f£Managed indices T, EEREFEMERIZAIERS.

2. EEA EARIChange policy, i# A\ Choose managed indices™ii, iEREIRER
RIEREXER

& 7-30 EESRESHEE

e i8R

Managed indices EEREFEEFTRRIENRS I BIR. HFEESIR
5.

State filters EERS RS G, SISHRIEMIINEIET4F
ERERIERE

New policy R RS

3. I&IERRE, $&Change,

7.6 HE&EE

AT HERFPERESEMTE, ZERRSRETHSENIMASERINE. BF
ALV ERFRIAEE N EOBSHEF, AGEBISOBSHLIERE FFEENES M, #
TS ENRL -
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HEES
BRAERRSEERA.

2. £ “ERER TE, PEFREREATEMIERSR, BASHEREER
Ho

3. EMSHE, & “AEEE”
4. ERTEERNEHITETES.

Q
EERFEETENTR. AERENESRIERE, B , BREIRLS
£

EWHTE, ENRENZSRETHEHTIE, BEEEREZER1005K,

FEBE&EHR

. BERTERERSEEREHE.

2. £ “EREIR TH, PEFREREATEMIERSIR, BAEHERSER
Mo

3. ESH=, i®F ‘BEER” , & ‘BS&EMAXT AlleETk, IR
HNBETEEEE

4. 7 “REHSEMEE BED, THSHEE.
HEPINES TRIERRSEIARFEIER “OBSHE” . “&piEE" M
“IAMERR” , BTREEN .. SSERAFRSERT-311E8E0ME.

WMREHEERAT ASEMINE, halles: ASSHRE" A7, &
‘RIEATEMEE” B, 2ER-B1ENATEOIRESH.

%= 7-31 BESMECENSEUNR
2% 5488 EEEIR

“OBSHE” T HEF#ERIOBS | OBSIERIFTTE X iR EEBFRIFRTEX
. BEAME RS —H.

‘SUEEIRT SIFE | g

#Z2OBSHH MERFHS, FEERE
GetBucketStoragePolicy .
GetBucketLocation. ListBucket.
ListAllMyBucketstfR, A BEBEZIOBSHH

‘BHEEE" | MSERIEOBSHG | EHIEERENN:

MR . EPBETREETIHS:
\*?"<>|

o BREETEL /" Fk.

. BNIEETELL . FLER,

o ENERIBKETEBIII0231

=aAA

F1Jo
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e A8 EREI

“IAMZESE” i&iilA?A%Eggﬁ IAMEIEEH BT R4
Eﬁm/% E RZ_K X ° “ 7|<;:|:|_] ” 2 b —pR Az
LAy =ERE N B RS .
fE7TOBSHEE, @ | @ “‘mIRS” EEF “Elastlcsearch 7
Halpy “tliEE & “=HEERIRSS €SS

;:E” ﬁ%?ﬁ@% ° LZ\ %ﬁﬂ% “Tenant

£, Administrator”

5. BE&EMD.
- Eﬂ]ﬂ{ﬁ Iu o
£ “‘BmEmAX A, BEAX, AEEm&EHEEEE.
FiE “‘BoEhAX” 5, & “ENETENRIE SEPIRE ‘EinHa
BHE” . RENNE, RASIRBSENNEHTENED .
S EREHTFRX’ 5, REFRANN S, ThEH “SHTFHEE
Eﬂ”
- FaEp AT
BF ‘BAEEN” TER “FHASEMDT , AREINAERES, BE ‘A
&, FHEEHnES.
BHE&ERTIRFR “ESIRE” 79 “Successful” BY, FRRBEESMHHEI.
MR
SERRSSICER P AURAIFE A S £ SIS EROBSIR R, BRAELIER
CHIOBSHEN AR R EEERNE T RS
6. BTE.
 “‘BHEER TH, SEFEEEENTR. BEXREMNETRNERE, £E

, BETREEER,
EWATE, EARARZIAFEATHHTRE, BREREZER1005%,

H&ER

H&&EH ‘EZI}JE, FAFRILARRE “OBSHE” , EAZIOBSIEHIG, HEISNKBRERESR
RﬁJ\E’JEI‘\ :l:m\o

ZERRSZEMHEEEEFTECEEFIRERE. BTRE. ER5|IHE. EEE
HE . EOBSIEAAIFESREIUNZERT-32F 7,

*7-32 HEXBEER
HESR #hR
clustername_deprecation.log | FRRENHECR .

clustername_index_indexing | 12Z&5|HE.
_slowlog.log
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HE&M fiik
clustername_index_search_sl | 125 |&EHHE.
owlog.log
clustername.log ElasticsearchiziTHE
clustername_access.log BEANBE.
clustername_audit.log HIitHAE,

7.7 HHETIE
7.7.1 BEERRENAGESIFR

=ERRSAElasticsearchEEBF BTH R ARIAGG . ILIBE I &S EKibana
BRRFRANEHEE

BEEHEEE
1. BREMRRSEEEHAE.
2. EHEENE, PTEEETERNERST, IREZEHENMSERE.
3. R CHRHER .
4. T ‘REBOMEMTIR REELRIRASISNRAIAGHER.

1£ Kibana &1

ERTERRSENS.

2. TEEEESIRYR, RIEFEEEEEIGENER, BHIREIIN “Kibana” BEFR
KibanafimE

3. #ADev Tools, HTUI TS EEERHGHER:
GET _cat/plugins?v

M R ARG -

name component version

css-test-ess-esn-1-1 analysis-dynamic-synonym 7.6.2-xxxx-ei-css-v1.0.1
css-test-ess-esn-1-1 analysis-icu 7.6.2-xxxx-ei-css-v1.1.6
css-test-ess-esn-1-1 analysis-ik 7.6.2-xxxx-ei-css-v1.0.1

“name” BEBITRRFR, “component” ZIFEFZTR, “version” ZiEHEF
RRZAR o

7.7.2 {53 Open Distro sql &4+

7£6.5.4% Z IEhRA 12t Open Distro for Elasticsearch SQLIFE4 A IFEMERSQLIIAR
=Elasticsearch&TIH4FEIES (DSL ) REEI,

MREEERHFSQLIFBAEEIIDSLEE, BALINEER— MEIFANEE,
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EHARRE
e Kibana (%)
- EFKibana, fEDevTools?EiEk&IXE_opendistro/_sqlURI, BILAEREIE
KESEEIBEKRIEN .
GET _opendistro/_sql?sql=select * from my-index limit 50
POST _opendistro/_sql
{
"query": "SELECT * FROM my-index LIMIT 50"
}
- BUABRT, EifREISON, BaILUEECSVIETUREIEWE, 1EECSVES
et formatSEHITUI TR E
POST _opendistro/_sql?format=csv
{
"query": "SELECT * FROM my-index LIMIT 50"
CSVRETUIRBIEWERS, BITN—IXE, BIINN—1FE.
e curlép$
BRI LAEECSHEMcurldn<, SRITIZSQUR(E,
curl -XPOST https://localhost:9200/_opendistro/_sql -u username:password -k -d '{"query": "SELECT *
FROM kibana_sample_data_flights LIMIT 10"}' -H 'Content-Type: application/json’
SXIHRIE

XIFRISQLERTE
MREREFRE.

EIEEE. &Y. RERE. IncludefExclude. EFRERE. &EFjoin

e =HHstatements

2% 7-33 /= HH statements

Statem
ent

Example

Select

SELECT * FROM my-index

Delete

DELETE FROM my-index WHERE _id=1

Where

SELECT * FROM my-index WHERE ['field']="value'

Order
by

SELECT * FROM my-index ORDER BY _id asc

Group
by

SELECT * FROM my-index GROUP BY range(age, 20,30,39)

Limit

SELECT * FROM my-index LIMIT 50 (default is 200)

Union

SELECT * FROM my-index1 UNION SELECT * FROM my-index2

Minus

SELECT * FROM my-index1 MINUS SELECT * FROM my-index2

AR

S5FHaEezEia—, ABLUNIONFIMINUSIE SRR ER R R EkE =R,

N#5hRZA 01 (2024-10-30)
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o ZX{HConditions

% 7-34 %14 Conditions

Conditi
on

Example

Like

SELECT * FROM my-index WHERE name LIKE 'j%'

And

SELECT * FROM my-index WHERE name LIKE 'j%' AND age > 21

Or

SELECT * FROM my-index WHERE name LIKE 'j%' OR age > 21

Count
distinct

SELECT count(distinct age) FROM my-index

In

SELECT * FROM my-index WHERE name IN ('alejandro’, 'carolina')

Not

SELECT * FROM my-index WHERE name NOT IN (‘jane'")

Betwee
n

SELECT * FROM my-index WHERE age BETWEEN 20 AND 30

Aliases

SELECT avg(age) AS Average_Age FROM my-index

Date

SELECT * FROM my-index WHERE birthday='1990-11-15'

Null

SELECT * FROM my-index WHERE name IS NULL

o EREBRREAggregation

& 7-35 BERE Aggregation

Aggre
gation

Example

avg()

SELECT avg(age) FROM my-index

count(

)

SELECT count(age) FROM my-index

max()

SELECT max(age) AS Highest_Age FROM my-index

min()

SELECT min(age) AS Lowest_Age FROM my-index

sum()

SELECT sum(age) AS Age_Sum FROM my-index

o IncludeFlExclude=Eg

N#5hRZA 01 (2024-10-30)
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2& 7-36 Include #0 Exclude

Patter | Example
n

includ | SELECT include('a*'), exclude('age') FROM my-index
e()

exclud | SELECT exclude(*name') FROM my-index
e()

e  PRHFunctions

2% 7-37 /E Functions

Functi | Example
on

floor SELECT floor(number) AS Rounded_Down FROM my-index

trim SELECT trim(name) FROM my-index

log SELECT log(number) FROM my-index

log10 | SELECT log10(number) FROM my-index

substri | SELECT substring(name, 2,5) FROM my-index
ng

round | SELECT round(number) FROM my-index

sqrt SELECT sgrt(number) FROM my-index

concat | SELECT concat_ws(' ', age, height) AS combined FROM my-index
WS

/ SELECT number / 100 FROM my-index

% SELECT number % 100 FROM my-index

date_f | SELECT date_format(date, 'Y') FROM my-index
ormat

(1 #5888
IRIE SRS BT S Ffielddata A BE{E A S M= B R R BUE = TIE.
o EEIRE{Floins
R 7-38 1EER(E Joins

Join Example

Inner SELECT s.firstname, s.lastname, s.gender, sc.name FROM student s
join JOIN school sc ON sc.name = s.school_name WHERE s.age > 20

HSRRZS 01 (2024-10-30) WRINERE © ARITERARBIRAE 90
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ERBHRAE Joins

JDBC IRzh

Join Example

Left SELECT s.firstname, s.lastname, s.gender, sc.name FROM student s
outer | LEFT JOIN school sc ON sc.name = s.school_name
join

Cross | SELECT s.firstname, s.lastname, s.gender, sc.name FROM student s
join CROSS JOIN school sc

BXARFRSH, SEEREE(Floins,
E~Show
BrshowiEES RS {EXLEAIZRS [FOMRET . AT LAER k% E B ECRT -

2% 7-39 E7~ show

Show | Example

Show SHOW TABLES LIKE logs-*
tables
like

Open Distro for Elasticsearch SQL3Z#Finner joins, left outer joins,#cross joins,

JOINEBIFZ4IR:

TREENMARIT S

BN ERS ERRIE (fliNpeople p) o

FONFaH, BHRBEERANDEM

AEWHEREEAH, FERBEESIMRIIMESE—E, HlI, UTETEI:

WHERE (a.typel > 3 OR a.typel < 0) AND (b.type2 > 4 OR b.type2 < -1)

ATRRBARL:

WHERE (a.type1 > 3 OR b.type2 < 0) AND (a.typel > 4 OR b.type2 < -1)
18 ABE(EFAGROUP BYE{ORDER BYRIX5ER
LIMITAIOFFSETASZIF—c(ER ( AIZ0LIMIT 25 OFFSET 25)

Java#iEZFiERE (JDBC) IRFNIER SBIFZ4EOpen Distro for Elasticsearch 519

=

€ (Bl) NFEREREERL -

BXTHMERIARERIESR, 1B2HGItHUbBEE,

7.8 Kibana oJ#il{t S
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7.8.1 Kibana {EF3IRES
KibanafE B LA TIREH:
KibanadrAJLABEX FBF&A. AR, HRE%,
7.8.2 &R Kibana
BIiRSR4
B 6IZRCSSEES,
RMET R

BEEHRIHEENER
EXRTERERSEERHE.

£ SRS TEREEESRNERE, BF “IRE7 FPaY “Kibana” HA
KibanaZERzFEMH-

- IFREEICRVER: BEEHAKibanal#FRE

- Z2EER: FTECERTNEBABRSME], 28 “Log In” HA
Kibanatl®{ERE . FIFPEEIAadmin, ZFEACIREEISENEERS
3,

3. EBFRMINGE, AEKibanaREMEITHEXIE(ESTElasticsearchEEE,

7.8.3 Kibana 2~PJij5 o) EEE¥

HWLLERNERE, IERRSEREKbanaFFBAMIAGE, BERKE, XNE
BB SIRIE— 1 KibanaaAMipaitbiil, B3 XM AT LATE 2R _E G EEEEFAY
Kibana,

N —

SWFLZeENERERIN, SIFECIZEIHRECEKibanaAMIGE, BB ZIFZEE
NEE S E R 2 B EKibana A MikE
(MARIY:
o 6.54K% 27 EhRAAIElasticsearchERETISHE “Z2iER”
o TEIZ4FME EEZ AT (BD20208E6 551 ) BIZEHIElasticsearchZ £AETCHILERE, RSIFILIN

e,
e KibanaAMISAECERIAZRKMELBNEZ 28N . BRARERE, ARBMIHEEE

ELETERR, BT EFAERKERE, TRsBllEENRESIPIINAEEHEKibanaly
5, XREABFKERMARZER, N9 ES.

BUEEEEEEINECE Kibana AT
BREERRSSERA.
PEA LA “CIRERT , MACIRERTE.

FolEsERimmE, AR ‘R2E” .
‘BREE” EE “BEX 5, FFEKibanaAMipiE, EEHEXSH

Hw N =
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Z= 7-40 Kibana A Mifa12 0588

24 il
™ B IREAMIGERHE .

BYESEE: 1-100,
By Mbit/s.
IS WRFAHEEFIFFX, NRIFETIPEE AMIPIGaERE

Kibana., SNRFBIHFEIEFIFFRX, WRAIFBARESIERFPAY
IPIEIZ 2 PiIa)EER¥Kibana .

SE1=d IRESSIFIAIARYIPHENIERER , FPIEIREIGESRIT. (X5
FI7F “ipiEEsIAR” A EERE.
eGPy =[=F=1-2 8

SERFQIEERINfGE, BREEREN, HEAEHENMSERE, & “KibanaMijs
18)” T, AJlAEFEkibanaxMipaitit.

EBEEHS Kibana 2Riz(a]

FEILXBEE RN L 2B ERIIKibana”MIBITHTHE. X, BX. BEE
#B1F.
ERTERRSEEEFE

2. FENSETNHE, PEEEREKbanaAMibIOIERESHIR, HNEREAEZE
WA,

3. &EFE “KibanaAMifE” , 7 “KibanaAMijia” AMIEZFHRX, FJFFKibana
MiAIElIhEE o

4. TEFEKibanaAMIGIORE, BEEXSE.

& 7-41 Kibana 2AMiGa12%0i5%EH

= yizl:lz
ZEAMIBOIES .
EYESEE: 1-100,
BA{T: Mbit/s,

I pa s S WNRXABIEEFIFFR, NRIFEIPEIT AW IPi5ia)sERE
Kibana, dNRFBHEEFIFFRXR, NWRAIFAREHIZFRFH
IPIEIT A M| Piza)E&ER$Kibana,

\

Bl
i

H&8 IRESVFIAIARYIPHENTERER , PIEIREIGESRIT. (X5
177 “iplaiEdIAR” A RERE.
EYFTRERE.

5 EESE, BE “BE” .
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{E4 Kibana 2~Mi/ia)
Y ELRELE T KibanaXMiIAaIAYERE, mERRSIFHEN TR . BXupEEsIFIX
FKibana AR5 o
EXR-ERRSEEIRTE,

2. (EHEERNE, PEREEIKibanaMiBEIRIEREEZIR, ENEHEEREE
H-.

3. IEEE “Kibanaa®izial” , {EKibanaaRisIEl .
- BHw=

BE “HET SHAN B, £ “EMKibanaxMipEHE" EE
MEEAN, E5ERE, BE “HBE” .

- EXunaEE

BE “niEEdIFR” ARy ‘27 , £ “IBikKibana ARi5IEEE]” I
HIRE “HiEHEEIFX" FsE ‘8287 , BXEaE, 8F “wmE .

- XMHKibanaaMifla)
£ “KibanaaMipia” GMIEEFX, HIAXFKibanaARMiISEIINEE.

Btk IP 3518 Kibana

Kibana AMIBEECETRE, BEIREB— 1 KibanaxMifateilt, FAFPRLAEILLIP
b aIEER¥AYKibana,

ERTERRSEEEFE

2. EEMSIERNE, PHEBREKbanaAMIBEIERSZIR, HAEREANEE
WH-.

3. iEEE “Kibanaa®izial” , $KEXKkibanalMi5iaitiit
Bidizdtt, gtelLAEAM _ EmEiGE=iEEIRS EEFAYKIbana,

7.8.4 {5FH Kibana S22 A FHIS
BUIRSRY

SEREE

& 7-42 kibana €2 B0

28 fEA

Permission B, BlanelEzs| (flghindices:admin/create ) o

Action group | —£AIR. fIEN, FREMHISEARCHIR(ELRIZIN A ERI_searchl]

12REH _msearchAPI,
Role A& BEEMINIRSHREAAS, SIEXIERE, Rol, XEIFER
AUIRIERR -
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28 A
Backend role | (HJi ) REENEIRAIEMINBEE (FIGNLDAP / Active
BinfEe Directory )

User FAF FBFP AT LATalElasticsearch &R & HiREIEK . BRPEBREIE (41
an f;HF'%ﬂ]’E‘EE ) « ENHENRIRAEURSIESIEEN
Bt

Role mapping | BPERINI#ITEMNIGIIESIBEAE . ARlS, MESHAEmR
Ayt SEIBF (HEHBE) . B8N, kibana_user () Fljdoe

( AR ) BIiETERREJohn DoefEsk{Skibana_userBpIEIE 5K
BTHRENR. E#E, all_access (A ) Fladmin (FiRAEE ) B9
et =EREES GinEEadmin ( RELDAP / Active Directoryfk
5222 ) BT B ERE T all_accessBR TSR ERIR . 1&
FLUSE N AEMSRIFSAPM/sSERAE .

BELR

(AN
o FEARRAZEKIbanaREBESR, KETLL7.6.2kRAIH,
e KibanadALABEXHRFR. AR, HP8E,

. BREHERRSIETE.

2. TEERISIRR, EIEWNERE, REERETIR “Kibana”
MAEERWKFZFNZEBEZRKibana,
- KPP admin (BUABIERIKFE )
- R IELTeEHIERRT, RENSIERZE,

7-15 BRTMHE

K Open Distro
o fOr Elasticsearch

Please login to Kibana

If you have forgotten your username or
passwaord, please ask your system
administrator

Login
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3. EFRMINGE, fEKibanalRERME, &FE “Security” , HAIIRRH,

7-16 i\ Security R

K Security
S Open Distro

® o forElasticsearch
t: Permissions and Roles
N Y 8B e | &

Role Mappings Roles Action Groups Tenants
@

Authentication Backends

=
N A
a

Internal User
© Database

System
®
=/
Aumeml_cauon & Purge Cache
Authorisation
4. IEARF.
a. %&IF “Authentication Backends” > “Internal Users Database” , A6l
ERFRE,

7-17 O (1)

2 Open Distro
N for Elasticsearch

Permissions and Roles

Y8 & &

Role Mappings Roles Action Groups Tenants

Authentication Backends

a

Internal User
Database

System

® C

Authentication &

o Purge Cache
Authorisation

b. 7E “Internal Users Database” T, 1%i% n , BNFINBFEER
Ho
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7-18 SN (2)

@ Internal Users Database

Search... < Back

Username T Open Distro Security Roles Backend Roles

admin

areserved admin m
&Current user
kibanaserver )
(| = [N
Qreserved L—J
tes &)

c. TERIERFIE, WA “Username” #1 “Password” , B “Submit” ,
CUEERLINSE, AILAESIRFPERIFEIZENAR.

5. BRFRIEING, FECIEAGXRE, RENR.
a. 1E “Security” Fhi%iE “Roles” , #AOpen Distro Security RolesTaiH .

7-19 inAe

e Open Distro
H for Elasticsearch

Permissions and Roles

Y8 & || =

Role Mappings Roles Action Groups Tenants

Authentication Backends

A

Internal User
Database

System

® C

Authentication &

) Purge Cache
Authorisation

+
b. #£Open Distro Security RolesTiE, B . NAESUR
i. fEOverviewllEIRERAES.
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7-20 FINFAEETR

Overview Cluster Permissions Index Permissions Tenant Permissions

Role name:

Members

Users:
No mapped users found.

Backend Roles:
No mapped backend roles found.

Hosts:
No mapped hosts found.

Save Role Definition Cancel

£ “Cluster Permissions” TUEIKECSSEEHNIR . RIB S EEIEIFHE
RNAIERR, e ERERAETESHUERRIIAINIR.

fEPermissions: Action GroupsHARJLUS EERHNIR . BIaN, SERFRIEN
[RikiEread, T RNAIEBEFEERES. EHTRFER.

AikShow Advancedfs, ERILUZEPermissions: Single Permissionst?
EFEEEWUIID , B—IPRIGE Findices:data/read, FER{NFEEZS|HIIZEY
S

7-21 Cluster Permissions T3[H]

Overview Cluster Permissions Index Permissions Tenant Permissions

Open Distro Security Role:

Cluster-wide permissions
Permissions: Action Groups [CIShow Advanced

read ~ ‘ \ |

+ Add Action Group
Save Role Definition Cancel

£ “Index Permissions” TRENZEZS TR .
Index patterns: ECEANBERENRIRS|EFR, Hla0, Rs5EREFR
FImy_store,
[MERTY::
ENERS I BRI ARETEEE.

Permissions: Action Groups: RIEEZEFEAINIRIRE . a0, RiER
PRi%EIZESearch,

“Tenant Permissions” WENRERAEIIR, RIBISEERE.

7£Global permissionssa] Ll Ekibana_all_readskibana_all_writet¥
IR, Ri&BERAEAKibanaiZE R,

N#5hRZA 01 (2024-10-30)
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fETenant permissionsfARAJLAE T Ntenant patterns, FHEAFIERY
tenant patternsig &kibana_all_readdkkibana_all_writetlfR

7-22 Tenant Permissions T3]

Overview Cluster Permissions Index Permissions Tenant Permissions

Open Distro Security Role: Rolel

Global permissions

Permissions: €

=]

kibana_all_read

kibana_all_write

Tenant permissions

No tenant permissions configured.

Save Role Definition EeEhI==]

iRE5hfE, BIRTEZIRERNAE.
6. SFHAFEERE.

a. £ “Security” dri%#Z “Role Mappings” , i# ARole MappingsiiH .

Add tenant permissions

7-23 &MY

2 Open Distro
«a® fOrElasticsearch

Permissions and Roles

P& | &

Role Mappings Roles Action Groups Tenants

Authentication Backends

A

Internal User
Database

System

® G

Authentication &

o Purge Cache
Authorisation

b. #ERole Mappingsii, g n , B IIAEIRET,
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7.

7-24 HFMIHBERET

Role:

Users

Backend roles
=+ Add Backend Role

Hosts

Cancel
c. INSERkfE, BE “Submit”
BeESAE, TLAEKibanahi#HTIIFERER .

7.8.5 B%E Kibana A\ Elasticsearch &&f
BiEKibanalfiE =i REZ Elasticsearch&E8E, T BT &4

ARIMEFEZIFIINNIEIE
BigEvpc FECSARSZ#5%Kibana, AttiZ\is{aKibanaBia] .
H373FOSSIRARIKibanaizGiEEE =18 R IRSSHYE asticsearch

KibanaftBXH&%:

ZEERN:

elasticsearch.username: "***"

elasticsearch.password: "***"

elasticsearch.ssl.verificationMode: none

server.ssl.enabled: false

server.rewriteBasePath: false

server.port: 5601

logging.dest: /home/Ruby/log/kibana.log

pid.file: /home/Ruby/run/kibana.pid

server.host: 192.168.XXX.XXX

elasticsearch.hosts: https://10.0.0.xxx:9200
elasticsearch.requestHeadersWhitelist: ["securitytenant","Authorization"]
opendistro_security.multitenancy.enabled: true
opendistro_security.multitenancy.tenants.enable_global: true
opendistro_security.multitenancy.tenants.enable_private: true
opendistro_security.multitenancy.tenants.preferred: ["Private", "Global"]
opendistro_security.multitenancy.enable_filter: false

AR

o LEERTEELRERE(Hopendistro_security_kibana, i¥HiE&%https://github.com/
opendistro-for-elasticsearch/security-kibana-plugin/tags?after=v1.3.0.0,

o TRAVHHIRATZTEFERFIRAFIT—, TEBIIGET _cat/pluginsiRERZIERFZ £ 1H

HRIRRAS
RN

server.port: 5601

logging.dest: /home/Ruby/log/kibana.log
pid.file: /home/Ruby/run/kibana.pid
server.host: 192.168.xxx.Xxx
elasticsearch.hosts: http://10.0.0.xxx:9200
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7.9 SERFIE R
7.9.1 MIENE

7.9.1.1 IZSi#EA

EGiazR. TSR, #EF= FESBKASIEIER, Mg ER SRR
SEFNERARIZE TESRIER . RIERRSZHNAMENRISEICRZSEM T BIAL
BRAR, ETEMNOSHERSIZ, F&tlasticsearchBUEHIH], SN T A=

(EN-IVA N

[RIE

MERENRE LR, EREERIESRIICRTTEEX5. ATRARSEINERAY
e, BEFEMBRRIUATIENE:
o AMREDESE

MUERRINAGEEE, MERROFERMRS |G RESERIHIE LM

ILhe, ERNAMOREEIFAFRS IRTEELXE, MRASNREE I
SRVYRSIEMRRIFBXNCOE, BNEEERITEE.

o [REPITEEHENERE
EERETZFRHRE, SWUEREHTEAMENNE, et —EsiHh
WRBFRIEIES, ARETHIERNMIEEH TN EIIRNT . XN5ERS
EXFEREHHTERITE, TLUAMRSHRETNE,

MENRE— M EENOEHESET, EREMEELR, RRESEAOEEA
AIKAEE (K-Nearest Neighbor, KNN) , {EFRFKNNITEEE X, BERXEE
{LLESE ( Approximate Nearest Neighbor, ANN ) [FJR%,

BAaStEERS IZERTRENIER. BES| (HNSW) | FiREM. IVF-HNSWEE
MEER5|, IFMIC. BiR. &K%, NBESESHMEUETEL, BERNEERYE
%;éi’gﬁﬁﬁi}% g, gegmEStet. SRE. BA. SESESMNATSENE

BENERTIFFESElasticsearchfIFFBREN, BIEDHR. SEIR. BiRIKE. HRIEE.
PRI HIS; FRBERESElasticsearch&ER, BIFERISNIT ECerebro, AJ#{LT
HKibana, SERT¥ERET Hlogstash<; $&ftPython/lava/Go/C++EFZMEFimE
=150

£9RPR !
e {XElasticsearch 7.10. 2883715 CSSIRSZAIMEIN RS 2L,
o MENEHELREENAEFITE, AFEEKRIEBERS|S, BINERIERE ‘K
ERALE” B9 ERE .
o ERHIET A SSHIETRIIAFEIUEEKRT16G, BN EERACSSIREZHEE
EREYE, IREEFBNIBHERIIARZE.
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7.9.1.2 AERRAIVEEY

EERRNERS MESTRISEREIINRNT, FUERSESRSIEE. BIEINRE
KNERFBEX . BIFEEERSIFIHINEINAFRN, JLUERESERIERR
&, ATFRERSINFEARS, CSSHTFRFMEN8CBRIATRIERFFAZER T

SREREE
FREIZEENERS IFrEEINAENNNTRESERAR, HEARIT:
e GRAPHZE3|

mem_needs = (dim x dim_size + neighbros x4) x num + delta
() i B8

EELHEHERSINER, FEEZENEERS MWEFBEImergeFREHIHEINNETHE,
{RFGITEE1.5~2{Zmem_needs.,

o PQEE35|
mem_needs = frag num x frag_size x num + delta
o FALT. IVFES3|

mem needs = dim xdim size X num + delta

= 7-43 2E0HA
B8H 5eBH
dlm ﬁ%gﬁg o
neighbors BT RMEL, EIAER64,
dim_size B—HEEMENFDE, BilfloatZEl, FEAFTH,
num BEisE 3@
delta TOEUREK /N, ZIUEEA LARES .
frag_num SXRBIINLNEDRE, IBRSINEREEIXE, N
HOEHE “dm” RE.
if dim <= 256:
frag_num =dim / 4
elif dim <=512:
frag_num =dim / 8
else :
frag_num = 64
frag_size SXRIBITH O RmBAYsize, BRIABT, H “frag_num”
ATF2560F, %EFTF2.

EF LAt &5i%, UIihE=ERER5IFFREINAFRIRN . EERERNERT,
EEZEREN T RAERETHE,

?ﬁﬁ’ﬂﬁlﬁﬁﬁ:‘ﬁﬂ%ﬂ%: B ORERFERNATIEREFN—, BRXFE
1931GB,
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fUEn, EFSIFTIOMEURESIZRGRAPHZS|, H “dim” J3 “128” , “dim_size”
“4” , “neighbors” RRIFNAME “64” , “num” Jg “10005" , HEEMAA LA
ASEIGRAPHERS IFRFEHEINAF RN :

mem_needs = (128 x4 + 64 x4) x 10000000 =~ 7.5GB

ERSESEIERFAIFHE, B4 “8U 16G” MBAWIRTLIBE Zm=AIFE K. R
SR RIEBE LB ASRERIER, WEBRERHBTERIIAFNE.

7.9.1.3 glE@=E35|

AR
o ERSTRBNRNERNGCHEROE, EHYRRT.62807.10 2054,
o RELNEESSENERRERNENSRIRE.

BIEMERS]
BRAERRSSERA.

2. E “£HE1E MmE, SEEEGHOSKNERENERE, BEHIRES “Kibana”
EZRKibanaRH .,

3. BFAMSHAZRY “Dev Tools” , HITHIFar<$eIZEEZRES,

BIEE— B “my_index” PIRE|, ZRSIBE—NER “my_vector” ByE=E
FRAI—1ER “my_label” BIXAFE. B, BEFREZETGRAPHER
5], FHERARKEBREABEUEES.
PUT my_index
{
"settings": {
"index": {
"vector": true
}
L
"mappings": {
"properties": {
"my_vector": {
"type": "vector",
"dimension": 2,
"indexing": true,
"algorithm": "GRAPH",
"metric": "euclidean"

by
"my_label": {
}

}

}
}

& 7-44 QRS S H0RA

E it e 15488
Index settings | vector HEEFEHAQERS|INNEN, EBREZEN
S true,

M #%hRA 01 (2024-10-30) AR © AR BRABIRAS 103



“IEEARSS(CSS)
FFisr

7 Elasticsearch

S

£

15388

Field
mappings&

type

FERR, “vector” FRZFERAMDEFER.

dimension

LEHIEHE,
ENMENT68, FAZIFEN,
EVESEE: [1, 4096],

indexing

EAHRERERS|INE.

Ipric =

o false: FRXAMERSIINE, MIEEIENX
B docvalues, R37#FERScriptScorel AR
Rescoreit{TaE&EI

o true: RRFABMEERSINR, RFGEIE
IMIEERS|, E5|IEIER" "algorithm"=F
BEE, BAHUREALAUER VectorQueryi#
7E1,

ZXINME: false,

algorithm

R3|IEE. NZ “indexing” 3 “true” B¥4E
o
AJik(E:

e FLAT: EHitE, BirREMRRFIFFEEE
HITIEEIE, kA XtEEX, BE=E
100%, EARTFEEIERERERKRSS

o

e GRAPH: EIR5|, RERREMMAIHNSWE
%, TENREMEEIIBEIEREER
B&shardpEHERET AN ARRIZS.

e GRAPH_PQ: EHNSWELASPQEIAHITT
£E, BEPQRRFRIGQSAFETTE, 88
FBEHNSWIRASTIZE HZAMERIERIFS

e IVF_GRAPH: EiXIEIVFSHNSWES, X2
EFTEHTHD, F—IBEHROOELE
T—NFEE, RAHIRFHERER, BT
SHERMNIERBERS, EETHIES
£ HZUA EERS e R R E R B =117
=
=20

e IVF_GRAPH_PQ: PQELX5SIVF-HNSWHIL,
&, PQAILIBEEEIEIFESHNSWESHI
IVFES, H—SREARFNSEHRERS
Frd, ERFshard XS EEHZRFILL
T AR REERE SIS

ZXIA{E: GRAPH.,

188
LjEIRIVF_GRAPHEZIVF_GRAPH_PQZ3 Y, BE
FIMHITTREER RO SRS RS SE, BiAR
HESE (it ) MEESEMm.
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2Ry 2% inl:z]

%7-45 LEAmEXRS|IER (B “indexing” 73
“true” B1) , ATHKEESHEIEEUNRE
HEE, CSSIRMH T S5mER511BXAInNESH
&,

metric HEREZEEENESEAFR .

BJI%(E:

e euclidean: Krz(IEES .

e inner_product: WFRIEE,

e cosine: H:IXIEE,

e hamming: NBEIEE, (IFHRE
"dim_type"J9"binary"FH{EH .
ZXIME: euclidean,

dim_type | QIEHEERIZEE,
BIE(E: binary. float (EAIA) o

= 7-45 nliSH0R
St 2 15iBH

GRAPHZE | neighbors EZR5 |81 aERIBEE, EIAEN64,
R5|EE BEURAETEENS. RolWX, DBRE
s R EENSIRELESTIE,

EMESBRE: [10, 255].

shrink FEEhnsWATAIRID R EL, EOAE1.0f,
EYESERE: (0.1,10),

scaling faiZhnswhY_EBET SmERIGERLLEl, BAOA
{850,

BUESEE: (0, 128],

efc FEhNsWRTEZRBET RAIBATIR DN, EOA
15?9200, BHEABEYRS, HEREEST
BY&ESEE: (0, 100000],

max_scan_num HiET = ER, EOAEF 10000, BEHARE
Eus, R3IRETIE.

BYESEEl: (0, 1000000],

PQEZ 5| | centroid_num BRIREPOREHE, BMEN255,
FESH EVESBE: (0, 65535],
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fragment_num %, BAMERO, IEFBMMRRERERER
BEAEMERE.
BYESERE: [0, 4096],
SENQEHIE
T THS, SALREHIE. @ “my_index” E3|hBENCIEHIEN, EE2I5EM
EFRARIIOSEEE.
MSHBHMAER NESDIBAYNFE R ELE4ERT :
POST my_index/_doc
{
"my_vector": [7.0, 2.0]
[EFEMAEN A NRF T FiRiSHYBase64F T EERT :
AEATEHOE, yNEEERS. HEBRKRSH, FHBase64dmiBtEiE
H. BBTEINISY.
POST my_index/_doc
"my_vector": "AACAPWAAAEA="
}
HENAHUEEIERT, 2INERBUlkIRIE:
POST my_index/_bulk
{"index": {}}
{"my_vector": [71.0, 2.0], "my_label": "red"}
{"index": {}}
{"my_vector": /2.0, 2.0], "my_label": "green"}
{"index": {}}
{"my_vector": /2.0, 3.0], "my_label": "red"}
EHSRAiCE

ABELSAMEDST, ATRSHESAMEE, ENIERSIArefresh_interval
SHIREN-1, BIXABHRIFZERSI.

ISR EInumber_of_replicasiZE N0, HELHIBESATHE, BIRENE
E19E,

HittSRINGERISEECEIRAA:

& 7-46 £ ACESH
S jizl:lz

native.cache.circuit_ | EEFBEINNFIEET .
breaker.enabled BRINME: true,

native.cache.circuit_ | [EZ5|HINFFEH LR

breaker.cpu.limit | eioem128GBATZATHI S EIERTEANI31GB, BRiA
SN TRE R LEBR AT (128 - 31) * 45% = 43.65GB, HESH
R E RSB ES 2 A B N IERT

PRINME: 45%,
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2l 15BH
native.cache.expire. | EEHBEFBINIRE . FEAT, MNRELEFIKAT
enabled ERBEIBIIITIESHER

EESBE: true. false,
ZXINE: false,

native.cache.expire.
time

FBATATR .
ZHAE: 24h,

native.vector.index_
threads

B REZRS IFAERRIZIES, B shard R (ERAZ
MIREIE, ZERNAERETK, BR-EISH

MR LHEIRR.
BINME: 4.

7.9.1.4 @E&EiF

EEE

HItIETaERIINEEFER, BETIREDEEIE L, MAEEGSBAIRO]
FrEsiEh SEAnE&asize (topk ) £EIE.

POST my_index/_search

"size":2,
"_source": false,
"query": {
"vector": {
"my_vector": {
"vector": [1, 1],
"topk":2
}
}
}
}

x 7-47 FRESIERNSHIR

¥ 15%AH

vector (—1) | FRiZEIAZEE SVectorQuery,
BT EETANREFREMR.

E?\EEEEESEW{E, S EEAR LUK Base644R LAY
TPANS

my_vector

vector (82Z1")

topk topkI BB E Ssizel®iF—H.
%7-48 B EAEARRSINEISH, LR ESESHE S

EgEE.
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% 7-48 TiENE DS EIRAE
28 F2H 158
GRAPHZE | ef BRI ERPET AT, ERAEITE
?ﬁﬁl@ﬂ% EHs, SREESTIE. BMAEN200,
£ EUESER: (0, 100000].
max_scan_num AT LR, BYXEEYS, BRREDT
2, BKIAEJ910000,
BYESSE: (0, 1000000]
IVFZEZ5]| | nprobe BEERFOSNHE .. BEEERS, 819
BESH EETIE, BMAMEN100,
EVESEE: (0, 100000]
E=h=y=g:)

BMERRXFESEMESFERAGHITESEN, LHREN. FETRES.

LUTRMRAINERSER: B5Eftop1 0F5ERNRERRRIEAIER, filterfFAid
RSB REBmy_label=FERA “red” RIER.

o H/REIIRAI
POST my_index/_search

"size": 10,
"query": {
"bool": {
"must": {
"vector": {
"my_vector": {
"vector": [1, 2],
"topk": 10
}
}
b
"filter": {
"term": { "my_label": "red" }
}
}
}
}

o EEIIERA
GET my_index/_search

"size": 10,
"query": {
"vector": {
"my_vector": {
"vector": [1, 2],
"topk": 10
}
}
h?
"post_filter": {
"term™: { "my_label": "red" }
}
}
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ScriptScore &ifj
BANASHIEG, X mExERalLUERScriptScorei{TRIESFEf, TEEXENT
i,

BIEITERMAI LA ESEA, script_scoref st Rl BT ISHVE R TIRBH , TEM
SRUEFHHEFRE], HEEAAISEEEEATRIETIEEESERERR), H
BIBITIEE A "match_all'RY, BN FLBEIKE.

POST my_index/_search
{
""size":2,
"query": {
"script_score": {
"query": {
"match_all": {3
1
"script": {
"source": "vector_score",
"lang": "vector",
"params": {

"vector": [1.0, 2.0],
"metric": "euclidean"

2 7-49 script_score 21505

2 1548

source scriptil AR, (FREREREIT oI AEEE
"vector_score",

lang scriptiBi&iR, (FREE[E"vector",

field LAEFERAMR,

vector BHmEEE,

metric EBEHI, Bi%(EA: euclidean. inner_product.
cosine. hamming,
ZXAME: euclidean,

BiISENR

S{EFIGRAPH_PQZ 5|5k EIVF_GRAPH_PQZE5|iY, HifEREREPQITEAIIEXIFR
IEEHITHEIR . CSSXZiFRescorelIS NI EIAERFITEIIOHEHE, BABMOER,

BRigmy_index2PQEEIAYZES|, RescorermfFIaNT:

GET my_index/_search
{
"size": 10,
"query": {
"vector": {
"my_vector": {
"vector": [1.0, 2.0],
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"topk": 100
}
}
h
"rescore": {
"window_size": 100,
"vector_rescore": {
"field": "my_vector",
"vector": [1.0, 2.0],
"metric": "euclidean"
}
}
}

2 7-50 Rescore Z#§i5 05

2% 1588

window_size mERRGESIREtopkRER, (XA EIwindow_sizesk4s
SAEHE,

field BEFEREFR.

vector BiRaEHIE.

metric EE2AR, AlEEA: euclidean. inner_product.
cosine. hamming,
Z0AE: euclidean,

Painless 5% B2 ¥

CSSH FRSLHl T SMRSEBITEREY, IEBENXpainlessfiiAREZER, ABLA
HMERENET DRI,

AN
POST my_index/_search

"size": 10,
"query": {
"script_score": {
"query": {
"match_all": {}
}

"script": {
"source": "1 / (1 + euclidean(params.vector, doc[params.field]))",
"params": {

"field": "my_vector",

"vector": [1, 2]

CSSHRIS IFAIE B I & BN TR :
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RS Lol
euclidean(Float([], ERUEE B BRES o
DocValues)

cosine(Float[],

RIXTBUE R

DocValues)
innerproduct(Float[], RFRERE] .
DocValues)

hamming(String,
DocValues)

IXBBIEESEREL . R4F dim_type"J9"binary"HEIE=F
EZ, MANEEREEE HBasebdRIBZFEE -

7.9.1.5 @=AEEAMEEERML
BRI

o XIFREIR, FHIESATHREBAREIA, mHOBIAEGENFTHE.

o FE “refresh_interval” J9120sakEE K, BEBINERIFES|ERKE/NE
segments, [EATE>mergemkRBIMEERS MO

o JEYIAKX “native.vectorindex_threads” Y& (BAIAS4 ) , EIIMEES|HEER

PUT _cluster/settings
{

"persistent": {

"native.vector.index_threads": 8

}
}

EiEREiiiL

J Eikb%@)\ﬁ%‘lt, KBS A\SR/E, HiTforcemergelREREBRURHEITY

=K,

POST index_name/_forcemerge?max_num_segments=1

o WIRMOERSIFAFEIINFED TIEkL, SRR INEFEERSEH RS
ROt , SHEETR, @A AGHEIESE.

PUT _cluster/settings
{

"persistent": {

"native.cache.circuit_breaker.cpu.limit": "75%"

}
}

o  WNRinZE|iKATIEIRE K FIREIZERFAItook(H, HAEERfetchfTERFFHEK,
AEIgAECE “ source” MR A N, M {KfetchFFEE o

PUT my_index
{
"settings": {
"index": {
"vector": "true"
i

h?
"mappings": {
" _source": {

b

"excludes": ["my_vector"]

"'index.soft_deletes.enabled": false

N#5hRZA 01 (2024-10-30)
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"properties": {
"my_vector": {

"dimension": 128,
"indexing": true,
"algorithm": "GRAPH",
"metric": "euclidean"
}
}
}
}

7.9.1.6 (Hik) FHBS

FRERERSIAS, FEFER “IVF_GRAPH” F “IVF_GRAPH_PQ” RIZR5|EIER
FEMRO R B BRI TIEZEEM .

HEESES|1IMEEES, IVF_GRAPHFNIVF_GRAPH_PQIERF#HBANIEIZE . iXFH
BEXFEBEINFFENNEIRENEITEE, FTEIRDEERARENEMENR
HRAR . EEEZE, EEEIRENEMYEESRRENFLE[RE.,

HERERFPOREENTEZE, BSENFORESHTIEEFEM, LASCIE

R [a SR GRAPHEE GRAPH_PQZ5|, [EIATEMEICSSEREA, STWMESD

TaEaHFW RS |3, i EZRS|#Eshard/@E RSB RUR/MIEGRIFHE. s
K5 |TARE, BABSALUEEENMEE,

BREL R
. EEREEREOSENERNER, 2HIR(FY “Kibana” , ERKibanaR M.
2. BFEAMSHFERY “Dev Tools” , HNRIERME.
3. Bl EESIE,
- BIEMIRS|ISEAmy_dict, FEIZZE5|AInumber_of_shardsEuws g &9
1, BUTEFEM .
- HEE(FEMAIVF_GRAPHZESIRY, FlmZE5|a%algorithmiZEIGRAPH.,

- HFE(ERAIVF_GRAPH_PQZERSIRY, Hibm=E5|AYalgorithmigE N
GRAPH_PQ.

PUT my_dict
{
"settings": {
"index": {
"vector": true
}

"number_of_shards": 1,
"number_of_replicas": 0
I
"mappings": {
"properties": {
"my_vector": {
"type": "vector",
"dimension": 2,
"indexing": true,
"algorithm": "GRAPH",
"metric": "euclidean"
}
}
}
}
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4. BAROROEHE.

%2%«%)\@%&?&1%%&&%5%%’%@]8’9EPIL‘»FEFD]%E A LRI my_dictZ&5]

5. EREMEO.
B EiAGIZERImy_dictRSIEMEELBHE—FRREFR ( dict_name ) AIDictid
R,

PUT _vector/register/my_dict
{
"dict_name": "my_dict"

}
6. EClIEIVF_GRAPHI}IVF_GRAPH_PQZS5],

FECIFEIVF_GRAPHIZEIVF_GRAPH_PQZR5 (Y, ABFEEIEEdimensionlAKk
metrici58, REIEEZEHFMIFHIdictZFRENAT
PUT my_index
{
"settings": {
"index": {
"vector": true
}
I
"mappings": {
"properties": {
"my_vector": {
"type": "vector",
"indexing": true,
"algorithm": "IVF_GRAPH",
"dict_name": "my_dict",
"offload_ivf": false
}
}
}
}

2= 7-51 Field mappings &#{

2% 5B

dict_name EERBAIPORRSIBIR, ZR5|FRIIREHEN
EE2HBEdIdRIFRE—H, FBHEETINEE.

offload_ivf YREZRS ISLIRYIVFEIHER 5 | ENZLFIESIRSEEL, AJLUR,

DESMNIERIER, USRI BN/EFRIEREHE, 8
EEINMEERE—ERK . FEEIAERIE,
EUESBEl: true. false,

ZRINE: false,

7.9.1.7 EIBQEXS|EF

CSSHYRIEIRERS |EERC+HSLH, ERNEMINATE, ZhHRE TEOXMBESRSI
EEFHITER.

o EBEEZEFHIHER
GET /_vector/stats
FEOSEREIF, [@MER5|5L0uceneBhERIZRS|—#, §—segmenttlis
HEE—HRS U, EEGN, 2R IGSWINERIEINAEF . iEHHER
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FEENBIXIXLEINNFHITER . LRAPIREEEIGLRIINNEFERE. EF

UREL. IIEREFER .
o FINF@ERSI

PUT /_vector/warmup/{index_name}

{EA_ bR OIS IEEIndex_namel[@E 5 FINEEHINAFHEIRIER

o FREF

PUT /_vector/clear/cache
PUT /_vector/clear/cache/index_name

HEERARERSINY, EEISISRFIEIANFERE. SERSIANBHEFK

INREBIRS, BEEERSIMAYRIAIRL, WIPHSS
FAPIEEISS A BERNRSIEFRT, RIEAEIERSIREIMNEE.

7.9.1.8 MEREENEFinfCIEaGl

Elasticsearchi2gfft 7 ¥R EERIRESTHZO, LAMJava. Python. GoFESHREMNZEFifm.

(AN

EFFHREHIEESIFTIM ( http://corpus-texmex.irisa.fr/ ) #1Python Elasticsearch

IMEIRIIERE . BITiERRE

Client, ATRE—MEIZMERS|. SARDELENERREIEIINETG, NE

IIERE iR RERNR.

EFiRBSER%EpythonfkEiE . MNRKRLZIRALUIFITIN L%

pip install numpy
pip install elasticsearch==7.6.0

import numpy as np
import time
import json

from concurrent.futures import ThreadPoolExecutor, wait
from elasticsearch import Elasticsearch
from elasticsearch import helpers

endpoint = 'http://xxx.xxx.xxx.xxx:9200/'

# FgiEesE PiRXIR

es = Elasticsearch(endpoint)

# Z&3|mapping(SE
index_mapping ="
{
"settings": {
"index": {
"vector": "true"
}
I
"mappings": {
"properties": {
"my_vector": {
"type": "vector",
"dimension": 128,
"indexing": true,
"algorithm": "GRAPH",
"metric": "euclidean"
}
}
}
}
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# BIERS|

def create_index(index_name, mapping):
res = es.indices.create(index=index_name, ignore=400, body=mapping)
print(res)

# MipRZES|

def delete_index(index_name):
res = es.indices.delete(index=index_name)
print(res)

# RIFHES|

def refresh_index(index_name):
res = es.indices.refresh(index=index_name)
print(res)

# R5|®RE

def merge_index(index_name, seg_cnt=1):
start = time.time()
es.indices.forcemerge(index=index_name, max_num_segments=seg_cnt, request_timeout=36000)
print(f"#E{time.time() - start}}PPIFERmerge")

# NFEEFE
def load_vectors(file_name):
fv = np.fromfile(file_name, dtype=np.float32)
dim = fv.view(np.int32)[0]
vectors = fv.reshape(-1, 1 + dim)[;, 1:]
return vectors

# INEkground_truth#iE
def load_gts(file_name):
fv = np.fromfile(file_name, dtype=np.int32)
dim = fv.view(np.int32)[0]
gts = fv.reshape(-1, 1 + dim)[:, 1:]
return gts

def partition(ls, size):
return [Is[i:i + size] for i in range(0, len(ls), size)]

# SAE2HE

def write_index(index_name, vec_file):
pool = ThreadPoolExecutor(max_workers=8)
tasks =[]

vectors = load_vectors(vec_file)
bulk_size = 1000
partitions = partition(vectors, bulk_size)

start = time.time()

start_id =0

for vecs in partitions:
tasks.append(pool.submit(write_bulk, index_name, vecs, start_id))
start_id += len(vecs)

wait(tasks)

print(f"#E{time.time() - start}¥*WTHEAN")

def write_bulk(index_name, vecs, start_id):
actions = [
"_index": index_name,
"my_vector": vecs[j].tolist(),
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if _name__ ==

"_id": str(j + start_id)
}
for j in range(len(vecs))
1

helpers.bulk(es, actions, request_timeout=3600)

# B3|

def search_index(index_name, query_file, gt_file, k):

print("Start query! Index name: " + index_name)

queries = load_vectors(query_file)
gt = load_gts(gt_file)

took =0
precision = []
for idx, query in enumerate(queries):
hits = set()
query_json = {
"size": k,
"_source": False,
"query": {
"vector": {
"my_vector": {
"vector": query.tolist(),
"topk": k
}
}
}
}

res = es.search(index=index_name, body=json.dumps(query_json))

for hit in res['hits']['hits']:

hits.add(int(hit['_id']))
precision.append(len(hits.intersection(set(gt[idx, :k]))) / k)
took += res['took']

print("precision: " + str(sum(precision) / len(precision)))
print(f"#£{took / 1000: 2fPATERHIEER, Ft8tookK/Nf{took / len(queries):.2f}=ZFD")

"_main__"
vec_file = r"./data/sift/sift_base.fvecs"
gry_file = r"./data/sift/sift_query.fvecs"

gt_file = r"./data/sift/sift_groundtruth.ivecs"

index = "test"

create_index(index, index_mapping)
write_index(index, vec_file)
merge_index(index)
refresh_index(index)

search_index(index, qry_file, gt_file, 10)

792 FE8NE

7.9.2.1 B=E8E

ERIZ=

SERRSSHFSRAIEFEESSORAZIRERNEIMGRIERE . BHLIEFHEE
OBSHRIMREURRIFIERA, ZAFENEEL BT,

MTFEBEMRESENIFENGSR, —RIEGHEMNRRXS, MENREETFE
f£SSDHh, MEERIERYIERS, [hEHEABEAN, ERQPSHIRE, XEHEAILUBRA=
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ERIRSIRHAIAPISIFAETESSDRVABUREEERIOBS, XN EEMERITIE R GG R
5|, LR EFEENE.

£9RPR !

7.9.2.2 FREHRT|

pEI=E AN

BFPRR

B#i{Y7.6.2507.10.2kR A Elasticsearch =B IS EHE

BT FESBRMFIHKIROBS, FILUEREREHEETOBSH “HE” M ‘G
5K (QPS) 7 AYEMARE. SBIIIRHIRY, SERFFIENEIOBSEIRAIMEREET
STk, HIIRED FRIEERE. EWHIENEES.

EPITIEREIRER, TEENESIIZEEIEBN . ERERENITE, 2B RS
Ee&E Aread only, SEHMEANHIELE.

ERITIRGSIRMEE:

- RIIZARIE,

- REIMIEBEEETIOBS, EREEY, SHAMNETER

-  REERRS|, EHEREN. REl, BTERSR, HEZNES, i
ES KSR IAYERE

- EFRENRSIAFRF, BATEIRATSIZRS],

- FERAE, SRR E#EEPRRSIENE.

ERTERRSEEEFE

£ SRS U, BESERERSIAVERE, BEIREY “Kibana” , BF
Kibana%R M@=

BHEAMSAHA=RT “Dev Tools” , HANBRIFRE.
WITUI TS, BIEERSIHREEIOBSH .,

POST ${index_name}/_freeze_low_cost

£ 7-52 {5RSHRE

SH=2 pizl:lz]
index_name FEFENRSINEE,
REIZERINT:

{
"freeze_uuid": "pdsRgUtSTymVDWR_HoTGFw"

}
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% 7-53 R[22 H0RHE
e A8

freeze_uuid e FREEREERI— 1 REESE, BRREIRE
{FEHID, [FRIZIDEERSIFEZIHEE.,

(11 588

REIFEEBERTAE, SRELERSINBIREEN, FETED, ERBERAZZIN. TRE

57
5, S8R5 closeBopen, TEXERANEA, ERS|AI&EE, EEFnaeE hlred
IRZE, openfEREHRE,

5. PUTIN T apPIRENALSESHE

GET _freeze_low_cost_progress/${freeze_uuid}
= 7-54 i5kSE0HEA
B3 15488

freeze_uuid SEAESHIID, ZIDH4ASKEEY .

REIERIT:
{

"stage" : "STARTED",

"shards_stats" : {
"INIT" : 0,
"FAILURE" : 0,
"DONE" : 0,
"STARTED" : 3,
"ABORTED" : 0

h?

"indices" : {
"datal": [

"uuid" : "70S-G1-tRke2jHZPlckexg",
"index" : {
"name" : "data1l",
"index_id" : "4b5PHXJITLaS6AurlmfQ9A",
"shard" : 2
I
"start_ms" : 1611972010852,
"end_ms" : -1,
"total_time" : "10.5s",
"total_time_in_millis" : 10505,
"stage" : "STARTED",
"failure" : null,
"size" : {
"total_bytes" : 3211446689,
"finished_bytes" : 2224912609,
"percent" : "6.0%"
Iy
"file" : {
"total_files" : 271,
"finished_files" : 12,
"percent" : "4.0%"
I
"rate_limit" : {
"paused_times" : 1,
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1
"file" : {

"paused_nanos" : 946460970
}

L
{

"uuid" : "70S-G1-tRke2jHZPlckexg",
"index" : {
"name" : "data1l",
"index_id" : "4b5PHXJITLaS6AurlmfQ9A",
"shard" : 0
1
"start_ms" : 1611972010998,
"end_ms" : -1,
"total_time" : "10.3s",
"total_time_in_millis" : 10359,
"stage" : "STARTED",
"failure" : null,
'size" : {
"total_bytes" : 3221418186,
"finished_bytes" : 272347118,
"percent" : "8.0%"
1
"file" : {
"total_files" : 372,
"finished_files" : 16,
"percent" : "4.0%"

1
"rate_limit" : {
"paused_times" : 5,

"paused_nanos" : 8269016764
}

L
{

"uuid" : "70S-G1-tRke2jHZPlckexg",
"index" : {

"name" : "data1l",

"index_id" : "4b5PHXJITLaS6AurimfQ9A",

"shard" : 1
1
"start_ ms" : 1611972011021,
"end_ms" : -1,

"total_time" : "10.3s",
"total_time_in_millis" : 10336,
"stage" : "STARTED",

"failure" : null,

'size" : {

"total_bytes" : 3220787498,

"finished_bytes" : 305789614,
"percent" : "9.0%"

"total_files" : 323,
"finished_files" : 14,
"percent" : "4.0%"

B

"rate_limit" : {

"paused_times" : 3,
"paused_nanos" : 6057933087

7 Elasticsearch
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& 7-55 1R[E|1S#0HA

242

il

stage

HPIATIRES . BUESE:

e INIT: RIBEIEE EEHIEW .
FAILURE: %0,

DONE: Z=Hio

STARTED: ERE#,
ABORTED: EUiE, MMBFE.

shards_stats

RAEZNMNRERIshard ML,

indices B R RORSHESE.
% 7-56 indices JR[El{&Ei5iAE
e e 15388
uuid freezeAJuuid,
index K5|[EEHshard(E8.
start_ms FFoaRTE o
end_ms LEERATIE), MIRISBERUERA-1.
total_time EEERTE .
total_time_in_millis | EEZEITEAEEL
stage Zaushard TAtAYRZS .
failure KMIRE, WNRBEEIBNERAnull,

size.total_bytes

BHFBEFRENHNF T

size.finished_bytes

BETHFAERNF T

size.percent EREHAENFHHEDLL.
file.total_bytes HEZREAUEN
file.finished_bytes EESTRRERSE .

file.percent

ERFTFRERIM TN B .

rate_limit.paused_ti
mes

REPRIESEURE EEAIRE

rate_limit.paused_n
anos

REPRIE SEURLE S AR IEARE

IRESTR YRS | RIEINLA Fsettings, AJ&ER7-57,
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= 7-57 REEZKS| settings

£

1538

index.frozen_low_cost

WRRIZRSINIFREZRS . BEtrue,

index.blocks.write

FREERIRSIZELIEB AN . BB true,

index.store.type

RRIZER S IR9TFiESEEY Hobs . BYEI0bs,

6. RH5|KERE, SREEHRHITER. MITUTHISRBENEFRES . XTEFF

NEEEF.

GET _frozen_stats
GET _frozen_stats/${node_id}

X 7-58 15 RSHURA

242

15AA

node_id

RN RRNEERS, SENFTERNIT R
ido

IREIGERINT:
{

"_nodes" : {
"total" : 3,
"successful" : 3,
"failed" : 0

h?

"cluster_name" : "css-zzz1",
"nodes" : {

"7uwKO38RR0oaON37YsXhCYw" : {
"name" : "css-zzz1-ess-esn-2-1",
"transport_address" : "10.0.0.247:9300",

"host" : "10.0.0.247",
"ip" :"10.0.0.247",
"block_cache" : {
"default" : {
"type" : "memory",

"block_cache_capacity" : 8192,
"block_cache_blocksize" : 8192,

"block_cache_size" : 12,
"block_cache_hit" : 14,
"block_cache_miss" : 0,
"block_cache_eviction" : 0,

"block_cache_store_fail" : 0

}
B
"obs_stats" : {

"list" : {
"obs_list_count" : 17,
"obs_list_ms" : 265,
"obs_list_avg_ms" : 15

b

"get_meta" : {

"obs_get_meta_count" : 79,

"obs_get_meta_ms" : 183,

"obs_get_meta_avg_ms" : 2

}

n

get_obj" : {
"obs_get_obj_count" : 12,
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"obs_get_obj_ms" : 123,
"obs_get_obj_avg_ms" : 10
1
"put_obj" : {
"obs_put_obj_count" : 12,
"obs_put_obj_ms" : 2451,
"obs_put_obj_avg_ms" : 204
1
"obs_op_total" : {
"obs_op_total_ms" : 3022,
"obs_op_total_count" : 120,
"obs_op_avg_ms" : 25
}
by
"reader_cache" : {
"hit_count" : 0,
"miss_count" : 1,
"load_success_count" : 1,
"load_exception_count" : 0,
"total_load_time" : 291194714,
"eviction_count" : 0
}
h
"73EDpEqoQES749uml)gx0zQ" : {
"name" : "css-zzz1-ess-esn-3-1",
"transport_address" : "10.0.0.201:9300",
"host" : "10.0.0.201",

"ip" : "10.0.0.201",
"block_cache" : {
"default" : {

"type" : "memory",
"block_cache_capacity" : 8192,
"block_cache_blocksize" : 8192,
"block_cache_size" : 12,
"block_cache_hit" : 14,
"block_cache_miss" : 0,
"block_cache_eviction" : 0,
"block_cache_store_fail" : 0
}
by
"obs_stats" : {
"list" : {
"obs_list_count" : 17,
"obs_list_ms" : 309,
"obs_list_avg_ms" : 18
1
"get_meta" : {
"obs_get_meta_count" : 79,
"obs_get_meta_ms" : 216,
"obs_get_meta_avg_ms" : 2
1
"get_obj" : {
"obs_get_obj_count" : 12,
"obs_get_obj_ms" : 140,
"obs_get_obj_avg_ms" : 11
1
"put_obj" : {
"obs_put_obj_count" : 12,
"obs_put_obj_ms" : 1081,
"obs_put_obj_avg_ms" : 90
1
"obs_op_total" : {
"obs_op_total_ms" : 1746,
"obs_op_total_count" : 120,
"obs_op_avg_ms": 14

}

reader_cache" : {
"hit_count" : 0,
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"miss_count" : 1,
"load_success_count" : 1,
"load_exception_count" : 0,
"total_load_time" : 367179751,
"eviction_count" : 0

}

"EF8WoLCUQbqgJl1Pkgqo9-OA" : {
"name" : "css-zzz1-ess-esn-1-1",
"transport_address" : "10.0.0.18:9300",
"host" : "10.0.0.18",

"ip" : "10.0.0.18",
"block_cache" : {
"default" : {
"type" : "memory",
"block_cache_capacity" : 8192,
"block_cache_blocksize" : 8192,
"block_cache_size" : 12,
"block_cache_hit" : 14,
"block_cache_miss" : 0,
"block_cache_eviction" : 0,
"block_cache_store_fail" : 0
}
By
"obs_stats" : {
"list" : {
"obs_list_count" : 17,
"obs_list_ms" : 220,
"obs_list_avg_ms" : 12
1
"get_meta" : {
"obs_get_meta_count" : 79,
"obs_get_meta_ms" : 139,
"obs_get_meta_avg_ms" : 1
1
"get_obj" : {

"obs_get_obj_count" : 12,
"obs_get_obj_ms" : 82,
"obs_get_obj_avg_ms" : 6

1

"put_obj" : {
"obs_put_obj_count" : 12,
"obs_put_obj_ms" : 879,
"obs_put_obj_avg_ms" : 73

1
"obs_op_total" : {
"obs_op_total_ms" : 1320,
"obs_op_total_count" : 120,
"obs_op_avg_ms" : 11
}
By
"reader_cache" : {
"hit_count" : 0,
"miss_count" : 1,
"load_success_count" : 1,
"load_exception_count" : 0,
"total_load_time" : 235706838,
"eviction_count" : 0
}
}
}
}

7. PUTHITH<SEEERFIRS.

POST _frozen_stats/reset

REIEERWT:

n

_nodes" : {
"total" : 1,
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"successful" : 1,
"failed" : 0
L
"cluster_name" : "Es-0325-007_01",
"nodes" : {
"mqTdk2YRSPyOSXfesREFSg" : {
"result" : "ok"

}
}
}
(MERT
an S BT HeEa@mAYER, WEEEFRSEERNTES, JLIEHEIRRETN
FEFaSER. BEUVSETMERAZERTIIHSS.
8. AT TSRS R SR FENBERS!.
GET _cat/freeze_indices
REIERNT:

green open data2 ObNtxWDtRbOSkS4)YaUgMQ 30 50 7.9kb 7.9kb
green open data3 oYMLvw31QnyasqUNuyP6RA 3 0 51 0 23.5kb 23.5kb

(REELY::
eSS HINREESFRESH_cat/indices—E .
7.9.2.3 B BERF
BEIREIEMEEIOBS/E, AT RuJaEhYm/DITOBSAYIAIANER, FIRFESHEIRMLARE,
A SEFEDEIRE. F—AEEIEYE, SEEBIAIOBS, ZEBREEIAYEL
BEFEAREFR, BEPOSITRBERSEER . JIEEFISREFEIINU Y.

ESHIEARRIXEHRRELER—HR, BEERGETSRER, DrERAEN
block KINREBEGARBIE, aNxdfdx, tip3f, FERAER)\blockEF, XIfdt3Z
%, ERRPBIAblockERF .

% 7-59 I EFNFBEE

BES St} B8
low_cost.obs.blockcach | Array BERZIIFZRET, PDAREEARRS
e.names R EREIE. WEEYHFEEFNRE,

BEREE, RALESRNE—INEEF, 8F
Adefault, MNREBENEE, BRIEFE—2
FHdefaulthIEE, HitZ=EE,

ZRINE: default,

low_cost.obs.blockcach | ENUM | BfFR9358Y, ZiFmemoryFlfile,
e.<NAME>.type LfEFmemoryEBINETER, & HA—EM
REXN, HEMHfile2BIREFR, S(FH
WEIENERF ., BNFERESIOBINEERA
EiF%aE,

ZANE: memory,
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mRER ESid] 15Ae
low_cost.obs.blockcach | Integer | E7ZE blockBIk/)N, RETELEE, BN2X
e.<NAME> blockshift =3, MNEEH16, ERblockAk/N\F216=

T, Z£F65536=FT, BN64K,
ZRIAME: 13 (BP8K) o

low_cost.obs.blockcach | Integer | BIFHXE.

e.<NAME>.bank.count BRIAE: 1.

low_cost.obs.blockcach | Integer | BNMEFESXFEEAIblockE]

e.<NAME>.number.bloc BRIAME: 8192,

ks.perbank ’

low_cost.obs.blockcach | Array FEFIONHEES . IRRLEEEAER

e. frexcludedlk, tBAEETEincludedlZ, M

<NAME>.exclude file.ty S{FAdefaultEiz,

pes

low_cost.obs.blockcach | Array EENNHERS . NRELEREAEESE

e. <NAME> file.types exclude?zR, BAEEEincludedZE, T&
{$FdefaultE1Z,

AR A—1MRAENNIERFEE, %ZEREFERARRET, S5 25 hdefaultfllarge,
HErhdefault/BF(EAE64KAblock A/, FHHE—1530%4096 block, defaultEZFF
IETFPATAUS AL o largeBAFEA2MIIblock A/, —#£45*1000block,
largefZFATFEF(dx, dvd, tip[RZRAISIE .

low_cost.obs.blockcache.names: ["default”, "large"]
low_cost.obs.blockcache.default.type: file
low_cost.obs.blockcache.default.blockshift: 16
low_cost.obs.blockcache.default.number.blocks.perbank: 4096
low_cost.obs.blockcache.default.bank.count: 30
low_cost.obs.blockcache.default.exclude.file.types: ["fdt"]

low_cost.obs.blockcache.large.type: file
low_cost.obs.blockcache.large.blockshift: 21
low_cost.obs.blockcache.large.number.blocks.perbank: 1000
low_cost.obs.blockcache.large.bank.count: 5
low_cost.obs.blockcache.large.file.types: ["fdx", "dvd", "tip"]

& 7-60 HIWAIRcESH

(== E it kil
index.frozen.obs.max_b | String FREEITFEHRFOBS EENRAIRE , shSHT
ytes_per_sec &, EEZREL.

BAIAME: 150MB.
low_cost.obs.index.upl | String REEITTEP S A NBIS I B B S {EFOBSHY

oad.threshold.use.multi B EE,
part ZHNE: 1GB,
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[ =g

Lz

index.frozen.reader.cac
he.expire.duration.seco
nds

S Hig EERTATIE

RT RV EEENRS | GBNERTE, TSI
shardi3o0fE, readeraEfF—ERAYIE], BAT
IEESEIB

ZAE: 300s,

index.frozen.reader.cac
he.max.size

EEEREFRAE.
ZHAE: 100,

7.9.2.4 ERSEIEIERERT

A3/
B :l:%\

fEKibanafYDiscover TUEMIENAEITRT, AT T MEE, SHAEHIESTE
MOBS_EREY, HipFHXEMERZSH, TEEZEKSAIATEMOBS LIRENIRAY
B ERAR X TTEE . BB X—EnHiEEREFEAN, Ao XSRAEIN
gE, fRARDiscoverNEEAEITERIGK,

HURESRAF

IS5 1E2023F02 B 5 6152197.6.2F07.1 0.2 AR EEBFLAK Opensearch 8%,

ERRBIEAEF API

ERILAERIZAPIE IR SR R FAIE XIS R

(=R Nl

GET /_frozen_stats/local_cache

GET /_frozen_stats/local_cache/{nodeld}

n)zastdl
{

"_nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0

b

"cluster_name" : "elasticsearch",

"nodes" : {
"6by3[Py1R3m55Dcq3liK8Q" : {

"name" : "node-1",

"transport_address" : "127.0.0.1:9300",

"host" : "127.0.0.1",
"ip": "127.0.0.1",
"local_cache" : {

"get_stats" : {
"get_total_count" : 562,
"get_hit_count" : 562,
"get_miss_count" : 0,
"get_total_ns" : 43849200,
"get_avg_ns" : 78023

j?

[N BRI EE T B ERRY SR
/NS R AR S SRR AT EL
/NS SRR T EIRR s P HRE

/NS BRI E BN EIRRY SRS

[N R AR BRI TR
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"load_stats" : {
"load_count" : 2, /1IN EURA B EFHIRE
"load_total_ms" : 29, [/DIES BB AR EFHI ST
"load_avg_ms" : 14, [N S EUEA BB FHI IR
"load_fail_count" : 0, [/ DRES BB AR B IFAI L UREL
"load_overflow_count” : 0 [/DIES BB A B F AT BT B TF AR S
B
"reload_stats" : {
"reload_count" : 0, [/ B RS IR AR BT RYIREL
"reload_total_ms" : 0, /B RS EIR A BRI DA
"reload_avg_ms" : 0, /B ERSEIRA B IO
"reload_fail_count" : 0 [/ RS EIR A TR AR MUK EL
B
"init_stats" : {
"init_count" : 0, [¥IES BB A EFAYRE
"init_total_ms" : 0, /DA EIR A R FR SRS
"init_avg_ms" : 0, [I¥E S E IR A EIF A IIRT
"init_fail_count" : 0 /AR IS B AR B TR RO R UK EL
}
}
}
}
}
=ty
BeEIN (3£ |82 BB |sc | = |1EH
B fz | EE |[op|&
e |d
&
=
4
54
low_cos |In | & |10-5 |no | 2 | PRL, BEBITFAISREIREFIIRA
tlocal_c | te 000 | de 2o (B shardR—MEFTR )
achema | g N iR
x.capaci | er W . BREERE—ERS, TSR
ty 500 (&,
° o EEESHIBAMEFIEXSIHEIRF
load_overflow_countH{E—E L IRIELE
m, #EEKIZE,
indexlo |In [% [0-10 |in |2 | BRASEIEAEFNRE.
w_cost.l | te 0, de 88
ocal.cac | g | | ®IA | x o EdateXTTRIO R NF A, ERSH
Eeﬁjh res | er 1550 EAMEGdate RFE . BIFER.
(o] o

o EHIAIRS|IAIdate K BIF R NIESAIZRSIAY
BABHDEIREE, TENEMLLINEE.
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BcEIN (£ |82 BYE |sc |2 |1EF
B | BE |op | B
e |H
&f)
=
&
54
index.lo | |X |1d-3 |in |2 | SEIBEAKENEANE. BB
w_cost.l | &% 65d | de index.frozen_date (&E5RINAYATIE] ) FI
ocal_cac | & , B[ x Eo
he.evict M 488
_time 30d o ENIEERRENED, T
° index.frozen_date, MIRIEZS|6IZATEH
Eo
o FENIRIEHERSRAEEAMS, TEWE
=],

(EHE 2

e {E¥low_cost.local_cache.max.capacity

PUT _cluster/settings
{

"persistent": {
"low_cost.local_cache.max.capacity":1000

}
}

e {Eindex.low_cost.local_cache.threshold
PUT es_write_pref2-00000000021/_settings
{

"index.low_cost.local_cache.threshold":20

}

o {EMindex.low cost.local cache.evict_time
PUT es_write_pref2-00000000021/_settings
{

"index.low_cost.local_cache.evict_time":"7d"

}

7.9.2.5 li5#s OBS #&{F

AT BB T BRI E D BRI EOBSHRRIE, & Y OBSSEATEENISITHE
iR, FHESEHERICRIRARS|P, HBHESCR THEOBSRIERBR.

BUiRSRY
IS IS 15 1E2023F03 B [ 61i2H97.6.2707.10. 2k ANElasticsearch SEB£ LA K,
Opensearch&E%,

INEEN4A

e GET frozen_stats/obs rate}[]: Z=ifJOBSIR{ERISEANER,

o FIEZEBZS|.freeze obs rate-YYYY.mm.dd: TFHOBSIE{ELAHEZEFIOBSIE
ER9EE, LUET THREE D OBSHYIR{EREEE,

SASRRZS 01 (2024-10-30) WA © EARUERABIRAE 128



= RIRSS (CSS)
HPFPigE 7 Elasticsearch

o IHiZEIElow cost.obs rate index.evict_time : 14| “ freeze obs_rate-

YYYY.mm.dd” E5|RIFMETE,

GET _frozen_stats/obs_rate £
o ItEHN: B5MTE—IR, EiFaISHHAIFIIOBSIERIEIRE,

o iEKRRA:
GET _frozen_stats/obs_rate
GET _frozen_stats/obs_rate/{nodeld}

“{nodeld}” FEEEIFOBSEFFERFAITRID,
o IBAZRA:
{

"_nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0

T

"cluster_name" : "elasticsearch",

"nodes" : {

"dflDveSWTI-fkillT2zE3A" : {
"name" : "node-1",
"transport_address" : "127.0.0.1:9300",
"host" : "127.0.0.1",

"ip": "127.0.0.1",

"update_time" : 1671777600482, /] HRigH{ERYE AT E

"obs_rate" : {
"list_op_rate" : 0.0, // obs listB{ERNESR, BAfI: R/FD.
"get_meta_op_rate" : 0.0, // obs get metat®2{ERUIERSR, BB X/F.
"get_obj_op_rate" : 0.0, // obs geti{FHGESR, BAf: R/FD,
"put_op_rate" : 0.0, // obs putiBEHIERER, EBBf: R/F
"obs_total_op_rate" : 0.0, /] obsETEIRERTIESS, By R/,
"obs_upload_rate" : "0.0 MB/s", // obs LEEIRAVERER, MB/R),
"obs_download_rate" : "0.0 MB/s" /] obs FELEIRAVERER, MB/Hb.

}

}
}
}

RHEERS|

o ZERES|IZIR: “.freeze_obs_rate-YYYY.mm.dd” .
o ~fil: “.freeze obs rate-2023.01.23”

AR
RS IRUARBHAR 930K .

[T =A0
BoEIN £ |sco | 2B | iHA
B |pe |Hz
S
P34
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FBFEr
low_cost.obs_r | Stri [ no | & BAFi#1ZE5]| “ freeze_obs_rate-
ate_index.evic | ng | de YYYY.mm.dd” BY{REEATIE],
t_time e BYEEME: 1d~365d,
o FOIAE: 30d.
o Hfy: X,

B B “ freeze_obs_rate-YYYY.mm.dd” =35 |HYIFEBATIE],
PUT _cluster/settings
{
"persistent": {
"low_cost.obs_rate_index.evict_time": "7d"

}
}

7.9.3 EEH!
7.9.3.1 EEH 2.0

7.9.3.1.1 =28

HHE TR

SERRS IR EEEHFE, REHTRRAIRTRERETINE, URHBEIMTTRET
EARBRHIERE . HTTPSHAEREIRE . HTTPRAEZEIRT, ETFH=RF
EFREANREREES], —RETREED. REHRMHT RINRIPEITFIURIBIST
8671, B INREECEMIAVERIFR, BUAXHE . FrESHECEAnullET LAREROA

B

FEEFRRSEANREREEHINE, SETRERFEIARBEIEABSKBATRGA

REMITET R, ORI BRI .
e HTTP/HTTPSHiZ:

- HTTP/HTTPSERZRIREIPFIFMESIZFikIPISIE, INRTRIPERZE
&, MizEFiRINEERBEZETE, TRASMBETER. B2
FTERZENN, WREFIRIPEELRBETELN, EFRWEREFEH

B,

- HTTP/HTTPSHRIERERIZEII IREIT R B PAIHTTPiERE S ERIRFIT

=1
/ﬁ\lﬁg o

- HTTP/HTTPSHEEZ AR =T R T AR E R IR D iR E

o ANEREETTHRERNFERERISARE, BEREBRZNIRNETREES
i, SIEERATEK . RRRDMALIIREMN, EERFHNTHSMEZINE

Ko

o IERFHFRIAILUCREFinI PRSIIME FinhYiEREE, APITLET ST

ERAZEFiRIPRILIERE, STEmEFRIISAIEIHEUE.,

o —EEIRILUIMT e EFmERE, F8iEKibanalpafICSSEEIEHE.

ISR
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o MERGIRHBIMARERUTEEEN, ICRIRNZPIRERSBUNEFitRE
EEE, BPAUETSIHEME R EREMEEERED .

o FARETLUCE BRI s AIHTTP/HTTPSIEKURLFIBody, FAFHS
DEFHRBEEEES T HRIREED .

£YER PR

o HAIX7.6.2707.10. 20 ASZIFREIEHIFE .

o 2023F02R[FCIEAY7.6.2F07.10. MR AEERHITIFMEHI2.0hR A, ZBIEIERY
|BEERHN TR EEH1.00R AN .

7.9.3.1.2 HTTP/HTTPS iftis
BRER

BidEKibanaitlfTar<, AILAFREKAEREAIHTTP/HTTPSRIE . FUTHm <A
EESHUNT:

% 7-61 HTTP/HTTPS iii=mIE ES 40K AH

[T St kA
flowcontrol.http.enable | Boolean HTTP/HTTPSRIZFX, BOAXA, FiS
d ST RpaEeE.

EESBE: true. false
BRINE: false

flowcontrol.http.allow | List<String> | IPHBHEIABIHZEE,

SASECE SN PHENFISED, S|Pt
FIFA R, PEAEESHRF. Fi
“XX XX XX XX 24, XX XX XXXX/24” 8,
XX XX XX XX XX XX XX XX FZT o
HNMERZ,
flowcontrol.http.deny List<String> | IPIFRAI2RE,

XIFERCEZSIPFIER, sEIPHIERM
i, FEARMESE.

AINEAT,
flowcontrol.http.concur | Integer HTTP/HTTPSIERAIFH AIEZEHE
rent TRIAME: TAATAMRE * 400
flowcontrol.http.newco | Integer HTTP/HTTPSIEREYEF T LABIZRATFREE
nnect EREHSE

RUME: TI=rJ A& * 200

M #%hRA 01 (2024-10-30) AR © AR ERABIRAE 131



SIEEARSS(CSS)

FPiEmE 7 Elasticsearch
(g i) 5EA
flowcontrol.http.warmu | Integer HTTP/HTTPSEFEIEZE AR R AIRFA
p_period =Za0ATE, R
“flowcontrol.http.newconnect” BL&H
“100” E_

“flowcontrol.http.warmup_period” &g
BHA “5000ms” , FRSSLAERFAIF
EEEH AT LOREIEF00,

BYESEE: 0~10000

BA(I: ms
HINME: O

BMEE R
. BRoETRSESERGE
2. 1F “EEpyeIm” ﬁﬁ)ﬁhﬁhﬁﬁ EATHIR(ET) “Kibana” , BERKibanafR @,
3. BEAMNSHER “Dev Tools” , HITasSHRBEXAHTTP/HTTPSIRIE

;:FEHTTP/HTTPS:E’-,“\,"L?‘
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.http.enabled": true,
"flowcontrol.http.allow": ["792.768.0.1/24", " 192.168.2.1/24"],
"flowcontrol.http.deny": "792.768.1.1/24",
"flowcontrol.http.concurrent": 7000,
"flowcontrol.http.newconnect": 7000,
"flowcontrol.http.warmup_period": 0
}
}

AR
SRTEZ2EREAINUlRY, FRREREIRIME.,

- XHAHTTP/HTTPSTS =ifiZ
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.http.enabled": false
}
}

7.9.3.1.3 EFERE

BEER
ElasticsearchRERBEBEENG, TUABCERAFERNRE, 3T =RAEEIEEE
BY, ShEBET, SEIEREPLIESAEIREIB 42909184, MAEBRIELAIRTE
MRIERNEENEPIRER, ZERET Re2iEE, SHET —SoERE. T8
KREIER R, ATHILEKRREHATR, JUNEFimRSRIET R FCR

INEHATER -
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SHEE
EFERXAEHNNEREN, MIHSERNEESEIT:

& 7-62 AFRIZRIECES E0R A

BLER it iRH
flowcontrol.memory.e | Boolean AFERERX, ARRFERERFFERR
nabled e BYE:

o true

e false (BHAE)
flowcontrol.memory.h | String RFT mEBHRFENERR, BEtES
eap_limit HITRERE

BYESEE: 10%-100%
ZRIAE: 90%

flowcontrol.holding.in | Float RIEFRHEAT, FEEXUTIERES
_flight_factor network.breaker.inflight_requests.overhead

2# ., NFEARIREIER, ZEWA R EH
iR, SBAREEZR.
EYEBE: >0.5

AiME: 1.0
flowcontrol.holding.m | TimeValue | B/MEREIKHVIERATE, HILREIIHE
ax R el AR BT FHZ A K R Rk Fha sk iE
o FNH
“flowcontrol.holding.max_strategy” fg
B

BYESEE: >15s
ZHAE: 60s

flowcontrol.holding.m | String B e AIEIRAT B R ANIZ I TERRS . BUE:

ax_strategy o keep (RUME) : BRAFDESN,
EERMERIE - AR HTIERIERS S
RIELREFEEERE.

o soft: EWRFNRESM, HLAITIZ
5K HITARBINARERinFlight/EfT

[=1=1¢]

e hard: EERFDRESMN, EFXBEK,
EIRETFRZIERAIE Fimi&EsE o

flowcontrol.memory.o | String WEEANERAG IR MR K EFHFFTFRIN
nce_free_max F, BlEBEESSE T EENRNERNR—IX
PR,

BVESBE: 1%-50%
ZRINME: 10%
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EeER E-Sit) 5i8H
flowcontrol.memory.n | Boolean BENEDTXRE (1si8B—RREEED,
udges_gc FrE N EEEIIW B ET AN RIB NS
X)), EERDMALIREIN, RIESAE
. BUE:
o true (BAIAE)
e false
(MARIY:
o “flowcontrol.memory.enabled” #1 “flowcontrol.memory.heap_limit” EREEHI2MNES
HECE. enabled@MIFRIZFR, heap_limit23ET =ERFNISE.
e “flowcontrolmemory.heap_limit” BKIAMEI0%E—MNUEIRTRISIE, Eﬂiﬁmﬁjﬂ:%%
FRENSEILEEFImEE64KBRIKIEK, BEEEAF M., WMNHENFTRERI8%, =
FHaRIFERZ—IRIES% x HERTF ﬁk{ﬁﬂﬁﬂpiﬁ’aﬁ%go AR FFIFLELABITO0%, M
TiERFE FimERINERIEE, tISSEidite GCEEAHITRIREIR, BEIHERFETER
RERISIE;
o HEMAALUE “flowcontrol.memory.heap_limit” FEIRE H80%KLAT, RIEDSH
—ERERERE, HEANREFUIMNITHER, ELil: Elasticsearch&ifl. Segment
mergess,
BRIEL TR
BRERESEEESS
. TE “EEEER ﬁﬁﬂhﬁhﬁﬁ BFIR(ES “Kibana” , EFRKibanafH.
3. BEFEAMSAIZRT “Dev Tools” , MITHSHBHXARNFREZ
-  HERERE
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.memory.enabled": true,
"flowcontrol.memory.heap_limit": "80%"
}
}
- XHAEBEAFERE
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.memory.enabled": false
}
}
7.9.3.1.4 {ERF S50t
=|b§1l:llu\

FRIBERFET A LUCRE R PRYHRFIZ FiRhIiEREE, BFRELETSHIHER
AEFIGIPRIAHIIRE, STEREFIRINSANIESHTE.
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x& 7-63 I5RAITAIECE S HIH A

EeE& R 2Lz

flowcontrol.log.access.en | Boolean EASITRITISIGESERIIZE Pk Pith
abled W REERHERIT. BUE:

o true

o false (BRIAME)

flowcontrol.log.access.co | Integer SitEib PGB SR R FinsRiR
unt DL

EYESEE: 0-100

ZHAE: 10

flowcontrol.log.file.enabl | Boolean EREENMERNETFBCREES
ed HE&EM 4. BUYE:

o true

o false (BRIAE)

(MR

o PRI D HEREERFIHFBTICRIX

e “flowcontrol.log.access.enabled” Z=HIRENEFiRERKFITIHRRIT, SFITbulkEAN
Fsearch. msearchEiFiEK

e “flowcontrol.log file.enabled” 2AEAIEFX, AILAEEEEKFBCREBE G+
FEITHF.

7.9.3.1.5 —EWR

—RETAR R LAIER D = ERRE4HEOSMIPREIER, BTIMNRAREDS FRISEE
58, REIRERSEFIER.

BAESER
BRRERRSEERE.
f EBEE RESREIRER, PERE “Kbana” , BRKibanaRH.
BEZMSHIEA “Dev Tools” , HUTHOTFREXT—HUIR .
- TR

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.break.enabled": true
}
}

- KA—EEHETR
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.break.enabled": false
}
}
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7.9.3.1.6 ifageit.

BEREEFHIER

MEERERMPERIEOEE T SIREEHEIER .

BRIEL R

ERERRSEEEHS
£ “EERfER ﬁﬁﬂhﬁhﬁﬁ EBFIRIES) “Kibana” , EZRKibanafRH,
BFEAMSHZR “Dev Tools” , HiTHSEIREEFIBER.

BERETRNREEFIER

GET /_nodes/stats/filter/v2

BERETRNREEFIFEE

GET /_nodes/stats/filter/v2?detail

BEER N BEAT RRREESIE.

GET /_nodes/{nodeld}/stats/filter/v2
{nodeld hHEEEEREXHITRID,
I iz 7~ 51 -

{

"_nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0
B
"cluster_name" : "css-xxxx",
"nodes" : {
"d3qnVIpPTtSoadkVOLQEKA" : {
"name" : "css-xxxx-ess-esn-1-1",
"host" : "192.168.x.x",
"timestamp" : 1672236425112,
"flow_control" : {
"http" : {
"current_connect" : 52,
"rejected_concurrent" : 0,
"rejected_rate" : 0,
"rejected_black" : O,
"rejected_breaker" : 0
j?
"access_items" : [
{
"remote_address" : "10.0.0.x",
"search_count" : 0,
"bulk_count" : 0,
"other_count" : 4
}
1,
"holding_requests" : 0
}
}
}
}

& 7-64 NS5

2H7 15488

current_connect TRELFRIHTTPEREIRER, REHBEREXD
BEREICR, FRETFGET /_nodes/stats/httpiE[]
current_open{d, HLAEEITRAFINEFimERE
o
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SHE

15388

rejected_concurren
t

HTTPRIEFEEN, XARTEE, HEnizHiE
BB RIERES

rejected_rate

HTTPRIEFEEXN, XARFRE, FEnziE
EERIFERIERE

rejected_black

HTTPRIZHBEN, XHEFEE, GEERRHIE
BRNERE

rejected_breaker

—RUTRITE, BRRIEEE.

remote_address

IPit L, BEFECEESH T RILEAYIPHIILANE

search_count

ZZE ikl search. _msearchiffjafgxE] .

bulk_count

%2 PimkA_bulkifEARES

other_count

%
12 PR EIERAEIEIRE

7.9.3.1.7 lEhpia%it A&

Ao
Bs2 n:%s

nEEREM S NERBEAE.
o —MEEMBMMRIAPIFEMNESNIET, APIZHEEICHIHITHETRIEFRK
N, ipE BEAAEE RestiE IR,

o —FMERBIHTIENAXICRHOEE, FEREBFRIGEEERLSUGRIA
NN ERBEH, APEEEEEEXHERRORE. A116.5.441
“flowcontrol.log.file.enabled” BLEIR,

EFEEXRALAATE, RITHSERNEESHAT:

% 7-65 ip0HERIECES H05KAA

BeE=

e

152AR

duration_Llimit

String

ihia B EICRATE .
BEYESEE: 10~120
Bfi: s

BAME: 30

capacity_limit

String

ipAETCRAN . FHFEHERTEICREAY
IERAN, BFUTBIANATZEEE, HiIE
TICREILE,

BYESEE: 1~5

BA{: MB
ZANE: 1
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BRIFE R

(AR

“duration_limit” 1 “capacity_limit” REE—NMSEIAREE, HlaREeRHMEELE.

ERTERRSEEEHE

£ EREIE” NmIGEERERF, SEHERFS “Kibana”
BHRAMSEAI=RT “Dev Tools” , HiTarSHEBTAE

- FE$E¥ﬁEE%n \E’Jlﬁlﬂ E iTh

PUT /_access_log?duration_limit=30s&capacity_limit=Tmb

- HAEERPE—TRRBRET

PUT /_access_log/{nodeldRduration_limit=30s&capacity_limit=1mb

{nodeld}nEEAFIHAHERT=ID,
HiTHSESFHOAE.
- BEEEETAANEEEEAP

GET /_access_log

- BEENHPE—TSANLIIREAPI

GET /_access_log/{nodeld}
{nodeld AHEZERREHBBENTRID,

I Rz 73~ 51 -
{
"_nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0
B
"cluster_name" : "css-flowcontroller",
"nodes" : {
"8x-ZHu-wTemBQwpcGivFKg" : {
"name" : "css-flowcontroller-ess-esn-1-1",
"host" : "10.0.0.98",
"count" : 2,
"access" : [
{
"time" : "2021-02-23 02:09:50",
"remote_address" : "/10.0.0.98:28191",
"url" : "/_access/security/log?pretty",
"method" : "GET",
"content" : ""

"time" : "2021-02-23 02:09:52",
"remote_address" : "/10.0.0.98:28193",
"url" : "/_access/security/log?pretty",
"method" : "GET",

"content" : ""

% 7-66 NS H07HE

EFKibanaRmE .

SHE ol

name TEAMR,
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2% ]
host T RXTRZAYIPHBLLE .
count FtEEA, BT =AEREE,
access FTEEAR, HETRRNERIES. SERBIESD
*7-67,

2 7-67 access

SHE 158

time iICFRIBRESE
remote_address BRI R AYTRIPHEEFIR O
url TBERAYEIAURL

method X3 RIERPathfg 7%
content MRIERINE .

5. P kRApEES.
- BERERPTE B <AYAI EHSAPI

DELETE /_access_log

- MEREEFRE—T RAYLIE HEAPI

DELETE /_access_log/{nodeld}

{nodeld} I EEFEBIEAENTSID,
7.9.3.2 mEEH 1.0
7.9.3.2.1 BHEER

FFIENR

SERRS IR EETAF T, REDSRRIRRERSIIE, TRES I TRET
EARRANHERE . HTTPHAIERHIRS) . HTTPEAEZEIRS] . EFiEKPath
RERFRAERAEREED . EFCPURKSAEREEN, —2innee, Ei
IR RILEIPFEIHFIURIBISRIF ST EES] «» BN INREECEMRIZAVEFIFFR, BUAX
. FrB2HEEAnullATLAIREEIAE.

FERENESERSREANOLGERBE, ALEBRTRESHEHR FRISERESD,
PERPOORTEE, AT R A RIS o

e HTTP/HTTPSiizE:

- HTTP/HTTPSEHZRRIREIPHIFMizHIZ FikIPihia, MRTRIPEERZR
&, MizEFiRINEEREEZETE, TRASMREHTIER. B2
FTEIZENMN, WREFIFIPEEARBEPELN, ERHEREGFEH

B4,
- HTTP/HTTPSH &IEEERIZ BT RS T B PRIHTTPEE SRR
aRE.
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- HTTP/HTTPSHEE AR =@ R T T AR AR IR BT =it E

o RNEREETTRERGFERERGIERPath, IFFRENFRIEZEAZE. £8
REFERBEMET R PathiREERFERNE. EBREFRZEREMSETE
1 PathAfzEIE, BRBEEPathREERERE

e Path2BRAIFAZRILMREEFREE, KEPathARREEBERMRE, HARF
FTEAEXIEEET, AEHEcE.

o IEREERUHLNICRE ikl PRYSIIMERFEAFRYERPath, FAFETLIE
?%ﬁ'ﬁlﬂ%]z‘?)ﬂlﬁlPEI’JlEIIﬂumEﬂ] PITIPLISKPathif[EEX

L4 I}IbEh*J?E{;i%zEE’JI)ILEQ?E'L-I_EE;SZD5 lEiﬁﬁZi/ﬁ?ﬂ:E’JéﬂE, }EHF'__“«XE:.FQ?E
THEIHGREE & B EME SRR E .

o IHEIAEALUICE—ERATEBINT S UAIHTTP/HTTPSIESKURLAIBody, FAFHT
DEFIHEBEEES T ERIREED

o CPUREETTARENSRACPULAXRKRFITSIHFORE.,
o —EETRILAYIM T SAFFEIsIERE, ~8iEkibanaifalflelasticsearch

monitorZiEEN,

£JRPR]
o  BHIN7.6.2%17.10. KR A HBILHIFE
o FEREBEHIARERE T EMEL.
o FEARSEREEBYRENAFER.
o  AEREHICPURSHERETERPathiORIE, PathREMMIFRIZA SIS
%, BUFImLERIEAE.
7.9.3.2.2 HTTP/HTTPS /=

%)
Eg n:%

BiIEKibanaliT7ds<, AILAFFREKAEREAIHTTP/HTTPSIE . HiTa <S8 Y
BESHNT:

3 7-68 HTTP/HTTPS [R=RIBCE S LKA

[=g = e il $ikA
flowcontrol.http.enable | Boolean HTTP/HTTPSIRIEF X, BRIAXKHA, FiE
d ST =IEEMEE

EESBE: true. false
BRINME: false

flowcontrolhttp.allow | List<String> | IPitbhitiAEIEZEE

SAFECEZANIPHENFISED, o Pt
FIFER R, PEAEXESHEF. Fi
“XX XX XX XX 24, XX XX XX XX/24” 8,
XX XX XX XX XX XX XX XX FZT o

BIANMERZ.
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mRER 5] A8

flowcontrolhttp.deny | List<String> | IPi5la12ZE,

XIFRES PRI, sEIPHIRN
i, FEREESHET.

INMEAT,
flowcontrol.http.concur | Integer HTTP/HTTPSIERIF AIEEE T E -
rent SRIME: TSRS * 400
flowcontrol.http.newco | Integer HTTP/HTTPSIERRYGH BT LABIEAYHREE
nnect EEHSE

ARUNME: T Al FEtxEL * 200
flowcontrol.http.warmu | Integer HTTP/HTTPSFhiEIEIZHUAZIR AR
p_period =ZA0ATE, R

“flowcontrol.http.newconnect” BZ& 7

“100 ” E

“flowcontrol.http.warmup_period” &g
& “5000ms” , FRRSSLAFFRFAIH
EEEHA T LUARIER100,

BYESEE: 0~10000

B ms
BOAME: O

BIESER
BRRERRSEERA.
BT MEGREIRER, PHB(EF ‘Kibana” , BFKibanaRH.
PHIMSHER “Dev Tools” , HUTHLFFBELXAHTTP/HTTPS it

- HEHTTP/HTTPST AR
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.http.enabled": true,
"flowcontrol.http.allow": ["792.768.0.1/24", " 192.168.2.1/24"],
"flowcontrol.http.deny": "792.768.1.1/24",
"flowcontrol.http.concurrent": 7000,
"flowcontrol.http.newconnect": 7000,
"flowcontrol.http.warmup_period": 0
}
}

AR
SRTESEREANUlEY, RRIRERERIME.

- XEFHTTP/HTTPST &imis
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.http.enabled": false
}
}
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7.9.3.2.3 HFERE

EE == ]
B n:%s

ElasticsearchIERE IARTZENLE, RTLIELBERFEERNERE, YT aRFEgIEEE,
EEZikaLﬁ BRE(EZLLE, {B2EElasticsearchTE ﬂ%APIETaE#ULﬁéﬁuE’Ji’EP\J?— =S
2, NREERLGIEBEIESITE, AMERMtESERIERNEFENERSE, MEBs

TRANUR, RITEHREAIFRENERISHEELS. B2

3 %E Restiﬁ —.R)\ I:I

MR BEIERFEFAREIS, STLABERTAPIRIIERK, AR SBH . MAFEREE
LIECET RERREMETREMERPathAUBAEL AR, EhENMiERPathAYR
BT ECEIERPathiIERFEIE, ARRGIERFIMECERERNFRE, BIERE
FRir=RIRTIERKPath,

(MR

o FBAEMESEEIDIEKRLERE,

° JZF)E.'P\JT"IM}E
e ESSS1RAFERERES

EHKibanafyEBs searchig k&M

NIBERAZRHE
AEABHKAEHNRFEREZEN, iTaSERNEESHINT:

& 7-69 AFRIZAVECE S HURAA

S _mgetiEk#i=al, Kibanaiflad®E, ATLUE_mgetiEkin

BeER

ESig)

15388

bled

flowcontrol.memory.ena | Boolean

WTI)IL;I;:F%; Ej('%?é
i, FERERENT R
HREF LR .
BUESBEl: true. false
ZRINE: false
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EeER Eit) i54AH
flowcontrol.memory.allo | List<String> AERIEEZEPath,
w_path EENRETS5NER

=, ALASFFERAED
B, SRHEHERsE
OFAEE, F250F
s, BRRFIARE
8, TREERERHER.
folan:

e "flowcontrol.memory.
allow_path": "/index/
_search",

e "flowcontrol.memory.
allow_path": "/index*/
_search",

e "flowcontrol.memory.
allow_path": ["/index/
_search", "/index1/
_bulk"],

SR ABCE 101 Path,

B PathF KI<ERHI)

+32,

AiNMER=,

flowcontrol.memory.hea | String REIT = EHRNFNR

p_limit KIERAZER, FeefTHRA

F8910%.,

EVUESEE: 10%-100%

ZOAE: 90%
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EER 268 158
flowcontrol.memory*filt | String B EREHTHEREN
er_path iniaPath, $EHIERAMER

PathRYIEEMFEREE .

FAE ", JRILECATE
RIEER . WMRRECETE
ifYE
“flowcontrol.memory.he
ap_limit” , ;BEEE
“flowcontrol.memory.* fi
lter_path” , E¥REER
ZEBIMIPTB path#fgs
., HERMUMLTTTE
BEISHAN, tNR—P ISR
EIRECE T
“flowcontrol.memory.all
ow_path” #
“flowcontrol.memory.* fi
lter_path” , LLIERERR
ST
BlaNEIRECE 7
“flowcontrol.memory.all
ow_path” #
“flowcontrol.memory.* fi
lter_path” , Eeh
flowcontrol.memory.*filt
er_path="abc/_search"H
flowcontrol.memory.allo
w_path="abc/_search",

LFPiE Rabe/ _searchi§A~

W

RAKE: 32
flowcontrol.memory.*he | String Ao EiEKPathAUERZE
ap_limit B, HEAFEZEEMS

.

EVESBE: 0%-100%
ZAE: 90%

BESER
. BREERRSEEENE.
2. fF “HEBHEIE RESREITER, PERER “Kbana” , BRKibanaRE.
PBEZEMSAERY “Dev Tools” , FUTHIHRBRXARERIE.
- FEmERE

PUT /_cluster/settings
{

"persistent": {
"flowcontrol.memory.enabled": true,
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"flowcontrol.memory.allow_path": "/index/_search",
"flowcontrol.memory.heap_limit": "85%"
}
}

- FRENMESKPathIAERZE

r%_ﬂzﬁ/\?%ﬁﬂ SKPathix EHERFEREE, TUETIRNEIEHRE

PUT /_cluster/settings
{

"persistent": {
"flowcontrol.memory.enabled": true,
"flowcontrol.memory": {

"flowcontrol_search": {
"filter_path": "index1/_search",
"heap_limit": "50%"

h?

"flowcontrol_bulk": {
"filter_path": "index*/_bulk",
"heap_limit": "50%"

}

}

}

}

- BEREBENMERPathAFREEE

PUT /_cluster/settings
{

"persistent": {
"flowcontrol.memory.enabled": true,
"flowcontrol.memory": {

"flowcontrol_search": {
"filter_path": null,
"heap_limit": null

}

}
}
}

- XAEBNERE

PUT /_cluster/settings
{

"persistent": {
"flowcontrol.memory.enabled": false

}
}

7.9.3.2.4 Path £B&HIEARE

db —
B %15 l%\

ERNERFRIPath2BRFIZAR RN, RITHSERINEESHINT:
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& 7-70 Path £F Rz AR LA ESHIR

BER il 15i8H
flowcontrol.path.white_li | List<String | Path2B&RizAZE, BRENERERS
st > 5R7F. CPURISTI—H20mR, IPTRIZER
Gk,
YR AR E 10 Path, §/ PathzAi
ERHIINF32,
INMERT,
588
—RAENEEE, (NEBENXIEGIRIE
WS BREE .

BRIELR
. BREHRRSEERIIS.
2. Tr “SEEfETE” NEGEERERE, BEHIR(ES “Kibana” , ERKibanaRH .,
3. BFEAEMSAIZRY “Dev Tools” , HITHSRIIPath2BRFIEAZE,
PUT _cluster/settings
{ "persistent”: {
"flowcontrol path.white_list": "xxxx"
}}
7.9.3.2.5 iERRHESIT
BRER

FEERFEFERITOILACRIBET SR0IPHEIANEE, BERAILAREERPath, i
FIFKURLFBody, FATIRENGIIEARIZE Fim|PibILATIERPath,

FEABSKAERFANERFFES I, RiTnSERINEESHINT:

R 7-7 BRFESRITAECESERA

[i=t E3it) izl
flowcontrol.statics.enable | Boolean BRFESIT TR . FAEERFAEST
d PURBI=E S =)=

BESBE: true. false
BXINE: false

flowcontrol.statics.thresh | Integer FiH ARt ENAEREREE .. BEN

old 100, FREFITHEEHERZA9100
DIPHENFIEFRAF R ITHIE R & ZAY
1001MURL,

&/IME: 10
RAE: 1000
RUAME: 100
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EeER R 2Lz
flowcontrol.statics.sampl | Integer PathsRAE5AER . EeEH100, FE100
e_frequency MEREHERIT—IR
&/MHE: 50
EAE: 100

AR

o IPHITFIURLEHESITE T A BEFRE, TasicRxIahaadIPFIiERURL, WNRE
F=EAEIRERIFME ( flowcontrol.statics.thresholdBCE(E ) , HIBATEIERMERAL
ICRIEH BRI

o URLRHZITHAIETFURL hash{@faA s PathAg—Eit .

BRELZ TR
. BERTHRRSEERHE.
2. & “EERFETR TUmGIEBRERE, BRTIR(EY “Kibana” , EFEKibanaR M.
3. BEAMSAHIERN “Dev Tools” , HifTms J-TFZJZ?éPHla?ﬂﬂ}EVI-O
- FEFREST

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.statics.enabled": true,
"flowcontrol.statics.threshold": 100,
"flowcontrol.statics.sample_frequency": 50
}
}

- XAFREST
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.statics.enabled": false
}
}

7.9.3.2.6 ffmiEsl
mERtREREREOEET RIREETE.

BERTERRSEEEHS
. EErEE ﬁﬁl&hﬁhﬂﬁﬁ ETRIR(ES “Kibana” , ERKibanaR M@,
3. BEAEMSHIERN “Dev Tools” , HUTHSEIRREIEFIER .

- BEEMETRIREEE T%E}R

GET /_nodes/stats/filter
- BEEETEATSRIREETIER

GET /_nodes/{nodeld}/stats/filter
{nodeld} N EEEEREITFIRIT=ID,

M) Rz 7= 51
{

" _nodes" : {
"total" : 1,
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"successful" : 1,
"failed" : 0
L
"cluster_name" : "css-flowcontroller",
"nodes" : {
"EIBRNCMbTj6L1C-Wke-Dnw" : {
"name" : "css-flowcontroller-ess-esn-1-1",
"host" : "10.0.0.133",
"timestamp" : 1613979513747,
"flow_control" : {
"transport" : {
"concurrent_req" : 0,
"rejected_concurrent" : 0,
"rejected_new" : 0,
"rejected_deny" : 0
1
"http" : {
"concurrent_req" : 0,
"rejected_concurrent" : 0,
"rejected_new" : 0,
"rejected_deny" : 0
1
"memory" : {
"memory_allow" : 41,
"memory_rejected" : 0
1
"cpu™: {
"rejected_cpu" : 0
}
"ip_address" : [

{
"ip" : "/10.0.0.198",
"count" : 453
T
{
"ip" :"/198.19.49.1",
"count" : 42
}
1,
"url_sample" : [
{
"url" : "/*/_search?pretty=true",
"method" : "GET",
"remote_address" : "/10.0.0.198:16763",
"count" : 1

]
}
}
}
IREHELANodefRBISFF, httpieRIFAFFFEEEEIESLT, memoryicZHNF
IESLT, ip_addressicRERIIRZSHIONEFigIP, url_samplelcRFEERIRIT
BSIEKURL, cpuitRCPURIZEIT

xR 7-72 NN SHGHA

e e i5AH
concurrent_req TRERHTCPERIIRER, REABRREX N ERE

£ICFE, SEGET /_nodes/stats/httpiE
current_open{d, BR&XNME/N, XERIE THE

BIPFIAER B AIP,
rejected_concurrent | HTTPRIEHRER, XARRES, FEREHEIESR
RIHRIEEEL .
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7.9.3.2.7 iflgA®E

dbea
B5 |:u§\

SHZ

ol

rejected_new

HTTPRIEFEEN, XAERRE, AER=HEES
AUFTERIEIEE

rejected_deny

HTTPRIEFEEN, XARFRE, kERBHELR
BERE

memory_allow

RAEREABEX, XAEFES, IERERITFINS
KR, MERNFEREEARFIEREE, allow_pathH
ZEBERETERASHICS, WRallow_pathBtEJ
o7 FrBIEREBASHWICR.

memory_rejected

AEREFRER, XAERNEE, RFEREIEEANS
R, MEREREREAIEREE, allow_pathH
LZRAEITERASHWICHE, NRallow_pathBiEH
“a? | EEIEKREASHICR .

rejected_cpu

CPURIEARER, XHARFEE, BICPURZEEIE
EERIBERE

ip_address IPtEht LT, BEFEEERITT SEEAIPHENEATERK
HE. SHRBBESNERT-73,
url_sample 1EKPathZiEsit, EFEEN BRI ERSIHER

IERURLHE . SHIRIBIEENRT-74,

& 7-73 ip_address

S¥H 32 izl
ip BI85 = AYRIPHELLE .
method TR I PHERE RS IAN RS Gt .

2 7-74 url_sample

SHZ

il

url ERAVRMESLT, IERBHETHRAYERURL,
method XIRiERPathRY5 % o

remote_address

BT R AVIRIPHEEFNIR ] o

count

XI R IERPathRISRAFRITHIRE o

nEERRERMSXEELEAE.
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o —FhERIRHBEMPAPIFBINERBIHEE, APIBHEEICFIHIDHEREFX
N, iFEHERB B RestiEOIRE]
o —MEBEIHEHIEMNARNICFHOEE, FRERFIBRBEESL GRS
ITEPRIRiIRHES, BREIEEREXHEEROAE.
HFEnnHESFnERF4EE
AERESXABEAER, #iTmSIERNEESENT:
x 7-75 iHinHENEES HUKA
BeER it} 548
duration_limit String BiEEFICRATE,
EYESEE: 10~120
By s
ZOAME: 30
capacity_limit String B HFCRK/N. FitFHFBEEERICRER
BRAN, HETHORNKFZEEE, BiUHE
FTIEREILLE,
EYEBE: 1~5
Bfi7: MB
EOAME: 1
(e
duration_limitfcapacity_limitREF—PMSHAREE, HiaEHFCERRSEL.
RMET TR

. BRERRSEEEHE
2. & “HEER FTE&&EW;’%% BATIRIETI “Kibana” , BRKibanaRim.
3. BHEAMSHIZR “Dev Tools” , HTHmSHBIBEHEE.
- FF%ﬁﬁﬁﬁ*ﬁEHﬁlﬁ@Elu

PUT /_access_log?duration_limit=30s&capacity_limit=1mb

- HAREHPE—HRRAEAE

PUT /_access_log/{nodeldRduration_limit=30s&capacity_limit=1mb
{nodeld}HFEFRIHEHTAITRID,
4. BTHSEFHIEEAP,
- BEEHEMETRINAIEESAP

GET /_access_log

- BEEEHPE—TRRNEEETAPI

GET /_access_log/{nodeld}
{nodeld} hREHFHIBBHERITAID,
M Rz 7131 -

" _nodes" : {
"total" : 1,
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"successful" : 1,
"failed" : 0
}

"nodes" : {

b
"cluster_name" : "css-flowcontroller",

"8x-ZHu-wTemBQwpcGivFKg" : {
"name" : "css-flowcontroller-ess-esn-1-1",

"host" : "10.0.0.98",

"count" : 2,
"access" : [
{

"time" : "2021-02-23 02:09:50",
"remote_address" : "/10.0.0.98:28191",
"url" : "/_access/security/log?pretty",

"method" : "GET",
"content" : ""

"time" : "2021-02-23 02:09:52",
"remote_address" : "/10.0.0.98:28193",
"url" : "/_access/security/log?pretty",

"method" : "GET",
"content" : ""

xR 7-76 NS H0REE

et e 1588

name TIRER,

host T =S RZAYIPHEAIL .

count SRR, HITRIEREE.

access éfﬁ;l;]ﬁl,ﬁﬁ A, BRI REKEFEE. SERBESIE

2K 7-77 access

BHZ 588

time ICRIBRESE o
remote_address TERIT RZAYEIPHENERNIR O .
url THEKAIRIAURL

method XIRIIERPathfI 7%
content M RIERIINE o

WiTmSHBREFABEREX R,

hia AEINER B E T X eI LUCRBFFEIAIORE . BEBASIEREIR
BHhYacces_log.logHENHH ., HENEFENEHHRAZIF250M, RJBFFN
X4, BEAEET LSS BEEHEIOBSHEE .,
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- FERHEREXHCR

PUT /_cluster/settings
{

"persistent": {

"flowcontrol.accesslog.enabled": true

}
}

- XFABEBREXHHER

PUT /_cluster/settings
{

"persistent": {

"flowcontrol.accesslog.enabled": false

}
}

7.9.3.2.8 CPU ifif=

A3 (=
Bs2 n:%s

CPUMRIZRI AR T 2R mAYCPU S AZRLIliR &= H)

CPUGEBIERET IR ACPUL AR RE L T

MERERHCPULSAREAE., HT
X, REURIPERIBR, TaRREelasticsearch monitorsSZOARASHIRIE

EFBEKRACPURZRS, HITar<S i RAECESHUIT:

2 7-78 CPU izaYECE S ER B

RELXE, JIUET

ﬁCPUﬁ_L‘J‘EBEI‘ﬂ{EJﬁ, CPU:}lb?*Ai-ﬁ-'D ‘J—"_lﬁ

path

EER St 5iBH
flowcontrol.cpu.enable | Boolean | CPURIEFFX, FERESHIIT =ibatEE,
d EUESEE: true. false
ZAME: false
flowcontrol.cpu.percent | Integer TREERACPULARESE .
_limit EVESEE: 0~100
EINME: 90
flowcontrol.cpu.allow_ | List CPUREEHRRER, CPUREETERpathfl]

iz, EcEallow_pathBEE, 5kEFS

5CPUR#E,

HINMEAZT

%path%ﬁiﬁﬂﬁ\?ﬁ, REZIFRE
MEKRIEEZE, IFBRGIRE. Hia, &

E “auto _*/_search” EARIRFIFTHERIauto_
B 5 |#YsearchigzK .
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&S it Lol
flowcontrol.cpu.* filter_ | String e EEEHTCPUREAYIAIDPath, =HIE
path MBEKPathBICPUERESIE
BRAKE32,
fan:

"flowcontrol.cpu.search filter_path": "/
index/_search",

"flowcontrol.cpu.search.limit": 60,

ZONME ", BRLECFAERIRER . RR
B E 7 BRIERlmit, ;RBEcEfilter_path,
FRREBBBEINIFFEpath#izilg. 53
BN T RSN, NR—NIEER
B4ECE 7 allow_pathflfilter_path, tbiEKE
BTEWair.

BN ECE T filter_pathFJallow_path,
Hrhfilter_path="abc/_search",
allow_path="abc/_search", IttFiE Habc/
_searchi§ A RIE

flowcontrol.cpu.*limit | Integer FoE15kPathRICPUE{E, CPUBIZS(Eft

K
BYEsEE: 0~100
BAAME: 90

BRIELER
. BR=ERRSEERHS.
2. Tr “EEEfETE” NEIGEERERE, BEIR(ES “Kibana” , ERKibanafH .,
BFAMEMIZAY “Dev Tools” , HITaESTFREXACPURIZE,

-  FRCPUREE
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.cpu.enabled": true,
"flowcontrol.cpu.percent_limit": 80,
"flowcontrol.cpu.allow_path": ["index/_search"]
}
}

- XHEICPUREE
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.cpu.enabled": false
}
}

7.9.3.2.9 —§2HE

BRI LU = LRRs#EZ OMIPTEIRE, BTNAIRERED SR TRISEEE
®, KEREIREERRIER.

=
>t

SASRRZS 01 (2024-10-30) WA © EARUERABIRAE 153



= RIRSS (CSS)
HPFPigE 7 Elasticsearch

. BRTERRSEEEIG.
2. Tr “EEEfETE” NEIGEERERE, BEIE(ES “Kibana” , ERKibanaRH .,
3. BFEAEMSHIZRY “Dev Tools” , MITHSHBIKT—HEETR
-  FAE—EER
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.break.enabled": true
}
}
S i 7
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.break.enabled": false
}
}

7.9.4 X&EiHfBE

7.9.4.1 =8
KBRS T EEERE TIT SR, BERE. KENNEEERETE
B, RIS ESNERS. BT SERFESEER, MERisEies, RIESEN
R SRR E E P — S ATAESRIHTHE, BUEEEESTNEaEs.

AEEREENRE T 2EEWEFE, ARUXREEREEERAEIIR
6], FHREREIEER.

(MERITY::
EBI{X7.6.2F17.10 2R AT K EAfR =t .

7.9.4.2 BELE

REEREIFIENEBESEROAXE, BRUREFELNEE, BkRERZAIE
o LUTRIFMIECEE:

. BRTERRSEEESS.

2. 1 “EREIR TH, SEFREAEIREAERE, REHRES “Kibana” ,

EZRKibanaR @,
3. fEKibanafVEMISHFiEiE “Dev Tools” , TN THSHBEATHREIILE
ABATAUS T .
PUT _cluster/settings
{

"persistent™: {
"search.isolator.enabled": true,
"search.isolator.time.enabled": true

}

}

A ERADFRRIRSIINGE, 2aIEEU T AISHEE:
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£ 7-79 AEHRENLEENNSHEE

SRS BeESH SRR
search.isolator. | search.isolatormemory | BN EEIGESHEN AAES
enabled task.limit {ESZRYEE
search.isolator.time.ma
nagement
search.isolatormemory | &R E A EIEES HRIAVER
.pool.limit =1
search.isolatormemory iHHLHi”
.heap.limit 28 .
] . search.isolator.memory.heap.limit
search.isolator.count.li ? =\ T S SoRR R EAY(E F IR
mit #il, SIESANEOSIRE, 8RR
FIRPE LR R R A A IS
17HhBR .
search.isolator.strategy | FREffRE it hE—ZEIEESHIE
search.isolator.strategy ENERES o
.ratio
search.isolator.t | search.isolatortime.lim | £ B&EAESBIHEE.
ime.enabled it

4. KEERENEZEEINNSIEEHIZNSHEE, JLURELIMISHITAE
AUas S TECE .
- BN REIESHEEN AT SESHEE.
PUT _cluster/settings
{

"persistent": {
"search.isolator.memory.task.limit": "50MB",

}
}

& 7-80 S5

¥ = HiE | %8R
i)
search.isolator. | String | E1AESHATFREEFRIFAT =ERIBHKA
memory.task.lim 7, RIERGFBILRERSHTIRENE,
It EVESEE: Ob~PAaRAMAT
ZRINE: 50MB
izL:ld
EL‘,Liﬁiiizl]Tﬁ%ﬁi’ﬂ%ﬁﬁﬁ]ﬁﬁﬁﬁ%&%ﬂ%k
GET _cat/nodes?
&h=id,ip,port,r,ramPercent,ramCurrent,heapMa
x,heapCurrent
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S22 ¥iE | WA
258
search.isolator.ti | String | EIEESCIREESHIRNHE ( BIFFIAFERSERER
me.managemen EHTES ) , BEREBHEREENER.
t BUESEE: > 0ms
ERINME: 10s

- ERlREEAEEESRERREE
PUT _cluster/settings
{

"persistent": {
"search.isolator.memory.pool.limit": "50%",
"search.isolatormemory.heap.limit": "90%",
"search.isolator.count.limit": 1000

}

}

*& 7-81 SEURAB

B8¥3 HiE | 58

FERY
search.isolator. | String | SEIPRERAERFESLL, SREEFAEX
memory.pool.li ESES BN AR T RES A P RE
mit T%UEF%, EUE TR E P —R&AEAE

EYESEE: 0.0~100.0%
ENME: 50%

search.isolator. | String | ZHEIPRIEAFRILIMERSRE, SH=RER

memory.heap.li FEREIEER S AR Pz TIER,
mit BB TR EP—RAXEAES.

BEY&ESEE: 0.0~100.0%

ZRANME: 90%

search.isolator.c | Integ | HRIPRMREIHIATIOESZLEE, HUR
ount.limit er HEIEES B LR ES M A PR HITE
F, AEESHIIAESD, SHEMA KSR
BK, NWEZEEZEK.

EUBSEEl: 10~50000

ZRINE: 1000

[MERT Y

IRIBAVS38E “search.isolator.memory.pool.limit” ,

“search.isolator.count.limit” 20, &S
“search.isolator.memory.task.limit” , “search.isolator.time.management” &
SHIEHIESESHARIREIHINEE.

-  HHREIEPE—SFETGESZAIEEERE
PUT _cluster/settings
{
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"persistent": {

"search.isolator.strategy": "fair",

"search.isolator.strategy.ratio": "0.5%"

}

243

E0 )

KE

il

search.isolator.st
rategy

String

A PR FIRE I A EaEEAIRES . 1RIE
REIEEN—R BRI TR
izl
KEAREHEMIE—X, EEERNGF FEEI%
£BE.
EVESEHE: fair. mem-first. time-first

o mem-firstSREE2IERtA PURRT, EEUEE

EHERFERRAN—REEESHTH
Iiéﬁo

o time-firstZREGE IS A HIET, 1EERE

T_’FF'Eﬁ?iﬁjfﬂﬁﬁﬁﬂ—%ﬁiﬁﬁ%ﬁﬁqﬂ
I‘-ﬁo

o fairfkiRRESEERFFIRERMHEER,
a9 RFEanNEREFRBEXIMBEER BT
“EKERTEF
search.isolator.strategy.ratio” A9k, W
NS BRI EIENIZ PR . FUIAS
HAFEFERRANEIDERIZHPRT

ZHAE: fair

search.isolator.st
rategy.ratio

String

fairskBERYISIE, XX
“search.isolator.strategy” (B9 “fair” 4
WMo ZEERREGRNETHERAE, S3XK
BIESAFEENBILEIER, Z =R
IEfTREHRRY R E A TR, SEIERFE
ﬁﬁﬁﬁﬁtl‘rﬁl@ﬂi, EEAAFEIESHITH

EY{ESBE: 0.0-100.0%

BIME: 1%

ERERESEINRE.

PUT _cluster/settings

{

"persistent": {

}
}

"search.isolator.time.limit": "120s"
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S¥3 #iE | A
E-Jit)
search.isolator.time. | String | X4 < BEEBIIIFEE, FACSAIEN
limit EiOESBI LA ISHREUER T
EESEE: = 0ms
ZAME: 120s

7.9.5 &5 |5#=

7.9.5.1 BE2EE

25| iR T FEAMEERR, BIARERERRSINEITIKNZMEZLEs, Gal
SERBR, BT ATEFERINIENITE, RIEERFRIREIZET.

K| iz RER S| stats(EEIRFRIERFAI %I ZK 5 |Hh (monitoring-eye-css-[yyyy-
mm-dd]), FSIEAMREF—R.

ERI{X7.6.2F07.10. 2hR A2 I FZR5 | mi=8E ] o

7.9.5.2 ARG |mE
BRAERRSEERA.

2. £ ‘SR UmE, EEREEEAERS|EEERE, BIIR(ES “Kibana”
EHRKibanaRmE .

3. BFEEMSAHIZRY “Dev Tools” , AT TSI THERS [IiEFX:
PUT _cluster/settings
{
"persistent": {
"css.monitoring.index.enabled": "true"
}
}

4. (\%) MREBHREBENES], AJLAEKiIbanafy “Dev Tools” TN T aH<:
PUT _cluster/settings
{
"persistent": {
""css.monitoring.index.enabled": "true",

""css.monitoring.index.indices": ["index_name"],
""css.monitoring.history.duration™: "3d"
}
}

xR 7-82 BLESHURHE

B8B83 iR | WA
ESid]
css.monitoring.in | Boole | R5|ITIEFHIFFX, RENtruelSFTHERFERS|
dex.enabled an IRINEE .
BRUANE: false
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BH = #iE | WHEA
it
css.monitoring.in | Time | &5 |GEIEAIEIEEIREREREIER.
dex.interval 2/ME: 1s

ZHAE: 10s
css.monitoring.in | String | 5 |IEIERSIBIR, BAKLERFREERS], AIlL

dex.indices BcERIEENRS|, kBB aisE—
E&R5[,
fouan:
e “"css.monitoring.index.indices":

["index_name"]” FRHEMKIE
“ index_name” £5|,

e “"css.monitoring.index.indices": ["log_*"]"

%T"’“}IL‘,{ “log_" FFLRIFRS ],

° "css.monitoring.index.indices": ["index1",
"index2"]” FR4EE “index1” "index2"#&
1PE5l.

NE: * (RRBEREES])
css.monitoring.hi | Time | IEIEHIEFMHEIERS (REBIE, RAFREF—E.

story.duration =2/Ma: 1d
RUAE: 7d
kil

?%H%’ﬁi?‘\”"}:momtormg eye-css-* FHIRRIZRS|, BR(EMRIZRS|RMRITEE!
HIERE,

7.9.5.3 BEERIEERE
HI|MEIRETEEED, HESI—BENNRSEERE.

RIS
EelgrEs, BEERRGSE

BELR
BREERRSSEHE

2. 7 “EEEET Wm, %$¢E@U§$E’J$E¥, EFIR(ES “Kibana” , ERKibana
ﬁﬁo

3. BEHEAMSHIZA “Dev Tools” , AT T HSEERSIEERE:
- BEERSIEERE

GET /_cat/monitoring
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- BEERERSINEERE

GET /_cat/monitoring/{indexName}

{indexName} N FEEBERIELEREAIRS|BR.
- BERIIFENEERINEERE

GET _cat/monitoring?begin=1650099461000
GET _cat/monitoring?begin=2022-04-16T08:57:41
GET _cat/monitoring?begin=2022-04-16T08:57:41&end=2022-04-17T08:57:41

£ 7-83 {5 RS HURHA

¥ = =AWIE | A
begin B B ISEAYECIaRTIE], UTCHTE, ERASHEEIRT
IEHEUHUS yax LN
TIEAHEMET: strict_date_optional_time|
epoch_millis
FONME: HeiRtEmEsS D,
end & ESRR04ETRATE), UTCRTE), ERARZmiEd
IET_]o
SFATERET:  strict_date_optional_time|
epoch_millis
EONME: ZBIAYE,
MER
AEIFEERFKZRS|, UL “." FLMRSIZRREZES.
REWSERAI:
index begin end status pri rep init unassign docs.count docs.deleted store.size

pri.store.size delete.rate indexing.rate search.rate
test 2022-03-25T09:46:53.765Z 2022-03-25T09:51:43.767Z yellow 1 1 0 1 9 0

50kb  59kb  0fs os 0/

& 7-84 REIERRISHOR

BH= L]

index R5|EFR,

begin B I EERYEEIRATE

end B I EIRRIEE RATE] .

status B nEiEERANZRS RS

pri BigEEraERARNZERS IRIshardi= .
rep BigisiERtEEfRARRERS BN EE .
init EREIEAT BRI RYZRS [RIFDIR L EE
unassign Bzt aEfRARNRS RS EHE .
docs.count EigisizitEEfRE AR EEE
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S¥ 32 izl
docs.deleted EigiiERTa)alfR AV SRR EE -
store.size Eig szt EafRAFMEIIZRS KN

pri.store.size EigEEEERRNERS 1 EHD FEIXD,
delete.rate HIERTEEMRMRYERS BRI EE .
indexing.rate | ¥SIEATE)EIRAAIRS IS BEANHE.
search.rate HIERTEERRRERS B ERNE.

7.9.5.4 EEZES| M4

FEEESSIINSIEE, CSSES|AETRE TkibanagdDashboardfVisualizations
SEN

ElE==S e
Eeliirast, BERMRGISE.

&Z& Dashboard B&

EXRTERERSEERHE.

2. £ “EREIRT TUE, ®IECOIEAVERE, SRS “Kibana” , ERKibana
ﬁﬁo

3. BFHAMNSHER “Dashboard” , $JFrdashboard R .
g “[Monitoring] Index monitoring Dashboard” EFTi&Edashboard.,

7-25 & dashboard Bz

FiE dashboard @R EBFRI B EHEBIIZEHER 100K ER .
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% 7-85 fEEZFIRH

EIRZMR

152HA

[monitoring] markdown

MarkdownElZ%, f&&iiAHdashboard&iAHY
SIS

[monitoring] Indexing Rate | EEE¥E VB NIHEL,
(/s)
[monitoring] Search Rate S EIRIREL.

(/s)

[monitoring] indexing rate
of index for top10

BUB AN EHRZHITop10K5].

[monitoring] search rate of
index for top10

BUEIARHRZHITop10FK5],

[monitoring] total docs
count

SRR NEHERN.

[monitoring] total docs
delete

SRR AIMIBR AL EE R

[monitoring] total store size
in bytes

SRS SR S RRIEE AR .

[monitoring] indices
store_size for top10

H RAFE=E&RZSHITop10ZR5 ],

[monitoring] indices
docs_count for top10

YiEHERZHITop10%5],

[monitoring] indexing time
in millis of index for
top10(ms)

B{IRFEIA S EE NS E R AAITop 102 5|

(ms) o

[monitoring] search query
time in millis of index for
top10(ms)

BB RS | EifrdER AR Top10Z 5|

(ms) o

[monitoring] segment count
of index for top10

E5|SegmentHERZAITop10ES|,

[monitoring] segment
memory in bytes of index for
top10

F5|Segment SBEEARFERAAITop10%5],

Eik il
5| IIEAR feiFBRmonitoring-eye-css-* Bindex pattern, BRISSEUSIEE]
E =
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BEMN Visualizations B3&

5| iz EHEindex/stats(SBFiEEImonitoring-eys-cssZ3 |4, iBidfEkibanalE]
KIeenT LU HI B E X RIER.

TESESIE AN REET EREE M EN TR BIRELR:

1. BEF=ERRSEEEHE.

2. EIRCCIEAVERE, BEHIRIEY “Kibana” , ERKibanafR@E.,

3. EERAMBY “Visualize” HNEIFIZE.,

4. EBEE “Create visualization” .i&#E “TSVB” , HATSVBLERMH.

5. REEFS#H, &FVisualizations,
WEFR, £ “Data” TA&, %1% “index_stats.primaries.docs.count” FREH
BRI AEEE; #®F “Derivative” RREBEWZENESR; “Unit” IRER
“1s7 RR(EREMMCEER,; &R “Positive only” B FEERTINGE,
MRFEXDARRSIBIER, & “Group by” iREHR “Terms” , “By” €&
7 “index_stats.index” , REABIINRSERBIREERS|ZIRXD
7-26 TSVB £E|TRE
NREEEEARNERNEE, WEESHERGERRER, BUISESEE
BETRATE, £ “Panel options” TE, 1§ “Interval” I8 “1m” 8¢
“30m” , BIAIAZEE “timestamp” BIRTIENEIFR .
7-27 g ERYE)EE

SNES|GIEEER

kibanafZEIZRAIS ANIISHINEE, WMRBIMERS|MEEFRART, AJLiftkibanaE
FESNBERIMNBEI=RE

TENBMaEkibana b SNEE:

1. Z£%kibana-monitorgli “monitoring-kibana.ndjson” {4,
2. %&Eskibana, %% “Management > Stack Management > Saved objects ” ,
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| 7-28 1%4#% Saved objects

= | StackManagement | Saved objects

Kibana @
Index

Saved Objects & Exportlobject Import G Refresh

ﬂﬂﬂﬂﬂﬂ

3. B “Import 7, &R HELE1FEIEAIMonitoring-kibana.ndjson3Z{4

7-29 HEH

Import saved objects

Please select a file to import

M Export O objects 25} Import
ects. Typically objects are only modified
@ Automatically overwrite all saved objects?

Type v~

4. HESERERdone, R5|IMIZEIRRIS AL,

7-30 E5 | \SIzEERSNMKIN

Saved Objects &y Export 9 objects b Import| < Refresh

rches. You can also edit the raw data of saved objects. Typically objects are only modified via their associated

QU Search.. Type v
Type  Title Actions
&  [Monitoring] Index monitoring Dashboard I

monitoring-eye-css-* i

.

[monitoring] delete rate of index for top10 I

23

[menitering] markdown [ @

23

=3

[monitoring] Indexing Rate (/s) I

[monitoring] Search Rate (/s) [

23

7.9.5.5 kibana-monitor
kibana-monitorfit BRI T -
EIVRTFS “monitoring-kibana.ndjson” 3Z7f4,

{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSource)SON":"{}"},"title":" [monitoring]
segment memory in bytes of index for top10","uiState)JSON":"{}","version":1,"visState":"{\"title
\":\"[monitoring] segment memory in bytes of index for top10\",\"type\":\"metrics\",\"aggs\":[],\"params\":
{\"id\":\"61ca57f0-469d-11e7-af02-69e470af7417\" \"type\":\"timeseries\",\"series\":[{\"id
\":\"61ca57f1-469d-11e7-af02-69e470af7417\",\"color\":\"#68BC0O0\",\"split_mode\":\"terms
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\"\"split_color_mode\":\"kibana\",\"metrics\":[{\"id\":\"61ca57f2-469d-11e7-af02-69e470af7417\" \"type
\":\"max\",\"field\":\"index_stats.total.segments.memory_in_bytes\"}],\"separate_axis\":0,\"axis_position
\":\"right\",\"formatter\":\"bytes\",\"chart_type\":\"line\",\"line_width\":1,\"point_size\":1,\"fill\":0.5,\"stacked
\":\"none\"\"label\":\"segments memory in bytes \",\"type\":\"timeseries\",\"terms_field\":\"index_stats.index
\"\
\

"\"terms_order_by\":\"61ca57f2-469d-11e7-af02-69e470af7417\"}],\"time_field\":\"timestamp
"\"index_pattern\":\"monitoring-eye-css-*\",\"interval\":\"\",\"axis_position\":\"left\",\"axis_formatter
\":\"number\",\"axis_scale\":\"normal\",\"show_legend\":1,\"show_grid\":1,\"tooltip_mode\":\"show_all
\",\"default_index_pattern\":\"monitoring-eye-css-*\",\"default_timefield\":\"timestamp\",\"isModellnvalid
\":false}}"},"id":"3ae5d820-6628-11ed-8cd7-973626cf6f70","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzlwNiwyXQ=="}
{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSource)SON":"{}"},"title":" [monitoring]
segment count of index for top10","uiStateJSON":"{}","version":1,"visState":"{\"aggs\":[],\"params\":
{\"axis_formatter\":\"number\" \"axis_position\":\"left\",\"axis_scale\":\"normal\",\"default_index_pattern
\":\"monitoring-eye-css-*\",\"default_timefield\":\"timestamp\",\"filter\":{\"language\":\"kuery\",\"query
\"\"\"}\"id\":\"61ca57f0-469d-11e7-af02-69e470af7417\",\"index_pattern\":\"monitoring-eye-css-*
\"\"interval\":\"\",\"isModellnvalid\":false,\"series\":[{\"axis_position\":\"right\",\"chart_type\":\"line\",\"color
\":\"rgba(231,102,76,1)\",\"fill\":0.5,\"formatter\":\"number\" \"id\":\"61ca57f1-469d-11e7-
af02-69e470af7417\" \"label\":\"segment count of index for top10\",\"line_width\":1,\"metrics\":[{\"field
\":\"index_stats.total.segments.count\",\"id\":\"61ca57f2-469d-11e7-af02-69e470af7417\" \"type\":\"max
\"}\"point_size\":1,\"separate_axis\":0,\"split_color_mode\":\"kibana\",\"split_mode\":\"terms\",\"stacked
\":\"none\"\"terms_field\":\"index_stats.index\",\"terms_order_by\":\"61ca57f2-469d-11e7-
af02-69e470af7417\" \"type\":\"timeseries\"}],\"show_grid\":1,\"show_legend\":1,\"time_field\":\"timestamp
\",\"tooltip_mode\":\"show_all\",\"type\":\"timeseries\"},\"title\":\"[monitoring] segment count of index for
top10\",\"type\":\"metrics\"}"},"id":"45d571c0-6626-11ed-8cd7-973626cf6f70","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIwNywyXQ=="}
{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSource)SON":"{}"},"title":"[monitoring]
markdown","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] markdown\",\"type
\":\"markdown\" \"params\":{\"fontSize\":12,\"openLinksInNewTab\":false,\"markdown\":\"### Index
Monitoring \\nThis dashboard contains default table for you to play with. You can view it, search it, and
interact with the visualizations.\"}\"aggs\":[1}"},"id":"b2811c70-a5f1-11ec-9a68-ada9d754c566","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzlwOCwyXQ=="}
{"attributes":{"description":"number of document being indexing for primary and replica
shards","kibanaSavedObjectMeta":{"searchSourceJSON":"{}"},"title":"[monitoring] Indexing Rate (/
s)","uiStateJSON":"{}","version":1,"visState":"{\"title\":\"[monitoring] Indexing Rate (/s)\",\"type\":\"metrics
\"\"params\":{\"id\":\"61ca57f0-469d-11e7-af02-69e470af7417\" \"type\":\"timeseries\",\"series\":[{\"id
\":\"61ca57f1-469d-11e7-af02-69e470af7417\" \"color\":\"rgba(0,32,188,1)\",\"split_mode\":\"everything
\"\"metrics\":[{\"id\":\"61ca57f2-469d-11e7-af02-69e470af7417\" \"type\":\"max\",\"field
\":\"indices_stats._all.total.indexing.index_total\"},{\"unit\":\"1s\",\"id\":\"fed72db0-a5f8-11ec-
aa10-992297d21a2e\" \"type\":\"derivative\",\"field\":\"61ca57f2-469d-11e7-af02-69e470af7417\"},{\"unit
\"\"\"\"id\":\"14b66420-a5f9-11ec-aa10-992297d21a2e\",\"type\":\"positive_only\",\"field\":\"fed72db0-
a5f8-11ec-aa10-992297d21a2e\"}],\"separate_axis\":0,\"axis_position\":\"right\",\"formatter\":\"number
\"\"chart_type\":\"line\" \"line_width\":1,\"point_size\":1,\"fill\":0.5,\"stacked\":\"none\",\"label\":\"Indexing
Rate (/s)\",\"type\":\"timeseries\",\"split_color_mode\":\"rainbow\",\"hidden\":false}],\"time_field
\":\"timestamp\",\"index_pattern\":\"monitoring-eye-css-*\",\"interval\":\"\",\"axis_position\":\"left
\"\"axis_formatter\":\"number\",\"axis_scale\":\"normal\",\"show_legend\":1,\"show_grid
\":1,\"default_index_pattern\":\"monitoring-eye-css-*\",\"default_timefield\":\"timestamp\",\"isModellnvalid
\":false,\"legend_position\":\"bottom\"},\"aggs\":[1}"},"id":"de4f8ab0-a5f8-11ec-9a68-
ada9d754c566","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzlwOSwyXQ=="}
{"attributes":{"description":"number of search request being executed in primary and replica
shards","kibanaSavedObjectMeta":{"searchSourceJSON":"{}"},"title":"[monitoring] Search Rate (/
s)","uiStateJSON":"{}","version":1,"visState":"{\"title\":\"[monitoring] Search Rate (/s)\",\"type\":\"metrics
\"\"params\":{\"id\":\"61ca57f0-469d-11e7-af02-69e470af7417\" \"type\":\"timeseries\",\"series\":[{\"id
\":\"61ca57f1-469d-11e7-af02-69e470af7417\" \"color\":\"rgba(0,33,224,1)\" \"split_mode\":\"everything
\"\"metrics\":[{\"id\":\"61ca57f2-469d-11e7-af02-69e470af7417\" \"type\":\"max\",\"field
\":\"indices_stats._all.total.search.query_total\"}{\"unit\":\"1s\",\"id\":\"b1093ac0-a5f7-11ec-
aa10-992297d21a2e\" \"type\":\"derivative\",\"field\":\"61ca57f2-469d-11e7-af02-69e470af7417\"},{\"unit
\"\"\"\"id\":\"'c17db930-a5f7-11ec-aa10-992297d21a2e\" \"type\":\"positive_only\",\"field\":\"b1093ac0-
a5f7-11ec-aa10-992297d21a2e\"}],\"separate_axis\":0,\"axis_position\":\"right\",\"formatter\":\"number
\"\"chart_type\":\"line\" \"line_width\":1,\"point_size\":1,\"fill\":0.5,\"stacked\":\"none\",\"split_color_mode
\":\"rainbow\",\"label\":\"Search Rate (/s)\"\"type\":\"timeseries\"\"filter\":{\"query\":\"\",\"language
\":\"kuery\"}}1,\"time_field\":\"timestamp\",\"index_pattern\":\"monitoring-eye-css-*\",\"interval
\":\"\" \"axis_position\":\"left\",\"axis_formatter\":\"number\",\"axis_scale\":\"normal\",\"show_legend
\":1,\"show_grid\":1,\"default_index_pattern\":\"monitoring-eye-css-*\",\"default_timefield\":\"timestamp
\",\"isModellnvalid\":false,\"legend_position\":\"bottom\"},\"aggs\":[1}"},"id":"811df7a0-a5f8-11ec-9a68-
ada9d754c566","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIxMCwyXQ=="}
{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSource)SON":"{}"},"title":" [monitoring]
total docs count","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] total docs count\",\"type
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\":\"metrics\",\"aggs\":[1,\"params\":{\"id\":\"61ca57f0-469d-11e7-af02-69e470af7417\" \"type\":\"timeseries
\"\"series\":[{\"id\":\"61ca57f1-469d-11e7-af02-69e470af7417\",\"color
\":\"rgba(218,139,69,1)\",\"split_mode\":\"everything\",\"split_color_mode\":\"kibana\",\"metrics\":[{\"unit
\"A\"\"\"id\":\"61ca57f2-469d-11e7-af02-69e470af7417\" \"type\":\"max\",\"field
\":\"indices_stats._all.total.docs.count\"}],\"separate_axis\":0,\"axis_position\":\"right\",\"formatter
\":\"number\",\"chart_type\":\"line\",\"line_width\":1,\"point_size\":1,\"fill\":0.5,\"stacked\":\"none\",\"label
\":\"total_docs_count\",\"type\":\"timeseries\"}],\"time_field\":\"timestamp\",\"index_pattern\":\"monitoring-
eye-css-*\"\"interval\":\"\",\"axis_position\":\"left\",\"axis_formatter\":\"number\",\"axis_scale\":\"normal
\"\"show_legend\":1,\"show_grid\":1,\"tooltip_mode\":\"show_all\",\"default_index_pattern\":\"monitoring-
eye-css-*\"\"default_timefield\":\"timestamp\",\"isModellnvalid\":false,\"legend_position\":\"bottom
\"}}"},"id":"eea89780-664b-11ed-8cd7-973626cf6f70","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIxMSwyXQ=="}
{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSource)SON":"{}"},"title":" [monitoring]
total docs delete","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] total docs delete\",\"type
\":\"metrics\",\"aggs\":[1,\"params\":{\"id\":\"61ca57f0-469d-11e7-af02-69e470af7417\" \"type\":\"timeseries
\"\"series\":[{\"id\":\"61ca57f1-469d-11e7-af02-69e470af7417\",\"color
\":\"rgba(214,191,87,1)\",\"split_mode\":\"everything\",\"split_color_mode\":\"kibana\",\"metrics\":[{\"id
\":\"61ca57f2-469d-11e7-af02-69e470af7417\",\"type\":\"max\",\"field
\":\"indices_stats._all.total.docs.deleted\"}],\"separate_axis\":0,\"axis_position\":\"right\",\"formatter
\":\"number\",\"chart_type\":\"line\",\"line_width\":1,\"point_size\":1,\"fill\":0.5,\"stacked\":\"none\",\"label
\":\"totol_docs_delete\",\"type\":\"timeseries\",\"hidden\":false}],\"time_field\":\"timestamp\",\"index_pattern
\":\"monitoring-eye-css-*\",\"interval\":\"\",\"axis_position\":\"left\",\"axis_formatter\":\"number
\",\"axis_scale\":\"normal\",\"show_legend\":1,\"show_grid\":1,\"tooltip_mode\":\"show_all
\",\"default_index_pattern\":\"monitoring-eye-css-*\",\"default_timefield\":\"timestamp\",\"isModellnvalid
\":false,\"drop_last_bucket\":1,\"legend_position\":\"bottom
\"}"},"id":"cfbb4e20-664c-11ed-8cd7-973626cf6f70","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIxMiwyXQ=="}
{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSource)SON":"{}"},"title":" [monitoring]
total store size in bytes","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] total store size in
bytes\"\"type\":\"metrics\",\"aggs\":[],\"params\":{\"id\":\"61ca57f0-469d-11e7-af02-69e470af7417\",\"type
\":\"timeseries\",\"series\":[{\"id\":\"61ca57f1-469d-11e7-af02-69e470af7417\",\"color
\":\"#68BC00\",\"split_mode\":\"everything\"\"split_color_mode\":\"kibana\",\"metrics\":[{\"id
\":\"61ca57f2-469d-11e7-af02-69e470af7417\",\"type\":\"max\",\"field
\":\"indices_stats._all.total.store.size_in_bytes\"}],\"separate_axis\":0,\"axis_position\":\"right\",\"formatter
\":\"bytes\" \"chart_type\":\"line\",\"line_width\":1,\"point_size\":1,\"fill\":0.5,\"stacked\":\"none\",\"label
\":\"total store size in bytes\",\"type\":\"timeseries\"}],\"time_field\":\"timestamp\",\"index_pattern
\":\"monitoring-eye-css-*\",\"interval\":\"\",\"axis_position\":\"left\",\"axis_formatter\":\"number
\",\"axis_scale\":\"normal\",\"show_legend\":1,\"show_grid\":1,\"tooltip_mode\":\"show_all
\",\"default_index_pattern\":\"monitoring-eye-css-*\",\"default_timefield\":\"timestamp\",\"isModellnvalid
\":false,\"legend_position\":\"bottom\",\"background_color_rules\":[{\"id
\":\"7712e550-664f-11ed-8b5d-8db37e5b4cc4\"}],\"bar_color_rules\":[{\"id
\":\"77680a30-664f-11ed-8b5d-8db37e5b4cc4\"}}}"},"id":"c7f72ae0-664e-11ed-8cd7-973626cf6f70","refere
nces":[],"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIxMywyXQ=="}
{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSource)SON":"{}"},"title":" [monitoring]
indexing rate of index for top10(/s)","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring]
indexing rate of index for top10(/s)\",\"type\":\"metrics\",\"aggs\":[],\"params\":{\"id
\":\"61ca57f0-469d-11e7-af02-69e470af7417\" \"type\":\"timeseries\",\"series\":[{\"id
\":\"61ca57f1-469d-11e7-af02-69e470af7417\",\"color\":\"#68BC0O0\",\"split_mode\":\"terms\",\"metrics\":
[{\"id\":\"61ca57f2-469d-11e7-af02-69e470af7417\" \"type\":\"max\",\"field
\":\"index_stats.total.indexing.index_total\"},{\"unit\":\"1s\",\"id\":\"541ed8f0-a5ee-11ec-aa10-992297d21a2e
\"\"type\":\"derivative\" \"field\":\"61ca57f2-469d-11e7-af02-69e470af7417\"},{\"unit\":\"\",\"id
\":\"67ec1f50-a5ee-11ec-aa10-992297d21a2e\",\"type\":\"positive_only\",\"field\":\"541ed8f0-a5ee-11ec-
2a10-992297d21a2e\"}],\"separate_axis\":0,\"axis_position\":\"right\",\"formatter\":\"number\",\"chart_type
\":\"line\",\"line_width\":1,\"point_size\":1,\"fill\":0.5,\"stacked\":\"none\",\"label\":\"indexing_rate\",\"type
\":\"timeseries\",\"split_filters\":[{\"color\":\"#68BC00\",\"id\":\"81004200-a5ee-11ec-aa10-992297d21a2e
\"\"filter\":{\"query\":\"\" \"language\":\"kuery\"}}],\"filter\":{\"query\":\"\",\"language\":\"kuery
\"}\"terms_field\":\"index_stats.index\",\"terms_order_by\":\"61ca57f2-469d-11e7-

af02-69e470af7417\" \"terms_size\":\"10\",\"terms_direction\":\"desc\",\"split_color_mode\":\"rainbow
\"}\"time_field\":\"timestamp\",\"index_pattern\":\"monitoring-eye-css-*\",\"interval\":\"\",\"axis_position
\":\"left\",\"axis_formatter\":\"number\",\"axis_scale\":\"normal\",\"show_legend\":1,\"show_grid
\":1,\"default_index_pattern\":\"monitoring-eye-css-*\",\"default_timefield\":\"timestamp\",\"isModellnvalid
\":false,\"tooltip_mode\":\"show_all\"}}"},"id":"943b3e00-a5ef-11ec-9a68-ada9d754c566","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIxNCwyXQ=="}
{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSource)SON":"{}"},"title":" [monitoring]
search rate of index for top10(/s)","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] search
rate of index for top10(/s)\",\"type\":\"metrics\",\"aggs\":[],\"params\":{\"id\":\"61ca57f0-469d-11e7-
af02-69e470af7417\" \"type\":\"timeseries\",\"series\":[{\"id\":\"61ca57f1-469d-11e7-

af02-69e470af7417\" \"color\":\"rgba(99,157,12,1)\",\"split_mode\":\"terms\",\"metrics\":[{\"id
\":\"61ca57f2-469d-11e7-af02-69e470af7417\",\"type\":\"max\",\"field
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\":\"index_stats.total.search.query_total\"},{\"unit\":\"1s\",\"id\":\"fdfdfad0-a5ef-11ec-aa10-992297d21a2e
\"\"type\":\"derivative\" \"field\":\"61ca57f2-469d-11e7-af02-69e470af7417\"},{\"unit\":\"\",\"id
\":\"0aaa26a0-a5f0-11ec-aa10-992297d21a2e\" \"type\":\"positive_only\",\"field\":\"fdfdfad0-a5ef-11ec-
2a10-992297d21a2e\"}],\"separate_axis\":0,\"axis_position\":\"right\",\"formatter\":\"number\",\"chart_type
\":\"line\",\"line_width\":1,\"point_size\":1,\"fill\":0.5,\"stacked\":\"none\" \"label\":\"search rate\",\"type
\":\"timeseries\",\"terms_field\":\"index_stats.index\",\"terms_order_by\":\"61ca57f2-469d-11e7-
af02-69e470af7417\" \"split_color_mode\":\"rainbow\"}],\"time_field\":\"timestamp\",\"index_pattern
\":\"monitoring-eye-css-*\",\"interval\":\"\",\"axis_position\":\"left\",\"axis_formatter\":\"number
\",\"axis_scale\":\"normal\",\"show_legend\":1,\"show_grid\":1,\"default_index_pattern\":\"monitoring-eye-
css-*\",\"default_timefield\":\"timestamp\",\"isModellnvalid\":false,\"tooltip_mode\":\"show_all
\"}}"},"id":"ab503550-a5ef-11ec-9a68-ada9d754c566","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIxNSwyXQ=="}
{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSource)SON":"{}"},"title":" [monitoring]
indices store_size for top10","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] indices
store_size for top10\"\"type\":\"metrics\",\"aggs\":[],\"params\":{\"id\":\"61ca57f0-469d-11e7-
af02-69e470af7417\" \"type\":\"timeseries\",\"series\":[{\"id\":\"38474c50-a5f5-11ec-aa10-992297d21a2e
\",\"color\":\"#68BC00\",\"split_mode\":\"terms\",\"metrics\":[{\"id\":\"38474c51-a5f5-11ec-
2a10-992297d21a2e\" \"type\":\"max\",\"field\":\"index_stats.total.store.size_in_bytes\"}],\"separate_axis
\":0,\"axis_position\":\"right\" \"formatter\":\"bytes\",\"chart_type\":\"line\"\"line_width\":1,\"point_size
\":1,\"fill\":0.5,\"stacked\":\"none\",\"label\":\"store_size for index\",\"type\":\"timeseries\",\"terms_field
\":\"index_stats.index\",\"terms_order_by\":\"38474c51-a5f5-11ec-aa10-992297d21a2e\" \"filter\":{\"query
\"\"\"\"language\":\"kuery\"}\"split_color_mode\":\"rainbow\"}],\"time_field\":\"timestamp
\",\"index_pattern\":\"monitoring-eye-css-*\",\"interval\":\"\",\"axis_position\":\"left\",\"axis_formatter
\":\"number\",\"axis_scale\":\"normal\",\"show_legend\":1,\"show_grid\":1,\"default_index_pattern
\":\"monitoring-eye-css-*\",\"default_timefield\":\"timestamp\",\"isModellnvalid\":false \"filter\":{\"query
\"\"\"\"language\":\"kuery\"}\"bar_color_rules\":[{\"id\":\"7d9d3cb0-a5f5-11ec-aa10-992297d21a2e
\"},\"tooltip_mode\":\"show_all\"}}"},"id":"c78119a0-a5f5-11ec-9a68-ada9d754c566","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIxNiwyXQ=="}
{"attributes":{"description":"","kibanaSavedObjectMeta":{"searchSourceJSON":"{}"},"title":" [monitoring]
search query time in millis of index for top10(ms)","uiStateJSON":"{}","version":1,"visState":"{\"title
\":\"[monitoring] search query time in millis of index for top10(ms)\",\"type\":\"metrics\",\"aggs\":
[1\"params\":{\"axis_formatter\":\"number\",\"axis_max\":\"\",\"axis_min\":\"\",\"axis_position\":\"left
\"\"axis_scale\":\"normal\",\"default_index_pattern\":\"monitoring-eye-css-*\",\"default_timefield
\":\"timestamp\",\"id\":\"61ca57f0-469d-11e7-af02-69e470af7417\",\"index_pattern\":\"monitoring-eye-css-*
\"\"interval\":\"\",\"isModellnvalid\":false,\"series\":[{\"axis_position\":\"right\",\"chart_type\":\"line\",\"color
\":\"#68BC00\",\"fill\":0.5,\"formatter\":\"number\",\"id\":\"61ca57f1-469d-11e7-

af02-69e470af7417\" \"label\":\"index_query_time_in_millis\",\"line_width\":1,\"metrics\":[{\"field
\":\"index_stats.total.search.query_time_in_millis\",\"id\":\"61ca57f2-469d-11e7-af02-69e470af7417\" \"type
\":\"max\"}{\"unit\":\"1s\",\"id\":\"42c92b10-6645-11ed-925a-6de90846447d\",\"type\":\"derivative\",\"field
\":\"61ca57f2-469d-11e7-af02-69e470af7417\"}] \"point_size\":1,\"separate_axis\":0,\"split_color_mode
\":\"kibana\",\"split_mode\":\"terms\",\"stacked\":\"none\",\"terms_field\":\"index_stats.index
\"\"terms_order_by\":\"61ca57f2-469d-11e7-af02-69e470af7417\",\"type\":\"timeseries\"}],\"show_grid
\":1,\"show_legend\":1,\"time_field\":\"timestamp\",\"tooltip_mode\":\"show_all\",\"type\":\"timeseries
\"\"background_color\":null,\"filter\":{\"query\":\"\"\"language\":\"kuery\"}\"legend_position\":\"right
\"}}"},"id":"c8109100-6627-11ed-8cd7-973626cf6f70","references":
[1,"type":"visualization","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIxNywyXQ=="}
{"attributes":{"description":"","hits":0,"kibanaSavedObjectMeta":{"searchSource)]SON":"{\"query\":
{\"language\":\"kuery\" \"query\":\"\"}\"filter\":[1}"},"options)SON":"{\"hidePanelTitles\":false,\"useMargins
\":true}","panelsJSON":"[{\"gridData\":{\"x\":0,\"y\":0,\"w\":48 \"h\":5,\"i\":\"971ed6c6-81b9-491b-9f08-
e3ae9c382abd\"},\"panelindex\":\"971ed6c6-81b9-491b-9f08-e3ae9c382abd\",\"embeddableConfig\":
{}\"panelRefName\":\"panel_0\"},{\"gridData\":{\"x\":0,\"y\":5\"w\":24,\"h\":15,\"i
\":\"5a6982e7-0c6c-4733-8a2d-e4c57cdf7397\"},\"panelindex\":\"5a6982e7-0c6c-4733-8a2d-
e4c57cdf7397\" \"embeddableConfig\":{},\"panelRefName\":\"panel_1\"},{\"gridData\":{\"x\":24,\"y\":5\"w
\":24\"h\":15,\"i\":\"662476f4-739c-4a05-858c-2ee8230cf410\"},\"panelindex
\":\"'662476f4-739c-4a05-858c-2ee8230cf410\",\"embeddableConfig\":{},\"panelRefName\":\"panel_2\"},
{\"gridData\":{\"x\":0,\"y\":20,\"w\":16,\"h\":15,\"i\":\"d89c38e2-33f3-4592-
b503-20460a6a7a57\"},\"panellndex\":\"d89c38e2-33f3-4592-b503-20460a6a7a57\",\"embeddableConfig\":
{}\"panelRefName\":\"panel_3\"},{\"gridData\":{\"x\":16,\"y\":20,\"w\":16,\"h\":15,\"i
\":\"1f693b49-79fa-4807-94e8-0c12f51e54f8\"},\"panelindex
\":\"1f693b49-79fa-4807-94e8-0c12f51e54f8\",\"embeddableConfig\":{},\"panelRefName\":\"panel_4\"},
{\"gridData\":{\"x\":32,\"y\":20,\"wW\":16,\"h\":15,\"i\":\"616b143d-74e9-4dac-98ba-5849536f0fba
\"}\"panelindex\":\"616b143d-74e9-4dac-98ba-5849536f0fba\",\"embeddableConfig\":{},\"panelRefName
\":\"panel_5\"},{\"gridData\":{\"x\":0,\"y\":35,\"w\":24,\"h\":11,\"i\":\"cfa82f27-1b8d-49ba-a7b9-
d8809d3b258c\"},\"panellndex\":\"cfa82f27-1b8d-49ba-a7b9-d8809d3b258c\",\"embeddableConfig\":
{}\"panelRefName\":\"panel_6\"},{\"gridData\":{\"x\":24,\"y\":35,\"w\":24,\"h\":11,\"i\":\"135d13eb-
aab6-43ca-9029-7d26e91d90e3\"},\"panelindex\":\"135d13eb-
aab6-43ca-9029-7d26e91d90e3\",\"embeddableConfig\":{},\"panelRefName\":\"panel_7\"},{\"gridData\":{\"x
\":0,\"y\":46,\"W\":24,\"h\":11,\"i\":\"28a77de1-9110-49e8-b273-724f880b1653\"},\"panelindex
\":\"28a77de1-9110-49e8-b273-724f880b1653\",\"embeddableConfig\":{},\"panelRefName\":\"panel_8\"},
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{\"gridData\":{\"x\":24,\"y\":46,\"w\":24,\"h\":11,\"i\":\"80ece867-cf23-4935-bfbc-430afa51bcca
\"}\"panelindex\":\"80ece867-cf23-4935-bfbc-430afa51bcca\",\"embeddableConfig\":{},\"panelRefName
\":\"panel_9\"}{\"gridData\":{\"x\":0,\"y\":57 \"w\":24,\"h\":11,\"i\":\"2ba970aa-c9c4-491b-bdd3-
c1b1ee9bc8d3\"},\"panelindex\":\"2ba970aa-c9c4-491b-bdd3-c1b1ee9bc8d3\",\"embeddableConfig\":
{}\"panelRefName\":\"panel_10\"}{\"gridData\":{\"x\":24,\"y\":57 \"w\":24,\"h\":11,\"i\":\"f2e1b6ab-
ddf7-492e-aaca-9460f11aadaa\"},\"panelindex\":\"f2e1b6ab-ddf7-492e-aaca-9460f11aadaa
\",\"embeddableConfig\":{},\"panelRefName\":\"panel_11\"}{\"gridData\":{\"x\":0,\"y\":68,\"w\":24,\"h
\":11,\"i\":\"dd14182d-d8b9-47f2-bf36-6cba3b09586¢\"},\"panelindex\":\"dd14182d-d8b9-47f2-
bf36-6cba3b09586¢\",\"embeddableConfig\":{},\"panelRefName\":\"panel_12\"}{\"gridData\":{\"x\":24,\"y
\":68,\"W\":24,\"h\":11,\"i\":\"a47f9333-52b7-49b7-8cac-f470cf405131\"},\"panelindex
\":\"a47f9333-52b7-49b7-8cac-f470cf405131\",\"embeddableConfig\":{},\"panelRefName
\":\"panel_13\"}]","timeRestore":false,"title":"[Monitoring] Index monitoring
Dashboard","version":1},"id":"524eb000-a5f2-11ec-9a68-ada9d754c566","references":[{"id":"b2811c70-
a5f1-11ec-9a68-ada9d754c566","name":"panel_0","type":"visualization"},{"id":"de4f8ab0-a5f8-11ec-9a68-
ada9d754c566","name":"panel_1","type":"visualization"} {"id":"811df7a0-a5f8-11ec-9a68-
ada9d754c566","name":"panel_2","type":"visualization"},
{"id":"eea89780-664b-11ed-8cd7-973626cf6f70","name":"panel_3","type":"visualization"},
{"id":"cfbb4e20-664c-11ed-8cd7-973626cf6f70","name":"panel_4","type":"visualization"},
{"id":"c7f72ae0-664e-11ed-8cd7-973626cf6f70","name":"panel_5","type":"visualization"},{"id":"943b3e00-
abef-11ec-9a68-ada9d754c566","name":"panel_6","type":"visualization"},{"id":"ab503550-a5ef-11ec-9a68-
ada9d754c566","name":"panel_7","type":"visualization"} {"id":"c78119a0-a5f5-11ec-9a68-
ada9d754c566","name":"panel_8","type":"visualization"},{"id":"225f6020-a5f1-11ec-9a68-
ada9d754c566","name":"panel_9","type":"visualization"},
{"id":"17d49220-662a-11ed-8cd7-973626cf6f70","name":"panel_10","type":"visualization"},
{"id":"c8109100-6627-11ed-8cd7-973626cf6f70","name":"panel_11","type":"visualization"},
{"id":"45d571c0-6626-11ed-8cd7-973626cf6f70","name":"panel_12","type":"visualization"},
{"id":"3ae5d820-6628-11ed-8cd7-973626cf6f70","name":"panel_13","type":"visualization"}],"type":"dashboar
d","updated_at":"2022-12-01T12:41:01.165Z","version":"WzIxOCwyXQ=="}
{"exportedCount":16,"missingRefCount":0,"missingReferences":[]}

7.9.6 SEEfIGEIEE

7.9.6.1 P99 BfFElsts
B5EEE

Elasticsearch#t X£tXSsearchiE=kAY LGz FIORTRE, TixB U N ERFAISLFR
searchi&R, I4FMEFTIEITEEREsearchiBkAIPIORTRELSIE

POORTZE Mtz B EiN S7457.6.2F07.10. 2k ANEERY

ERTRERRSEEEFE.

2. £ “EEEER @, SIREEFAES|EEAERE, BIIR(EY “Kibana”
EZRKibanafRH .

3. EEMSHZ, %&FE “Dev Tools” , HATLA T ap<SIREN RUEEREAYPOORTSE :
GET /search/stats/percentile

R [EEBIEN T :

"overall" : {
"1.0": 2.0,
"5.0": 2.0,
"25.0": 6.5,
"50.0" : 19.5,
"75.0" : 111.0,
"95.0" : 169.0,
"99.0" : 169.0,

SASRRZS 01 (2024-10-30) WA © EARUERABIRAE 168



= RIRSS (CSS)
HPFigE 7 Elasticsearch

"max" : 169.0,
"min" : 2.0

I

"last_one_day" : {
"1.0": 2.0,
"5.0": 2.0,
"25.0" : 6.5,
"50.0" : 19.5,
"75.0": 111.0,
"95.0" : 169.0,
"99.0" : 169.0,
"max" : 169.0,
"min" : 2.0

I

"latest" : {
"1.0" : 26.0,
"5.0" : 26.0,
"25.0" : 26.0,
"50.0" : 26.0,
"75.0" : 26.0,
"95.0" : 26.0,
"99.0" : 26.0,
"max" : 26.0,
"min" : 26.0

}

}

(1 588

o EHrh “overall” §ET BN EEhEI LRI ENSAEITE, “last_one_day” FRExii—X
BZIHE, “latest” RN EDAEERLFIRTEMNSITHE.

o POORTRERVITERIL(ME, FREEIHE, BEIEMmiRIFSIHEMER, B199%AIRTIE
EE50% MRS ZEBE EER o

o WMREHFERE, POORIEHIEBGIRSES, PORTIEHIRENERERRINEENTE.

HAR(E
o HEXBEDBEHIE.
Gl BiTiEER s BiE:

GET /search/stats/percentile

{
"percents": [1, 50, 90]
}

o HElatestRITE,
EA LT TS EE latestFtiHE:

POST /search/stats/reset
R[EIFG:
{

"nodes" : {
"css-c9c8-ess-esn-1-1" : "ok"
}
}

7.9.6.2 Http RS

BRER
SMEREBITHTTPiAIa)Elasticsearch&f =i [Blresponse IHEMNAVIAESHS, FHER
ElasticsearchfRSZim S BXPRSBFITHRLT, TAERIMNEERBESEONLIMAS
?i)'—“'?%ii:jﬁ;ii"" I RIE RN ERFRNE KB R . HittpIASAS IniTiR i iz £+ aIHtpIR
/u\ﬁgﬂ‘ ab o
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BIIRSR4

HttpIK SRS a1 B B1{Y7.6.2807.10. 2R R EERF 735
IREIR S

1. BERTERRSEEEHE.

2. £ “EEEIETR mmE, EIEEERRES|MEITAIERE, BEHIREY “Kibana”
ERKibanaRH .

3. HFEAEMSHIE, i&F “Dev Tools” .

7£Dev ToolsA9Console REIFHITIRIBERF IR AT A S o
7.6 2hRAEERE, BHATLA T apSIREUIASAE ST

GET /_nodes/http_stats
IR [EIE4:
{

"_nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0 1},
"cluster_name" : "css-8362",
"nodes" : {
"FOIFdQPARaQJI7o0L7HOXtQ" : {
"http_code" : {
"200" : 114,
"201" :
"429" :
"400" :
"404" :
"405" :
}
}
}
}

coNow

7.10.2hRANEERE, IBHUTLIA T apSIREVRSIB ST :

GET _nodes/stats/http

IR [EIEHBI:
{
/] ...
"cluster_name" : "css-2985",
"nodes" : {
/] ...
"omvR9_W-TsGApraMApREjA" : {
/] ...

"http" : {
"current_open" : 4,
"total_opened" : 37,
"http_code" : {

"200" : 25,
"201":7,
"429": 0,
"400" : 3,
"404" : 0,
"405": 0
}
}
}
}
}
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7.10 Hegiz4

7.10.1 EeeiEdihit
CSSIRSS IR ERREITHTINRE, IFINEREBENE, Fiat XIS IEATEN
SpiElasticsearch&E B II T 1R BEIZHEINRE
BREIEHET LA T I8E:
o [EEIEINESS
(FHEREEHEIRE R SR ERMOIES

o EEERNKRI
F‘uiﬂﬁiﬂﬂﬁ%lﬁ, RESTHRIOWERE, ISR IREEEFFENXG
IES S

o HIBRIETMESS

S B ESPRAIRIXEIN, AEBEHErEIZrMEIES, &
FRUBRASIMESS o

7.10.2 [FEEHESS

CSSIRSS TR EEREEHINRERY, FERIMEMESS

BUESRIS
E6FECSSERE, 1¥IE BBl ElasticsearchEBIEEEE,

BELR
BRANRRSSERIAE.

2. AEHEENH, PEFEHTERISHENEREM, WEEZEHENMEER
Mo

3. I “Hetid” .
. FEREfIRNE, PEE LA “Baan” .
5 EXEAESDESKIISHENSE, BE “HE” .

& 7-86 NESEAR SRR

2% 1A8
2R G ESSHIRTR
fiA KMMESSROBEIE R -

BIEINESS S, JRESREHIIREEMOIZIEIES .
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[l
BEEEENXGIN, IZWEEHERINR, FBENEEFERENIEIN,
7.10.3 BEEEEEE XS IR
Eﬁ]*ﬁw{}%}ﬁ, RASTHRICHIEERE, TIESRLEHY | REEEEFERNIXEINE

’Iﬁ o

BUIRSRG
ERMENES, FEENEIMEES.
IR
SMMES SN TIREXTERS TN, NFEXE, JESREEHIIREENE
I,
o WEUNMNNEHNRERS, HhredEFEESRENE, yelowEFEES
BFARSEL, greenkRFIERD FOEDES.
o MMERTSHSAZ(TTEX)E, #IEElasticsearch X ERFHNS B
o KMNEMES|IREHBEIAR, REEEIANRS|ED SAEHEEIESHES|
O, KB ERRSERIASEHIEELAINKE,
o IUMERRTEFIE kibanaZR3|HzR,
o MNTHRHERSEDLL, PTRMEFEIKIRSNT AL EnEHES IDHE
HEmMEERE AL,
o NEMBMIET R/ SHIET RN FEEEREINE, FYENFHEBESHulsE
SHERREAY, E5EREN.
o IEESHIENHBIERRESET RRBEHATH,
o MITHESRHERA/TZ, BT AP RFHETZSEREASETAER, £515
SRATEEIENN, SERFTEIEEIEES,
o MBS EX/N, D EAKITGESHEOMEE TR, TRAEEFESIN, 2
Y BAEURT =tiEs FRRERERSE,
o INHBIERREFEIHRARAE,
o HWNEM7TRXARETERBEMEN, 7 XHNTREFZMDICHE.
BMESR

ERTERRSEEEFE

FEEHEENE, PEEHEM, REEREHENMEENH.

prici= i S ey

RIS IRNE, EFCEANGIES . BHESSBMAEN v, I8F

GUESH “QUEIE . BB . “ID” LURIGIESHATI Kk
R .

BEREXEIAN v , IEEXMRIUFE, SEQNIR. KoK, KEZEN.
AT LAARIE XU PG 22 I R BT AL IR R B PR FE RO XUBS

H wnN =
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7-31 XBEIR

SMNSE (=

-

7.10.4 HIFRAETIHESS

S ESONES PR IAIXICIN, NMERZEHEPTEIZIMEIESS, ATHbR
GAESS . MERSESE, REBHIRMEES PR NAIEFRIZENER .

AR
ERMEIES, HEELEMIIES.
BIESER

EXRTERERSEERHE.

FEEHEERNE, PEEHEN, REERERENMEENH.
ricie i Sy

CEEAMPRAMEIESS , SEIRIEFIRY “BIRR” .
EXEERRE ‘e, MERMEESS.

ok LN =
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8.1 {8 Logstash & A\ #HEZ| Elasticsearch

S RIRS ZiFEALogstashiS HERIHEIT S Elasticsearchd, J5{ER @Y
Elasticsearchi$ 255 |25 EIEFIIRENEURE . FIESHZIFISON. CSVERETL,

Logstash EFFRERIARSS sSinHEAMEEIE, BEEREIATNS I RIERELIE. IR
12, AEEEURAIXEElasticsearch® . LogstashBIELMIHIEE N https://
www.elastic.co/guide/en/logstash/current/getting-started-with-
logstash.html,

HIESAD IR 2Mig=:

LogstashEPE7E/MNART S NEUR
LogstashZPE = IRSS S LRSS AEUE

BIRSR

o  AHEIRE, BNFEALInuIRIERZRINEEEEZE Logstash,

e LogstashBIFEEEE7: https://www.elastic.co/cn/downloads/logstash-oss
MARTY:

LogstashER(FEFOSSHRA, 1HEFRFNCSS—HRA

o ZRStlogstashfg, BIRBENTERBEAIIE. ¥ LogstashiRFIES, 1B
Dl: https://www.elastic.co/guide/en/logstash/current/installing-
logstash.html

o ZiKlogstashZhl, BEHXLIRIDK, FELinuEERZH, ErJLHAITyum -y
install java-1.8.085 S E#%4E1.8.0MRAIDK, FEWindowsiR{ERFH, &rAILL
HIEIDKEM, FEHGSRIERFIRARIDK, HIRIEESRE,

o 7 “LogstashZFPBEEEM=IRSZ R EIENEIR" =P, BHRIGEMERIRS
225 \YElasticsearch&EE£ £ —"VPCT,

Logstash E3ZB1E5MIETSNEGE
ZLogstashBZBBEINNET, SAEIERTRIZIHIFAES-1F7Ro

W
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8-1 Logstash EFBEINNATENEIEREE

51 VPC
e .
> SAzE iﬁﬁl it o
T e aEIP
1 Logstash 1 =5
B e m B ee—ememm

1. SB—BEEY, FHENTFERHITRE.
- BHEENA—BLInudR{FRSRIEMERIRSS SR, HEHERIEIP.
- BHEENSCSSERER—EIFAER T,

- EHMBEEENNAMRO, AFSSHIER, e M Atttk = CSSERT
E_qﬁ,ﬁﬂg9200ﬁﬁ‘ﬁu o

- XTHMEENRIARhIRO%AERSE, B2 WSSHERL X,
2. (EFPUTTY, BidsetEIPERECIZAIBEEEN
3. BUTWNFap<HHTIROMRST, RAREMEENIIINTRIRONBRELIFEN

HERIERFTR
ssh -g -L <BRIEEHIRIAILIHT BREAIPImIE LRI S> -N -f root@ <BHEZHIAIRMIPHLAL
[ i8R

o <BHEFEHIAIARIHT>: FEE1HR%RO
o <THRIARIEISEA FEOS > AERESE—T SAINRG It s OS . iz
PRLBIHER, BSHGSHITEN ., NREMEEZ2IMNT R, TLUS<THA9%M
vrialttf s -S> N EREh S —T R ARG Dl iR O S, IIRERRES
—MB R, WEEEZTABEZERRITHESHTIROMRET
o <BUEZHIRIRMIIPHELE: TN RIRSRESERSE, N “IPHt” FIh3REURE
“FARD” STRZAYIPHEE
iGN BEEENIIIMFRAYIROS489200, T agAMIAEtEIFIR OS5
192.168.0.81:9200, BkEEFHAIFARIIPHELLFT192.168.0.227, EEH TN TGS
TR O BRET
ssh -g -L 9200:192.168.0.81:9200 -N -f root@192.168.0.227
4. EFEET LogstashBIIRSE S, BHEEHITRIEAEIE N GFHEEILIRSSEF,

fBlan, BESANBIEIEXE “access_20181029_log” , MHFEREFEA “/tmp/
access_log/” , IWHIEHHEEOEIENTAR:

AR
X fFiEEE T PAaccess_log I RINRATFE, AFPTLUBE.
| ALl Heap used for segments | | 18.6403 | MB |
| ALl Heap used for doc values | | 0.119289 | MB |
| ALl Heap used for terms | | 17.4095 | MB |
| ALl Heap used for norms | | 0.0767822 | MB |
| ALl Heap used for points | | 0.225246 | MB |
| ALl Heap used for stored fields | | 0.809448 | MB |
| ALl Segment count | | 101 | |
| ALl Min Throughput | index-append | 66232.6 | docs/s |
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| Al Median Throughput | index-append | 66735.3 | docs/s |
| ALl Max Throughput | index-append | 67745.6 | docs/s |
| Al 50th percentile latency | index-append | 510.261 | ms |

fEEBE LogstashBIpRSSZ e, HITUI T ap$fELogstashi LB R MR EX
{#logstash-simple.conf,

cd /<LogstashH &2 HR>/

vi logstash-simple.conf

R & {4 logstash-simple.confRI AT TS .
input {

HIEFTTERI 7 E

}

filter {
BOEAIHEXLEE
}

output {
elasticsearch {
hosts => "< BREEEHIHI LN P IPHEL>: <BREEF W XTI FFRLH i T 5>"
}
}
- input: IEATEIERIKE . LFREREAFPHERBERKIZE. inputESEHY
EARBREFERNEIES Whttps://www.elastic.co/guide/en/logstash/
current/input-plugins.html,

- filter: IEEXNEIEHITIERS . B0, WHETHT TIREFILE, 83F
LSRR AEEER ., filterSHANEMERNERNREEN
https://www.elastic.co/guide/en/logstash/current/filter-
plugins.html,

- output: BT EIRRIBERYML . outputSEANEMBERFFERNEBES N
https://www.elastic.co/guide/en/logstash/current/output-
plugins.html, <BKZEHIAIZNMIPHEHSTENEM RIRS R EIBITHIERY
“IPHBLE” FUFRIREARE “SEMELNM 7 IIRAIPHBIL . <BREEEHIXTIPFFRLET
IHOSBNRLBEIPRRO, Fign: 9200,

LAZERRARR “/tmp/access_log/” BIEHESIE B, MINSIESXXENEITHE, B
TEEHRIFAZT, BIABUE OISR IRIRE . BEENAMIPFIROS S
“192.168.0.227:9200” , SANHIEHIZESIZIRA “myindex” . BLEHAIRHE]
WTFAR, BEEXHELREIEERIENTRE, BA “wq” #®F.

input {
file{
path => "/tmp/access_log/*"
start_position => "beginning"
}
}
filter {
}
output {
elasticsearch {
hosts => "192.168.0.227:9200"
index => "myindex"

}
}

AR
MREEAFHIicensefBXARE, BTLA=IHIREilm_enabled => false.
MREHAE T =2EN, WEELTHIES.
a. EEREEANEEE FEIES.
b. IETEHRIEPRFHKEIEBE logstashfRSZ2E+ .
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10.
11.
12.

c. (&MEEM{tlogstash-simple.conf,

LAZLBAR “ /tmp/access_log/” BIEUESZG 6, MNEIRESUENEITH
i, BEEERMHFREFNT, A IEIECIRRIE. BEENRILMIPAD
w5/ “192.168.0.227:9200” . SAFIERIESIBFRA “myindex” , iE
PBEMEZERA “/logstash/logstash6.8/config/CloudSearchService.cer” , &g
BEXHRIREIII TR, REXHELREERERESSERE, WA “wq”
®Fo
input{
file {
path => "/tmp/access_log/*"
start_position => "beginning"
}

}
filter {

}
output{
elasticsearch{
hosts => ["https://192.168.0.227:9200"]
index => "myindex"
user => "admin"
password => "rrkkkn
cacert => "/logstash/logstash6.8/config/CloudSearchService.cer"
}
}
MR
password: BRLZEERRIEN.
PATE T a8 LogstashiUEEREIR S NI ER
./bin/logstash -f logstash-simple.conf
AR
It S EEEFMogstash-simple.conf3EHHIBE R THIIT. 5130, logstash-simple.conf3
4771 7E/root/logstash-7.1.1/, MFBEHNZIER, BRTLGS,
BR-ERRSEEENS.
FEEMSHEF, &F “EEFETE > Elasticsearch” , NS EIRSIRNE,
EEEIERRES, BEFSAUERIEE: “1BF” FURY “Kibana” ,
EKibanafIZEMISARFi%IFE “Dev Tools” , #HAConsoleRim,
EE4TFIKibanaiyConsole RE, BEEZRIKINESNAIEIE
AKibanafz#le, WA TGRS, BRYE. EEERER, RHIESSAY
B, TREUESXHIEIEES AR,

GET myindex/_search

Logstash BB RIRS = LRI SRR

HlLogstashFBEFER—VPCRIEMERARSSHS, SAEURRIRIZRBINES-2F7 .
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8-2 Logstash EPEEEMRIRSS R LRI SASIEREE

—_

R

HRE#E LogstashAEIERIRSZ R ST SAMIERNIEFEE—EIWAERT,
EFNZLABAI92005 ORIFNIGEIR, BEMRIRSREIPEREIP.

MERLY::
o WMREFE—NVPCREZ GRS, REEDT—EYETHMEIP, HibAIIRSRTLUANTE
EYPERIEIP . WIIHPERIEIPRIT mBKEEIERE LogstashAI T BN H .
o MRBELIHEVPN, tAFELERMEP,
EAPUTTYEFR B RIRSEE

BIUNIEARSS 2ERZE T BESNAIEIESY “access_20181029_log” , S{H{F(#
B2 “/tmp/access_log/” , HAURSN RO S MEIRIN AR

| Al Heap used for segments | | 18.6403 | MB |

| Al Heap used for doc values | | 0.119289 | MB |

| Al Heap used for terms | | 17.4095 | MB |

| Al Heap used for norms | | 0.0767822 | MB |

| Al Heap used for points | | 0.225246 | MB |

| Al Heap used for stored fields | | 0.809448 | MB |

| Al Segment count | | 101 | |

| Al Min Throughput | index-append | 66232.6 | docs/s |
| Al Median Throughput | index-append | 66735.3 | docs/s |
| Al Max Throughput | index-append | 67745.6 | docs/s |
| Al 50th percentile latency | index-append | 510.261 | ms |

HITIN T ap< fELogstashiY% 2 B % M AC & X fFlogstash-simple.conf,
od /<LogstashBIZ2EEHR>/
vi logstash-simple.conf

fEBcE S logstash-simple.confRIAII TS .
input {

B E

}

filter {
HHEATHE XL TE
}
output {
elasticsearch{
hosts => " <7 B9 fBIE/ 4 i [ 15>"}

- input: IERETEUEAIRIR, SLARERIBRAFHNEARBRERE ., input2HAY
FREEFER N Bi5S https://www.elastic.co/guide/en/logstash/
current/input-plugins.html,
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- filter: YWHEHITTIREVIANIE, SIFEUEERIRNERHER . filter
SHENFMREFEANB15S Whttps://www.elastic.co/guide/en/
logstash/current/filter-plugins.html,

- output: BT EHIRRIERYML . outputSEANEMBERFNFERNEES N
https://www.elastic.co/guide/en/logstash/current/output-
plugins.html, <7 ZH9A7Pgrm/aib L 05>/ eRE A5 A A Wi [a) it
HFNiRAS .

SERESSITRE, ATERTREIE, BIS LRGSR <TmaIAmM
VB il ]S> R Z LR P 2T KB R MIG iR O S, 214
T RAIAMIBEEI RO S Z EREESHE, ESENESRU TR
Bl

hosts => ["192.168.0.81:9200","192.168.0.24:9200"]
SEHREE M TRE, EERIBESRUN T,
hosts => "192.168.0.81:9200"

LALER29 “ /tmp/access_log/” BOEUES A6, MABIESHENETHE, B
WREHFREAT, AMHEOEEGIRRE. FSASEINER, HT=AMN
IBEEFIR OIS “192.168.0.81:9200” . SAEIERIZRS |RIRA
“myindex” ., BeEXHRIRBIIN TR, BENXIHLELRERERIESTK
B, BIN “wq” #F.
input {

file{

path => "/tmp/access_log/*"

start_position => "beginning"

}

}
filter {

}
output {
elasticsearch {
hosts => "192.168.0.81:9200"
index => "myindex"

}
}

MREBAR 7 22BN, WRBLTHIES.
a. AEEHEAGERERNETHILESR.

b. G THANERFEMEIEFZ logstashiRSZ2EH .
c. [EXEEI{Hlogstash-simple.conf,

LAPIR2mR “ /tmp/access_log/” BYEUES 96, IMABIESEMETTFH
g, BEIREMHRIENT, BIRHIHTEIEIRIRIE, BEEEIRILMIPF]
iwOSA “192.168.0.227:9200” . SAEIENZRSIZFRA “myindex” , iiE
PBEMEZERA “/logstash/logstash6.8/config/CloudSearchService.cer” , &g
ENHRNROITRATR, BEXHEREIREERERSERE, B “wq”
(EEN
input{
file {
path => "/tmp/access_log/*"
start_position => "beginning"
}
}
filter {
}
output{
elasticsearch{
hosts => ["https://192.168.0.227:9200"]
index => "myindex"
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user => "admin"
password => Mhkkkkkn
cacert => "/logstash/logstash6.8/config/CloudSearchService.cer"
}
}

(]88
password: EREZEERAIED,
4. WU T a8 Logstashif EERYSE M = AR SS 2R RVEIR S N FEISEREH,

./bin/logstash -f logstash-simple.conf

BRTHERRSEEEHS

EEMSHHES, %R “ER¥FETE > Elasticsearch” , HNERFETRSIXRTE.
FERIRNET, PHESSAYUERIER: “B(E” JIA9 “Kibana” .
EKibanafY &M SARFiERE “Dev Tools” , #HAConsoleRME -
EEFTFAYKIbanafyConsole R H, BT LEFIRENESAHILIE .

fEKibanaf=Hla, WA TGS, BRE. EEERER, NRIESSAK
E—, RREEXAREIEESARID.

GET myindex/_search

8.2 {HH Kibana of, APl S A\ &EZl Elasticsearch
IEERS X IFFAKibanagi ZFAPLSEIES A\ ZElasticsearchdr, IR

© 0 N o WU

JSONZERET, .

{58 Kibana S AR
EESNHIEZE, BeJLUERKibanaiZz NERE, W TMRIELBN B aERPOSTHRS
ENEIE

1. EBER=ERRSEEEHS

2. HEAEAENSHER, ©E&EF “%E¥Eﬁ> Elasticsearch” , #HANEEFEEYIERRM@E.
3. EIEFCEAVERE, BEIRMES “Kibana” , ERKibana,

4. BFEAMSHIER “Dev Tools” HNIEIERME.

5. (HE) MITHSeIRGEMEEIERIZRS|, HisEBTEN AT RE X HIEEE,

MRGSNGEEFEFAEIBNERS|, WAFEBFLERS; WRFEAH
ERSEBEAFEAIBNRS|, WFEZSEWTRAIEIERS,

f5ln: EConsoleRMmE, HITUITa<, €UiEZES| “my_store” , HiISEBTENX M
BIRTE N EIRSEE
7 X2Z BIkRZS

PUT /my_store

"settings": {
"number_of_shards": 1
%
"mappings": {
"products": {
"properties"z {
productName": {
"type": "text"

5|ze {
"type":

|||||

keyword"
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}
}
}
}

7 xZ JahRZAR

PUT /my_store

"settings": {

"number_of_shards": 1

b
"mappings": {
"properties": {

"productName": {
"type": "text"

3y

"size": {

"type": "keyword"

}
}
}
}

6. HITHSEAIUE, ISA—FHERM, HITHTHS,

7 XZ Bk

POST /my_store/products/_bulk

{"index":{}}

{"productName":"Latest art shirts for women in 2017 autumn","size":"L"}

7 xZ JehRA

POST /my_store/_bulk

{"index":{}}

{"productName":"Latest art shirts for women in 2017 autumn","size":"L"}

IREIZERUNES-3FFR, HREIERSEH “errors” FERAYEN “false” B, T
RENEIRIN.

8-3 IREHE

- |
"took": 42,
"errors”: false,
- Titems™: [
N 1
- "index": {
" index": "my_store",
" _type": "products”,
" id": "AWTGBHt7BwpN-hb3LKau",
" wversion": 1,
"result”: "created",
- " shards": {
"total": 2,
"successful™: 2,
"failed": B
- }_1
"created”: trues,
"status": 281
- I3
- h
<]
~
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{£F APl S AR

{EMbulk APIET curlsp L SANEIEE, I TRIELUSONEES 4961 .
(18R
(EFAPISNEIESHRT, ZBINSNBIHHES AN EEBIZ50MB,
1. ERMSEANERHIEERIRSES.
B RIRS RAFMIREBR

2. HTUTSHS, SAJSONHEIE,

Hrh, {Private network address and port number of the node}EEi /95
BT ARG IR IR OS, HiZzT =B IEIER, SSHmSHITE
M, NREBFBIZITHR, _JL,H—;{Prlvate network address and port
number of the node}é?ﬁ?ﬂ%ﬁqﬂ%—ﬁﬁﬂ’ﬂmmiﬁ rtﬂtlﬂiﬂl:liﬁ*alilvs, PIESES
BREE TR, USEE T REEZEERMTHSHITENTIE.
test.json AS N EERYjson3 .

curl -X PUT "http://{ Private network address and port number of the node} /_bulk" -H 'Content-Type:
application/json' --data-binary @test.json

MRS ANHIENEHCSIREBENS, FEAiXhttpsisk, BEIHITcurldaSHT
IIJ\\j]u kJiEIﬁo

curl -X PUT -k "https://{ Private network address and port number of the node} /_bulk" -H 'Content-
Type: application/json' --data-binary @test.json

AR

Hrp, XsH@sHER®<S, W “-XPUT” -H%%Slﬁ’\]ﬁéﬂﬁjj HEL, @ “-
'Content-Type: application/json' --data- blnary @testjson” o NIDAY-KSEAT, i 71]4%—k
SYMETESHSSHEZE.
A1 48 “testdata.json” BB (FFHIEIRS AN EElasticsearch&E8¥, IHEERE
RNHTRENE, Eh— M H=AMiGEtits “192.168.090” , iwHSH
“9200” , Hrftestdata.json3{4HRRIEIRBUN T AR

7 XZ BIhRA

{"index": {"_index":"my_ store "_type": products '
{"productName": "2019R}EEFR TR SATHZ LT 2", "size": "M"}
{"index": {"_index":"my_ store "_type": products '
{"productName": "2019R}EEFR TR A4 LT 2", "size": "L"}
7 X2 JShR2A

{"index": {"_index":"my_ store }}

{"productName": "2019R}EEFR TR AT LT 2", "size": "M"}
{"index": {"_index":"my_ store }}

{"productName": "2019R}EEFR TR SAT 42 LT 2", "size": "L"}

SRR {’Eﬂﬂ‘ﬂﬂ?ﬁﬁj—
a. HHTLUTES, BlEmy_storexR5|,
7 XZ BIkRZAS

curl -X PUT http://192.168.0.90:9200/my_store -H 'Content-Type: application/json' -d '
{
"settings": {
"number_of_shards": 1
h?
"mappings": {
"products": {
"properties": {
productName": {
"type": "text"
%

"size": {
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"type": "keyword"
}

}
}

y

7 XZ JRhRAS

curl -X PUT http://192.168.0.90:9200/my_store -H 'Content-Type: application/json' -d '

"settings": {
"number_of_shards": 1
}

"mappings": {
"properties": {
"productName": {
"type": "text"
"size": {
"type": "keyword"

}
}
}|
b. HITLATa<, S Atestdata.json3{FHRIEIE
curl -X PUT "http://192.168.0.90:9200/_bulk" -H 'Content-Type: application/json' --data-binary
@testdata.json

TBI2: 45 “testdata.json” HIESHFRIEIES N\ EElasticsearch&8¥, HIbE
HeHTBENE . DRinattit REEXERE SR ENEE . SAEIEIRIE
LR TR:

a. AHTLATSS, GIEmy_storexR5|,
curl -X PUT -k https://192.168.0.90:9200/my_store -H 'Content-Type: application/json' -d '
{
"settings": {
"number_of_shards": 1
L
"mappings": {
"products": {
"properties": {
"productName": {
"type": "text"
"size": {
"type": "keyword"

}
}
}l
b. ITLATES, S Atestdata.json{EFRIFIE .
curl -X PUT -k "https://192.168.0.90:9200/_bulk" -H 'Content-Type: application/json' --data-
binary @testdata.json
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9.1 =BT EIR

TREAA
FPENT FERRS HREMISRSMNMISISIRNSSEE, SRR
BN

AR
SYS.ES

HIRIRtR

o IFIEAYEIRID. EIFER. BiRANUANBEEES %1,
o INIEAYMIERIR: CSSEE?
o INIZROMEIRFEHA ([RIAIENR) @ 1%
MARIY:
RiHE: N PREMNFHABRNRE, STREREFTEMRI.
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FBFigrE 9 IsgE

x& 9-1 ZRERRSTFAIEITISIR

}8kRID BiRER | BiRaX EEEE nNEg | MH=EEH
M | (R@EE
=)
status SERHERK | mistsABT | 01,23 CSSE | 18
:75\ é?ﬁrl-,ﬂﬂ%% 0: ;% F2100% E¥
EEIRAOIK e 00%
h 1: BEERE
89, BB EIAER
%K. =oREE
EmigE 55
1, FENK,
B A E SRS
‘r%)ﬂ:o
2: HUEIREK, &
B ARSI
Eﬁo
3: RBREEIE
BRES
disk_util WEFERR | 1ZiEtinBT 0-100% CSSEE | 138
FitNEXT Bt
RAVEE(E
%;_'?50
B 8BS
Et
max_jvm_h | &RAIVMHEE | CSSEEEFHE | 0-100% CSSEE | 194
eap_usage | AR M =AY Bt
JIVME(EF
BN -y
B
Bi: 8BS
tto
max_jvm_y | &AIVM CSSEERFHE |20 ms CSSEE | 124%H
oung_gc_ti | Young GC | NHEHY picd
me ¥R JVM Young
GCHERRIT
BERIRK
B
BA{: ms
max_jvm_y | &RKIVM CSSEEFHE |20 CSSE | 1954
oung_gc_co | Young GC | N5 ERY Bt
unt X JVM Young
GOR¥ Rt
BERIRK
=1
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P15/ 9 Wiz
}5kRID BiREiR | BiRgX EEEE ME | IS=EH
MR | ([FEHiE
¥r)
max_jvm_o | &z KJVM CSSEEFHE |20 ms CSSE | 1%
ld_gc_time | Old GG | M= B
i) JVM Old GC
PR RIHE
HIRK(E,
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FEBEhIZRIRERINEE | cluster startAutoCreateSnapshots
X AEchEIFERIRINEE | cluster stopAutoCreateSnapshots
(ERSHEE cluster listYmls
RENSHECEESTIZR | cluster listYmlsJob
KNS HELEYIE cluster updateYmls
IRENEREIZ#(ESSTIEK | cluster listAiOps
#15
BUEB—IREEBHGNESS | cluster createAiOps
fBE—MEESIER | cluster deleteAiOps
BEHITEH

E=FIRESEERETS, APEEEEXERRE, RRSFRICRARYSRS
RFERVRE, SIBMIERSERRE, RASFRICRAPIOBSHFHIEREF. =
HitkS EEEF e SR EFRIA7RAVR(FICR.
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SHRFERE) .
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1.1 @&

11.1.1 4K TAX

A=K, ATAK?
IR X FRSRISARIR R ORI E, EITLERENRE . TRARAESR.

o [Xi% (Region ) IEMMIERIEIREFD . BOXETEMY, XEFLUISSIIRANE
ASREDFIIREM . BIRCIZMRINEAREERXIE .

e TJHKX (AZ, Availability Zone ) E—Xi%A, BHFIMNEEERSHYIEX
g, —MNIBEXASEMITBXMENZIE. — M XigRTUESMTEX, &
ETAXZEYIERE, ENNER, BERE 7 THAXEMZME, IBHTE
. (EATEERIMILRIERS

El11-18R 7T X B ZERIX R

11-1 XiFFIrTEX

Rl - Ml =1

SR X 1
%&ﬁﬁﬁ%ﬁﬁ@ﬁ%@%ﬁﬁﬁpmzﬁ,ﬁﬁﬂMﬁ&W%Wﬁ,E%ﬁﬁﬁ
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&uﬁiﬁiﬁjm X?
T EERER—TAXK, FERTEREREDIIMETENER.
. %ifmrmmgﬁ;mgx%n B BRI EE R RS R EIA AKX

o WNRETAINAERSLAIZ ERIMESIERTERIR, MWENEERREIZRER—TRAX
Mo

XigFNRim T =

LITBIAPHERERRT, B RIEEEXIFRETR. BSER, 52% ( =lEFER
FAPIZE ) B “BirTHR” B,

11.1.2 =EFRRSBUNOFIERERZETE
SHERRSEENATIN S EERESIRSETRE:

L4 m—nﬁl%%

BAMEN D240 FE, B STFEMEEREER. A FERADERBNSH
J_ﬁuB% RIENSS . EESEMNEIIEEE.

- ASETE: FERERRIMGSFTE, IFIRPRHISEE, MM
EEMX. &5l BRED,

- EEYE: TEREEETE, BTEERERRS.
o FZ&E

SERRSIREN T LEERE:

- BVPCRELEKRBIRVPCHENNZZ,

- Eg@éﬁiﬁl‘ﬂ?’%%ﬂﬁﬂ% (ACL) , FILARIFSEEHNFIRHE D FRIAIRN

ZHNLEE o

- NEfREEMRIE ( BIEMEHKIE. )\1§1~_L}LJ$DIZE$F'§§E) AT LA lEE
IPsec VPNIEEZHANTIREVPCRIPTEMERE -

o HiELSE

AERERRSH, BUSEIAR. EfFEazalE. R5IHESE=5 (OBS) &N
BERIERFPIEIRELZE.

11.1.3 PR EX I RIRS B SR e R

RRPFEXENNEER I HEERRIEFRERRS . ARUUEREIRGER
5, RIECIA R SEESERR, SWEIEE, AIXREENERERERSE.

B Epl:

o WNREEERASEMN (405min) , ﬁ%ﬁﬁﬁ%?ﬁﬂjiﬂ§>ﬂ (205K ) METRESEE
(4085% ) A9BSR, MARHMBENEE,

o UIRE %ExETIEﬂP\] (#m5min) , EEERIASHIIZIR (5K ) KFORIER,
WA SENEE.

SRENfERE:

o WEISHEFEAZEGXINSEN, JINAEHETEFE, EEREUNER
T RPRRESERRSEIEFER B RRURMTE, &) S
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o WRISEHERIKSEXRNEEN, I BEEEHND R PERARIEEUKShard
BEEXE%k, ECerebro FEEHERAREER.

11.1.4 = RIRFZ B WLETFEFEIN
IERIRSZSEAEVSHI A EZFEBFIERS| . EERfCEZiED, B AEEEVS
ROSEBI R AUE (BIBKRN)
o TIFEVSHEEIFEIEI/O. F1/0. #&=1/0,
o  FIIARMEAIECS, EXIMAYEVSE R/ NIREIIRIBEIZEERHEFEIT 2 AMETIE o

11.1.5 =EERRSZEEREN LRES D
S ERTES, ROTEIBINMN TR, REBUE200MN TR, HFSM PR (XL
—NECS ) RIEH—TEHERIEVS,

AISEREECSEHEVSEXN/NIARE, HEERRRRSEHTENEZA/N, EVSE
R/MRIECIZERHEERT SIS TIE o

11.1.6 BT HoJLAERA=ERIRS

SIEREERRS, SERAENES|IZEMAP, BHTUT=MAR . aJUUETFESHEEF

AIERIEEREIEK

e curl
curl2—"1ar$iT IR, BRITEMURLREINEEEH . curlZxHRHTTPE
Fif, AJLARIEHTTPIEREGIRS IR, FHEWIMNBER . curllEBFEO@L. X
FeuriF 2152 I https://curl.haxx.se/,

o H3
B mEIEREO, AREKER, HEXMIEEKER.

e RESTERi%
Mozilla Firefox. Google Chrome#&BARESTIRM T EIFZ(LANISEERIEH, Aixhb
BEKREE
- ¥t¥3Firefox, &2 Firefox REST Client,
- ¥t%dChrome, iEZ&MlPostman,

11.1.7 FBIEH D R ETRISELEHE
i AR R TR H E R S RErR:
e HEIM4: ElasticsearchBAE
o HES{H: ElasticsearchZ 5|34

o Hh4: SERECENH
o BERS: BUARESWRIFMETE

11.1.8 7£ CSS HY console REEAETEEEHNS F BIANBIRZ?

1. BTFconsoleizflEa .
2. TEHENENH, HEEEEENSERIRIESIAIKIbana,
3. EZHRKibana®m, 1#%&iEDev Tools,
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ZIRZBRSS (CSS)
FFisrm

Home = Add data

N

B ®

&l

H

v

&

4. 7EDev ToolsfiyConsole REHHITGET _cat/indices?vipd, ZAEEES B HHN
IR, WE, pridIRNZRE|IDFE, repdIFRREIXRE ., R5|I—BLIE, pri
TEEMRY, repAI LAGHER o

oooooo

ory Settings Help
1 GET _cat/indices?v v Dy 1 health status index uuid pri rep |docs. count docs.deleted store e.size pri.store. .size
2 green open -kibana_1 dahkfY4HS562511RGkx4HA] 1 () & 1 25.8kb 25.8kb

11.1.9 =ERRSZFEANSIEEREEZR(TA?

SIERIRSHSHBIEERER ZERM: —FZEElasticsearchFUARILZAEE, S—H

ZEbest_compression&i%

o LzAEE
z4& % 2ElasticsearchPIBMAE48 T L, 1ZEEXIEURIIREE/ E4HEBEERR, B
[EAEFRRR—LE,
[EEELERISCINREZ . EREEEUE L4 bytes HIEE O S ILE, BB
Tbyteitf733tH, BRIEENMHITESR . ZEEZERATIENE K. EA=/\11H
=

e best_compression&i%
BRTBARILZAE R, =ERESZESIFEE X best_compression&i% . 1Z&iXE
BFEANEKX. R5|EFERASHTS, AINMBERS. BELFEESE, Tl
RAPEZRS IITFER A o

HATU TS, TLUERIAERE L (LZ4&3E ) thikJabest_compression&iA:
PUT index-1

{
"settings": {
"index": {
"codec": "best_compression"
}
}
}

WELR, LZAGEERE/ERERSEER—LE, mbest_compression&EEEE4E
FIRERSFENEMRET L,

11.2 IJRE(EAEX
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11.2.1 Elasticsearch EA1FAE VPC Z[ayEiE T Es?

Elasticsearch A SZIFEIZIFRARVPCZBIRVEIE, BETLUBE AT 2M A XHTIE

*g o
Fix—:

TLMEFRSH SIREINASTIS ERSIR
BiE—:

1. $TIBVPCRILE, $BIIXIEHER
2. ITBMEE, ERLogstashiftfTEIEES

11.2.2 U{TJEE Region iTF CSS £EEF?

CS%%E%‘ﬁ%EE@J‘E%, (BRI LUET OBSIHE&E MR ERIS Nt TERIT B LI ERF
E* o
o UIROBSHER—IXE, BSEBMNSKERSIHTERFTE.
o WROBSHEBERXI, BEESEOBSIRSHY ( BFER ) 1Y “REBEXGESH” &
THITEXIHEHIOBSH, B5%F “‘GHSWERS|” BELHTERTE
AR
o AEEXESHIZH, BREBIFEHIBENRBMLAS, BUEEEREESRIFHEE
PREERFRORERT IR P,

o ERIBHEBERERES,

11.2.3 W ERERRSAISEERHTNEE?

EE%EHE%E’JTEEﬂEI & EFlelasticsearch {RIF—EL, BT _settingsiz[iZE . 5
a0, EeILAfEKibanast TN AR, IRERSIRT.

PUT /my_index/_settings

"index.search.slowlog.threshold.query.warn": "10s",
"index.search.slowlog.threshold.fetch.debug": "500ms",
"index.indexing.slowlog.threshold.index.info": "5s"

}

o  FHFIEFI0HE—1PWARNBHE,

o REVEFS00=RimE—"DEBUGHE.,
o EHS|IEFSHME—1INFORE,

FHAISEEM: https://www.elastic.co/guide/cn/elasticsearch/guide/current/
logging.html

11.2.4 Y{alEEHT CSS 4ipEHARER?

CSS&#pEIEASEI{EFAAYE Open DistroflISM, LA EIENBARERZISM templatefid
RIEEFFLER, EEEETXISM templateE’Jﬁﬂlﬂ_IL,Lﬂ%Open Distro3Z#,

1. HEIE—policylt, R4 1t.opendistro-ism-config=s|HhBE \—EEIE, X
ZHIER “_id” FpolicyfIBF, ABEZEpolicyfIEN o
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ZIRZBRSS (CSS)
5z =12

2.

3.

11-2 EA—EUE

{

" _index”

: ".opendistro-ism-config”,

"policy” : ﬂ
“policy id" : “"policyl”,
"description”
"last_updated_time"
"schema_version” : 1,
“error_notification”
"default_state” : "hot",
“states” : [

{
“name” : "hot",
"actions" : [ 1,
"transitions™ : [

{
"state_name” :
“conditions” : {
| “min_index_age” :
3

}
1

}:

{

"name" : "delete",
“actions” : [

{
| “delete™ : { }
}

"{ransitioms" :[1
}

1
1

: null,

"A simple default policy that changes
: 1641432150329,

“delete”,

“ag”

[the replica count between hot and cold states.”,

}
}
1

BpolicyfNZE35 |4ELAE, RS t=HEE.opendistro-ism-configZs|hFEN—FKE

&, XEHBEAIIINSI FEFR.

11-3 HURIAIRE
{

" _index”
" _type" :
"oid"
" score”
gurce” & I

".opendistro-ism-config”,
" _doc”,
"FABkSF5GSTCMREQKWA1HVW" ,

» 1.8,

name”

"index"

¥
T

"policy" :

"index_uuid”
"schedule” :
"interval™ : {
"start_time" :
"period” : 1,
"unit” :

"last updated time"™ :
"enabled time" :
policy id" :
"policy seq_no”
"policy primary term” :

“change policy”

"managed index" : {
"datal”,
"enabled” :
"datal”,
"FABKSF5GSTCmREQKWAIHW" ,

true,

{

"Minutes™

"policyl”,
: null,

null,
: null

1641432652693,

1641432652694,
1641432652624,

null,

b
¥

¥
1

i Texplaingp$, WHHREINRNBRE—

GET _opendistro/_ism/explain/data2

"data2" : {

Z&policylVid .

"index.opendistro.index_state_management.policy_id" : "policy1"
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}
}

ZIa0pen Distro= T — M ¥IIAHRTREE, SpolicyBlIABIERIIXFEIET,
YR LA EROEERIN N EIF R

11-4 YItatCaEURE

distro-ism-config”,

STORAQKHATHV"

L.‘er:]t'_a\'s“ |

o

I
“change_policy” : null

akeERSE, policyAImin_index_age#f=#EHIIIK.
(10 88
WRIATEE FipolicyflINE, ELHANGHRIERNERS RSN, BAtESRE
|BEpolicyl IS ESI T—1%, EFpolicylIRHREARSETHSHIRIAO NS .
4. f&M5=policyLAfS, #4Tchange_policy APISERRIREEHT, IR,

POST _opendistro/_ism/change_policy/data‘

{
"policy_id": "policy1"

11.2.5 WTHERERS [FAE 9 07
1. ZEZREE¥KibanafiH, EKibanafIZEMISARAHIERE “Dev Tools”
2. H1785<PUT /*/_settings{"number_of replicas":0} .
(11 588
IR RRR LR, FENNT. BIHTHIERFEEIXINES]. m: PUT/

test*/_settings{"number_of_replicas":0},
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FBFiss 11 & ja)ER
11.2.6 I+ A FHEIENES|D R E3# o EEI—1 node TR E?
[RE

RSP FWEFDET— T nodeT = ERIRER LA T ER:

o ZHIES|MIPBELEMENT & tMshardsEiEid.>, S shardsHHEiH
balanceshard8# xS, A TFEFRERSINEEDH, EshardsER D ECESL
ST EE,

o TEVE, UHTEIMIMANHTELRshardsHE50, HWATERSBRNHT
rebalance, {ERrebalanceZEEh018], IATFIEZES|IREZSMbalande.shard&
IS, FEREERSINSE, BIESEEH T = EERRENFEE,

SN ERF G shard D ECEFEER N ECES

cluster.routing.allocation.balance.index ( EXIA{E0.45f )

cluster.routing.allocation.balance.shard ( ZRIA{E0.55f )
(11 %88

e “balance.index” : {EHMX, shardDEHMAETESENRSIRFES R ETDR L9992
o, WMaZR5|HB6  shards, BIEDRE3N, ZEEEMETILaR512. 2. 2F&ESE

e “balanceshard” : fE#X, shardDEEMMETEEMAEDF (FFERSIRY) AT m LF
11, WNZE5laB2shards, &5|bH4shards, ZECEMB TR RiHT2. 2. 2FE
7B,

e balance.index¥lbalance.shardtt@E A EshardsHHEL -
RRG R
WHENES D REEI B E— " nodeTi = LAY, BLAT2MEERIDNE:
1. Y REETENERSINY, FRNTHARKEXNNSE.

"index.routing.allocation.total_shards_per_node": 2

BIEAMRS | EBN TR EREHNE2 M shards, HF, BEREINTRRSHESD
“shards, BIREEFEIET ST R519H (£, &) IHEBITRE.

2. WMRFBshardsEFDEAEHEI VTR ESHFES IshardspEEIF— P =
L+, AILMERPOST _cluster/reroutefmoverss SiFigH R EIEHMT &,
rebalancelZB RS B pEcHMESEN S F SEXRIET R . IRIEEARWSFERA
SLUELETbalance.index, balance.shardfit® .

11.2.7 AU EEREBEE?
BITESY
ERFITIE, FREETREES.

RREI

1. AE=ERRSH “SREE" nmL, &5 “IBE7 SR “Kibana” iiiag

B,
2. fEKibanaf9EMISEARI%IE “Dev Tools” , BB “Get to work” , #H A Console
FH,
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ConsoleZEMRIGAMNE, AMNLREERE, P FiTadiad.
3. #17a5<GET _snapshot/ all, EIGFIEBEESE, M TEMR.

B 11-5 EHFrECEER

Console

History Settings Help

1 GET _snapshot/_all DRy 1~ {
2~ "repo_auto” : {
3 "type” : "obs”,
a- "settings" : {
5 "bucket” : ":55—
8 443"
1e
11+ }
12+ }
13-}
14 |

bucket: OBSHES .

base_path: IERER, RIKAMIAEE, FHEREFER.
endpoint: OBSizZ .

region: FffEregion,

4. BEEERRER.

a.

%LF;G ET _snapshot/repo_auto/ allfsi<, EAHBICE NEFGHIRIES

E 11-6 [REB(ER

History Settings Help

1 GET _snapshot/_all 1~ {
2 GET _snapshot/repo_auto/_all RN 2~
3
5 p3raRgRYK7DdoU4uoalg”,
6 : 7860299,
7.6.2
L
"datal- EB@EB@BBGB@
18 ]
11 “include_global state™ : true,
12 "state"” : "SUCCESS"
13 "st: 3 2821 84-28T@3:54: 5* 1427
14

"succes Eful HS

"  snapshot: HREBZIR,
= state: {REBIRTS.

= start_time. start_time_in_millis. end_time. end_time_in_millis: &

BRRYE]

" shards: shards2f. totalFZEREEAINEL, failed BREMBINEL .
successfulZ LI NEL

H4TGET _snapshot/repo_auto/$Ssnapshot-xxx, EIHIEEREBER,
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" S$snapshot-xoxFHERIESLIME R E R BFRIRIEZTR

"  repo_auto/SHIEIRRIBRTR, tHAJLARBERT .
5. (ANt ) MiBRiEERIRER.
MR EMIFRISERREE, HITDELETE _snapshot/repo_auto/$snapshot-xxx.
$snapshot-xxxFEARIELIRE R B N E AR IREEZFR

11.2.8 WERIEMR A EEFEE A LT R ISR ASEEF

FSSEETHRERIRA . (BRAEIISEANEE, #TERTE, Tk
BHRATHR .

1. QlieERE: ER—Aregion T, BlE— M ERIRALIER,

2. TERBEERE: BYSHSHERI AT IR,

11.2.9 ERMIIRE 2 ETEEIKE?

SNRAPRATEERE S AT RERTNRE, B OBSHEHEIZAVIRIBHARMEMIPR, MeTLAES
?EBSJE}:PEﬁ%ﬂ@ﬂ&ﬁ@%%‘df&%%ﬁo B, WMPRNERTERIKE, ELEERE
IBRIESS

1813 OB ERIIRAR (S BIREWMIPRERL RS IR

1. ERZRRRSEEEHE.

2. PEALAR “CURER B &R, HEMSEFREBIEE. H, “OBS
a7 M “BHBERT HSRMRERFFRIRRESAIOBSHEIKRE .
NRBAEEMCLZRIFRIERF DIKSHRMERIRIEIRE, CHFEREIRTRISERH
‘EZ&,E\EEI’\JOBSE T M “EBORET SHERENRBIIRERFIIRRESAIOBSHE

e

ks

HERIAIMERF EER—  region T, SERRNRAES TS THRMERE, #
ST RBEELPEATEMER T REN—F, SNEHTREKRERK.

3. HFmEEEE “SERE &Th ‘IR BY, REEEBIREAN ‘EXNEE
WM.

4, EEMSH=ER “SERHRER” |, A “SEBHRIE” SIBE.
AREEEYIERS, LB ERIREBER. &8BER, BEE/D
fERIFEE

5. ERTRIRER “IBME7 IR0 “RE7 , BE “IRE” TWHE.

6. £ “IRE” NEEEEENKRESH.

“E5|” : IBEFTEHTIRENERSIZIR, BAAT, NIRISFHINME, BIFREE
FE|ZWR, WERRKREFRENESIFIE. 0~ 10241MNFER, FREBETHRIIAS

F&, BRBEEE"\<[>/M4FHF.

“HS|FIRCEER” : EIRERT, TLMRIEXAMEFE X ANTEREEIREH
BEMEERS|, TRSMSERENREXR . BUAME “index_(+)” FREIEIE
5l 0~10241MNFFF, FEEEATIRINAERE, BARREEE \<>/255%F/H -

‘K5 |FIREEL” ¢ KS|EGZAOMN . EOAE “restored_index_$17 FR
EFEIRENZRE | ZEIEINL “restored ” o 0~10241MFER, FeLE ST
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MASZFE, BREEE"\<|>/?55%FMF. TRE “R5|2MEIRERX” 1Y,
‘RE|BTIRUECRER” F “R5|IBMEBRENL" FEEARETSEL.

“EERE | EIRFEHTIRENERISIR, kRN RioiE EihEERE, REe
EEGTF “TH KSHIERE, IRREFIENERLT ‘Ao’ RE, B4
BEEERBIRERARERE, IKEZIEMERERT, BirEEFPAYElasticsearchhR
AAMETFTAERE, RO EIFEMERE, HiZERIPEFERSZERS|, NKkER
g, ZEBMNERS PR EHES, FEERE,

BE “HE RIS RSN, REBIIERS ESRE BEEN “IRERK
17, REIHESIRIEREBERENREMN

11.2.10 H{E]{& Elasticsearch E£E¥Y TLS £5£7?
BRICSSTE7.6.2 8 LA EARASZIHEXTLSE L

AN =

BERTERRSENS.

EIE ERREEIRT HNERIIR,

RIRFRENAIER:, REEMEN, EAERENMEENH.

®iE ‘SHEE” , B “RiE , B ‘BEX” , 8F N7 .

FEEENSHPRN ‘8B A
opendistro_security.ssl.http.enabled_ciphers, “ZS#{E” H
['TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256',
'TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384']

(1 3588
BIR “SHIE" HEMSENY, BE—PESOE. NN SHE" HEMISE
Y, BES3ISIRE.

(Eeksenkfa, S ESRY ‘IR B “IEXEE B0, WASHEREIE
‘BHIENEREFNERTRER" , BE “BE .

STHHSHIERIIRETR “MRIRE” 79 “BIh” B, RNESRFAI.

IROIEERFTIR, BEERHRFIIN ‘B2 > BR™ ER&ER, BENNRESE
;\-&0

11.2.11 ES ER¥U{a[i% & search.max_buckets 2#?

)RR

S

CSSEMABRHIERZB 810000, WNREHLERED H LXFIREBEES T IRER
100001, FEZEiFKsearch.max_buckets=#E .

fEkibanafy “Dev Tools” RWEHITUI &<
PUT _cluster/settings

{

}

"persistent": {

"search.max_buckets": 20000
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11.2.12 Elasticsearch EEEFHEINZEZFimT =Y node.roles 5 i &
TRZ T RE ingest THaMg?

Bl HEA
EHENEFHTRA “noderoles” 3 “i”7 Rz maingestTimNg?
o UWEEFIFTRREINgestt =, IPAERIHERFECoordinating only node, Ffr
BT m#bRCoordinating node S HRE FimiE K137
o WRRHingest BT, BBAZEFinT Rl F=RIRE?
RRTIER

BT EAY “noderoles” A “i7 Y, RRENEFIRT R LBHTingestT &
o

e Elasticsearchfd “coordinating only node” 7ECSSERSSHFRA “client node”
WRERFFIZFIRECclient node, NFIETI REBZclient nodeE S HER Fimis

Ko
o ingestmmABHT—EELK, BTHUERR, HigAingestilSBHY, EFHEHRE
"SRE.

11.2.13 Elasticsearch 7.x EEE£U{I7E index TEIZ type?
fEElasticsearch 7.xhRAF, EKiETtypetlt S, E7 xRLAGRIRASF, indexZBAEZ

ZelZtype,
EEEEFER, aJESSHHR “include_type_name=true” 3&#I{FHtype
ggo

PUT _template/urldialinfo_template?include_type_name=true
HiTedhE, RESERR:

“#! Deprecation: [types removal] Specifying include_type_name in put index template requests is
deprecated. The parameter will be removed in the next major version. ”

11.3 Z2EEEFEX
11.3.1 filebeat IRASEELIRARIXE

o IERERIERE: FIRH .
o LREIER: HEMIRERIRTEER lebeat osshiRAS, i5Z%Fhttps://

www.elastic.co/cn/downloads/past-releases#filebeat-ossi#H{T &k o

11.3.2 Y{aI3REN CSS FREBMNZ2FH?

CSSIRZ RERBAHTTPSIHRNZEER A FTHEZERIER

( CloudSearchService.cer ) »

1. ERTERRSEERE
2. IR “ERFEIE HAERIE.
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3. BPENNMERRIBTR, HAEHENMSRRE.
4. # “ENMER E, BE ‘R’ FEEN CTHIER” .

11.3.3 UMa/4&#k CER ZEIFPBHIETU?

ERTHTTPSIHRIM R £ &80T LA N CSSIRSB R 2IEH
( CloudSearchService.cer ) , MAZSEIFZE “ pem” 8§ “.jks” HBILAGES,
W E R UE B T8I R

o BLZRIEPM “.cer” 1&EEIRST “.pem” 8=,

openssl X509 -inform der -in CloudSearchService.cer —out newname.pem

o RREBIEPMN “.cer” #BzLERN “ jks” 8o

keytool -import -alias newname -keystore ./truststore.jks -file ./CloudSearchService.cer
Hrh, newnameZHFHFBENXRNERBER,

WITHSE, SIRRKEIIRER, HASZE, BIREXEN, BEENERAE
58

11.4 ZFEEFERFIEMHEX

11.4.1 W{I{EF Elasticsearch iSIETHISHE, BB EFETE?

o MIBREBRRSIHIEWSL
curl -XDELETE http://IP:9200/%&35|84

(1 %488
IP: (FE—NERET SAYIPHELHE
o pRE—XlogstashRUFrBEIERS, BIANMER19SEEEIRE.
JFZL2tE(EERE: curl -XDELETE 'http://IP:9200/logstash-2017.06.19*'
LS EEEE: curl -XDELETE -u username:password 'https://IP:9200/
logstash-2017.06.19' -k
(MEEY::
e username: BIERWKFZEKIASadmin,
e password: BIFEERINS BRI,
o P! FE—EETRAYIPHIL

11.4.2 WN{IJECE CSS EEPNEIA?

1. 1EkibanaEBHIfTGET _cat/indices?vip SHIAERLRIARRIEE . AR rep2EFIA
1, HEBEXEIA

ket &

2. WMRAZ, JLITHITHSRERIRE.
PUT /index/_settings
{
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"number_of_replicas" : 1 //FREERENRIAREL
}
(1 #BA
index SBEIENAIRE|BTR, HIREIIRERHITIES

11.4.3 U1 ZES | ¥UE?

o FmhiBHE: fEkibanaE#fTDELETE /my_index&i<,

o Bt TEHIEE: FJUSEESARBEERSIRNER, BT, CSSx2iF
Opendistro Index State Management., 1#¥0: https://opendistro.github.io/for-
elasticsearch-docs/docs/im/ism/

11 44]SOn BgE T 119k, RALlEdENEE, 1AF 45
A, 2 BIARRIRER

R5|—BgIEmI, EshardsfERAIE,
IEXEIAZ, @i rEkibanahITIA TS

PUT /indexname/_settings

{
"number_of replicas": 1 //ZRF-EERENEIRE
}

(10 88
index HEBIEMMZI ISR, TAREIIFERSIEY.
11.4.5 Elasticsearch ¥ B i3 2 <SG HLEE 0

SRS FREERESER D h SRS MERIT.

2. fd&ElasticsearchBzhgliEindexfd, SIERETIEESHAEENIEKERER
Foh, TERNT SRR
3. RIS, NREFERNERWSHTN, TEESEBIRESFICRER. 5

NIEHE 55
11.4.6 Elasticsearch EEEHSEEIA D TUR[OIREAS
BRBE
o Fikl:

$JFFkibana, 7EdevtoolsREHITIN TS

PUT _all/_settings?preserve_existing=true

{

"index.max_result_window" : "10000000"

}
o Fik2:
FETUI T aSHITIRE:
curl -XPUT  ‘http://localhost:9200/_all/_setting?preserve_existing=true’ -d
{

"index.max_result_window":"1000000"

}
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A ER
ZEESENAEERTFSCPU, BERRE,

11.4.7 ([ delete_by_query apSHIBREURE, NHTAKRERR
imiEhn?

{FFdelete_by_queryis SHIBGHIEHAREIEE X FRIERIER, BIUXEXTEIE
i%i]ﬂ?ﬂﬂﬂ FRFRIC. SRR, SlEREIHIEEB e aMRIRCHIEL
=

Eitt, ZZR5 A aH AR THENF G SED ERERE, REFET—
IXEREFIZAEIERSAIIERER, XM IHREET B SR

ik, AETTERREIENEREDBHETE, X THRENRGSHMEIREHR
B ETE, RMEEERRLERT

11.4.8 CSS &£ U5 1B E=F?

o HifEfielddata
HITREHHFER, £(FMfielddataZiiEsiiy, 2HERAHNE.
a. fEKibana#i il Fap<s, BEEFZRS|fielddatas BER -

DELETE /_search/scroll

{

"scroll_id" :
"DXF1ZXJ5QW5kRmMVO0OY2gBAAAAAAAAADAWYmMIlaVYtZndUQINsdDcwakFMNjU1QQ=="
}

b. ZifielddatahAAFEE, HJLUAITI T < iEiEfielddata.

POST /test/_cache/clear?fielddata=true

“test” Jofielddatats BRFRSHIZRS BT

o Blfsegment

B segmentfIFSTEMESWINEEINEFS, HEXEREFRASHEIIREIIL
9. FLINRES|BsegmentHET K, SSEHAFFERERRS, BINEEHT
ST,

a. fEKibanaitlfTil e, BEEZ T RAIsegmentHEFN SBEREXR/N,

GET /_cat/nodes?v&h=segments.count,segments.memory&s=segments.memory:desc

b. HsegmentGBREFESEE, BJILUBEMREBSARIERS]. XARSIHE
HEHABEHFNRSIFHARRAE,

o Blfcache

fEKibanath1TeN T ap S s Ecache,
POST _cache/clear

11.4.9 Elasticsearch E£&fF19E BARELLHLEXZE!] 98%

Ef5EES

EEERMIERI, ESERF “SFHERRFLLA” —B4TF98%, BFELREFLLH
UEEENEREm,
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BPFPiEE 11 ERa)RR
IR EH

TEESEERfH, Elasticsearch&5H50%HE, BIMN0%AHAFEEH Lucene HFEEFX
%, At aAEFESESs—BERES, FOERANFILHIAZEI8%ERIEEIMR, 1BEK
ICMEA .

MRRTSZ
EAILASEE “ RAIVMIHERE” A “ FHIVMUEERR XM R
HERER.

11.5 A{4{EH
11.5.1 =ERBSZE2EZIF SearchGuard iEFAIREE?

R32FF o
~ERRSRM T 2R ERF 5 SearchGuardiff4 IhsE—H .

11.6 Kibana {EREHEX
11.6.1 Kibana 28X i5SHEIRINEE?

KibanaSHHIEEEKIEHSQL Workbenchifi{tt, Bai=i¥EZ=iE53 R HElasticsearch
7.6.28 LA ERUNRAST$

7EKibanafdSQL Workbench2, #gi\Elasticsearch SQLIEGRAEAEUE, thaTld
“Download” SHEIE, IFEEXSH1~200%EE, HESH200%EE.

11-7 SQL Workbench

chchchchchch

11.6.2 ES ££E¥7F kibana {N{I/& 18225 | EUE

Ekibanan] LUBIZAPIEIRZS | EHE, ST :

GET indexname/_search

IR [EEEI T ER R
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11-8 IX[O#HE

t": false,

: 2.80794415,

(RARY:
o “took” : ENIJLER,

o “time out” : 2E&E#BAT,

I®, £MT01, BEITOoN
“hits.total” : EIDLFERAIEE, 31 document,

“_shard” : $UEBHREI 75O R L, BREERTSN SR, 5190 RERRINitRE T4

e “max_score” : FiRdocumentIdF—"NsearchHItEXERIICACHEL, HiEx, #iikIThD,

DEBHS .
“hits.hits” : B& T ILAEZEAIdocument AYIFHHEE .

11.7 B EEEHEX

11.7.1 ECS TG REI=REEERY
BENZORR, SRBUTRELSBHIERR,

1. SEHAECSSEAIFERF R R ER—1VPC,
- QD%E, ;ﬂ?§55¥20
- WRAE, FTEEHERBECSKA, FZMERFER—VPCT,

2. BEESENZEENHAEMIABBREERIT200im0 (TCPHMY ) , sE R

TR SEEEE29200u% 0 ( TCPHMY )
- yﬂ%%, ;ﬂ?§55¥30
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- WMRARE, FEFVPCRE, RE “Z24A8" NEHEMAGRBER1F9200
im Ok S1FRiR e E 28 £9200i% M .
3. BAECSLHIRBRINZEA.,

- IR\, RELXEANRENNESHEER, £5F “EXNMER7 1A,
AJUEE ‘R£HER" . ARHITEER4,

- WRRE, MECSHIEGIFIENE, HAVPCRE, 1&F “&2E” , FIE
£,

4. FEECSEfILE, MXREAAEREEETIEE .
ssh <7 =HIP PTG i ]S>
(11 588
LEFEESITRN, FEERNTRNERETIUEREEEZEFTIE MR,
- WMRALUEE, RIEANEIEEN.
- WMREOFE, BERARASZHDYHE.

11.7.2 NSRS LUEREEEERY IP Hhik?
[0: SFERMEEE R AT I E R0 P ?
2 JREERHOIPHELE TR BB BRI AL .
11.7.3 CSS SSEFHEETIMNIAIE, RILASBREE ChRISRIE IP 157
[5): CSSEERHBEIISNIAIT, FLAGIEESHRIPIZ?
% FALERESHEP. NREBETARBIER, TUSEMAE.

11.7.4 CSS SREFRESTIFRA x-pack-sql-jdbc 1T FimEEHE

16)?
18): CSSERFRATIERMAx-pack-sql-jdbaf# TR FimiEREFEI?
Z: AYE, BRinERRS I REEMx-packiE,

11.8 i {FEH

11.8.1 9200 70 9300 KR HFEFFFH?
#RFFHL . 9200um 95 ERiEIEesERFim ], 93008 T = ZiEEiflimE .
15E9300iwABLA T LG :
o WMRZERVPCRIFMARIERAIT,

o MRZERVPCTEFMIAE, FERMHBKBLESE.

o MEAEBAERIVPCAERIFMILE, FBETEINFERE, FTERITVPCHNE, &
[FEIRERBIREACE, BB FM .
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